312-569-1361 Direct
312-569-3361 Fax
jeff.perconte@dbr.com

Dﬁnkergiddlé S&ath » Jeffrey D. Perconte
L L P ‘

Law Qffices October 11, 2016

191 N. Wacker Drve
Suite 3700
Chicago, IL

ss06-1608 | VIA MESSENGER

@12 569-1000 | Matthew Topic
(31.2) 569.»3000 fax L 0 eVy & L 0 eVy
wmdinkepiddecom | 311 N. Aberdeen Street
carorna | 31d Floor
peaware | Chicago, Illinois 60607

TLLINOIS

NEW JERSEY

NEW YORK Re:  Martinez v. CPD, 14 CH 15338
PENNSYLVANIA
WASHINGTQN D.C.

WISCONSIN

Dear Mr. Topic:

Pursuant to the parties’ settlement agreement in the above-referenced matter,
please see the enclose document production.

Very truly yours,

Jeff Perconte

Enclosure

Established 1849
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SURJECT: 1505 Fund Purchase Reguest
Harris “King Fish’ Cellular Telephone Tracking System
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ORGANYZED CRIME DIVISION 24 September
Technical Services Group
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TO: Ernest T, Brown ;
Chief
Organized Crime Division .
ATTN: Brian Daly
Lieutenant

Organized Crime Division

FROM: James R. Washburn
Sergeant
Organized Crime Division

SUBIECT: 1505 Fund Equipment Request
Harris Upgrade Payment Inv# INVGTD9-02186

e

Attached to this report is an Invoice lreins Harris Corporation of Melbourne FL. for the purchase
and upgrade of the Stingray Equipment currently being utilized by the Tech Lab. The approval letter for this
equipment is also attached. The upgrade to Stingray |1 and the additional cquipment required to operate the
upgrade are itemized in the attached invoice. This eqiipment is utilized by Tech Lab personunel to identify,
track, and locate cellular telephones. It is ntilized in comjunction with narcotics related investigations as well
as assisting in the investigation of missing persovs, kidnaping, homicides, wanted offenders, and other
investigations being conducted by the Detective Divisjon. The total invoice amount is $164,500.00. Two items
are back ordered that total $30,000.00. The R/S is requesting that $134,000.00 be remitted at this time. CPD
numbers on all equipment are pending at t‘i‘}gﬁf tinie. % {3y, 0o O&ﬂw)

Since this equipment is utilized in bot hgn arcotic related investigations and detective division
iuvestigations 15 requested that it paid for by 1505 fungls (50%) and 1503ML. funds (30%),

i Crime Division

APPROVED:







BUREAU OF INVESTICATIVE SERVICES
ORGANIZED CRIME DIVI 5 ON

TO: Nicholas 1. Rot

Deputy Chicf

Organized Crime Division

1

TTH:

A Brian Daly .
Lientenant
Organized Crime Divisig
FROM:. James R, Washburn
Sergeant

Organized Crime Division
SUBJECT: 1505 Fund purchase request
Sting-Ray H upgrade

At this time the R/Sgt. is requesting an
telephone tracking from Sting Ray’ to Sting Ray L ")
related investigations such as Kidnaping and Homicids
narcotics related investigalions. Attached to this repory
the upgrades. The upgrades include computer software
antennae and Sting Ray unit. Also included in the quo
buildings. The total cost of the upgrades and new equi
$310.000.00 and would not parform any more effectiv

Representatives from Harris Corporatin
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iparade of the Simg, Ray equipment used for celiul
1is equipment is utilized during exigent circumstance

. This equipment is additionally used to assist in

is a4 quote from Harris Corporation of Me%bouma FL, for
:(3) new amplifiers, plus the rebuilding of the current

= is a handheld portable unit for use in mu?h unit
nment is $164,500.00. A new unit would-cost over

sy than the upgraded unit,

vtraveled to Chicago with a new Sting unit for

Ray |

testing purposes in December of 2008, After two daysjof extensive tesling the new unit was i d o be
subshumaiiy more §;c:c:§we than the current unit being utilized bv the Tech Lab, The existing unit was
purchased over five years apg | hag n{}t been pm;sd atd since. This unit would tentatively bn used 60% of the
time for Narcotics related investigations and 40% of the' time Tor Detective Division refated investigations,

Sin i during narcotitn related investigations and Detective Divi
inve i sidered a goe time purchase fram the 1505 dnd I505ML T
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BUREAU OF INVESTIGATIVE SERVICES 22 December 2008
ORGANIZED CRIME DIVISION

TO: Ernest T. Brown
Cluef
Organized Crime Division
ATTN: Brian Daly
Lientenant
Organized Crime Division

FROM: Joseph F. Gorman
Comnander
Gang Investigation Section

SUBJECT: 1505 Fund purchase request
Sting-Ray II upgrade

At this time Sgt. Washbwm of the Tech Lab is requesting an upgrade of the Sting-Ray equipment
used for cellular telephone tracking from Sting Ray I to Sting Ray IL This equipment is utilized during exigent
circumstance related investigations such as Kidnapings and Homicides. This equipment is additionally used to
assist in narcotics related investigations. Attached to this repoit is a quote from Haris Corporation of
Melbourne FL, for the upgrades. The upgrades include computer software (3) new amplifiers, plus the
rebuilding of the current antennae and Sting Ray unit. Also included in the quote is a handheld portable unit
for use in multi unit buildings, The total cost of the upgrades and new equipment is $164,500.00. A new unit
would cost over $310.000.00 and would not perform any more effectively than the upgraded unit.

Representatives from Harris Corporation traveled to Chicago with a new Sting Ray If unit for
testing purposes earlier this rnonth, After two days of extensive testing the new unit was discovered to be
substantially more effective than the current unit being utilized by the Tech Lab. The existing unit was
purchased over five years ago and has not been upgraded since,

Since this unit is utilized during narcotics related investigations it is requested thar this be
considered a one time purchasc from the 1505 fund.

Joseph F. Gorman
Commander
APPROVED: Gang Investigation Section

Nicholas J. Rot
Chiel

i
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July 2010

Organized Crime Divisior
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Joseph Patterson
Peputy Chief
Organized Crime Division

FROM: James R. Washburn
Sergeant
Organized Crime Division

SUBJECT: Harris “King Fish” Cellular Telephone Tracking System
Justification Letter.

Cellular Telephone tracking has become increasingly effective in
ccating endangered subjects, ﬂamjcsdm offenders, kidnaping wvictims as
ii as to locate target cellular phones of investigative bubsect@. The
echnical Services Group has had many s @ € @ h*lﬂa¢ng thes
wvestigations to successful conclusions. Lem Vudf has pidﬂuﬂd
unit during phone tracking investigat inakility to locate
1ilulay telephones within largs structure: “pr0§ect buildings,”
arge apartment complexes and othexr compara tures.

A case in point is the
subjects were robbed and se V@Eejy
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ordey to locate the
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authorized approva
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ORGANIZED CRIME DIVISION
Technical Services Group

TO Nicholas J. Roti
Chief
Organized Crime Division

FRO?

i
v

James R. Washburn
Sergeant
Organized Crime Division

SUBJECT: 1505 Fund Purchase Request
Harris “King Fish” Cellular Telephone Tracking System

The R/Sgt. is requ

esting the purchase of the Harris Corp. “King
Fish” Cellular Telephone Track S
b

ing System. Attached to ithis report is a
guote for this egquipment. This egui t would be utilized in conjunction
with our existing “Sting Ray II” system to track cellular telephones
during exigent circumstance related investigations such as kidnapings
homicides, endagered missing juveniles, suicidal subjects, etc. This
equipment is additionally utilized during Title III type investigations to
identifying target cellular telephones., The “King Fish” is a portable
unit that can be utilized te enter large structures and pinpoint a device
after it has been located by the “Sting Ray I7.” The “King Fish” can
additionally be utilized as a gstand alone unit. The total cost of ”hi%
eguipment is 8157, 300.00, which includes updates, upgrades and training

Please see the attached justification letter for further iﬂf@rmdtlaﬂ_
Since this egquipment would be utilized during Narcotics related

investigations as well as Detective Division Investigations, it is

requested that this be conszidered a one time purchase from the 1505 ang

is

ve]

1505ML fund (50% each). e noted that
proprietary in nature. The 2dge of its exister
law enforcement V&s}d dJeopardize the integrity and succe
of investigations.
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ORGANIZED CRIME DIVISION

24 September 2009
Tectmical Services Group
TO: Eraest T, Brown
Chiet
Organized Crime Bivision
ATTN: Brian Daly
Lieutenant
Organized Crime Divisiin
FROM: Tampes R. Washburn
Sergeant
Organized Crime Division
SUBIECTY 1505 Fund Equipment Request
Harris Upgrade Payinent Invi INVHTS9-02180
Attached to this repot is Corporation of Melboume ), urchase
and upgrade of the Stingray Equiproent corrently | 4 by the Tech Lab. The avveee « this
equipment i also attached.  The vpgrade (o ‘Hj;ug vay |1 o ional equyy Cost of la ate :&1‘}@
uppgrade are itemnized in the altached invoice. This equs 18 sentify,

traclk, and locate celhular telephomes. It s utilized in chnpimation v«z:‘h narcotics JBAL ~ff30e0 ms as well
a8 aam%img in the wnvestigation of missing persons, kicjnaping, homicides, wan{co oftendess, and other
investigafions being conducted by the Detective Division. The fotal invoice amount is $164,500.00. Two items
ave back ordered that total $30,000.00. The R/S is ssting that $134,000.00 be remitted at this time. CPD
numbers on all equipment are pending at this U W 2y o {}{}[\W-}

Since this equipment is uttbized in botharcotic velated inve mg)ah@nt and detective division

in
investigations is vequested that it paid for by 1505 funds (50%) and 1505ML funds {(50%)
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SUBRIECT: 1505 TFund purchase request
Sting-Ray 1 upgrade

o At this time the RSgt. is requesting af upgrade of the Sting-Ray equipmen used for ceflular
telephone wacking from Sting Ray | to Sting Ray 1. Fhis equipment is utilized during exi ent circumstance
related i oarions such as Kidneping and Homiaide. This equipment is addidonally us «f (o assist in
narcotics related (nvestigations. Awached to this repeft is a quote from Harris Corporation f Melbourne FL; for
the upgrad he upgrades include computer softwils (3) new amplifiers, plus the rebull ing of the currem
antennae and M ng Ray unit. Also included in the quiptg’ s 2 handheld ponable unit fur us 5 in mulii unkt
buﬁﬁ*zxga The towal cost of the upgrades and new egliipment 1s $164,500.00. A new units ould cost over
$310.000.00 and would not perform any more effectively than the upgraded unit,

o

ives from Harris Corporatjon traveled to Chicage with a new § ng Ray 11 unit for
af 2008, Afrer two days of extensive lesting the new unit w s discovered to be
han the current unitbeing utilized by the Tech Lab, The exb ing unit was

s ago and has not been upgraded since. This unit would tentativé™ be used ¢ U% of th

time for §\*ac'a;-\>‘m..> retated investigations and 40% of

TEST Y DUIPOETS |
ubstantially r
§i7u§‘{§“ié‘¥i§(,i§ ove

e fime Tor Detective Division rolz

Phoiak

shies related investigatons and Deteer ve Division related

irvesii G one time purchase from the 1505 gd 1S05SML fmxg’

1
~







ORGANIZED CRIME DIVISION 17 May 2C
Technical Services Group
TO: Ernest T. Brown
Chief
Organized Crime Division
ATTN:  Brian Daly
Lieutenant
Organized Crime Division
FROM: James R. Washburn
Sergeant
Organized Crime Division
SUBJECT: 1505 Fund Purchase Request
Harris “King ¥ish” Cellular Telephone Tracking System
Thg RKS@X it w[;; sting the purchase of the Harris Corp. “King
V4 Ced Tl I ¥2tem. Attached to this report is a
quuh& Box ﬁhiﬁieﬁ prenc.  Thils egquipment would be utilized in conjuncti

with our ewxis §“3ﬂg, -
dirring ézxgwn% vxr o
ham;&zdvu, i g : -
mehilt im idai?;aﬁ&l3y wii.
irg ba arget caila, : 5 a portable
{55 ai can: be utilizes I pinpoint a device
miLPE it has been lccated by the “Stlng Ray II. ?ne “King Fish” can
ﬁdalzzoaal ly be utilized as a stand alone unit. tetal cost of this
equipment is $157,300.00, which includes updates, jrades and training.
Please see the attached justification letter for information.
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ORGANIZED CRIME DIVISION 15 June 2005

TO: Michael J. Cronin
Commander
Gang Intelligence Section
FROM: Technician 1 James P. Norris #16958

Gang Intelligence Section
SUBJECT:  Upgrade Cellular Tracking Equipment

Currently the Technical Services Lab has two separate ce}IuIWg units. The first unit
is a Harrig Corp., Stingray tracking system. This system is used to track CDMA cellular phones’
(Verizon, U.S. Cellular, & Sprint). In order to track the phone, the phone must be tumed on. The
second unit is a Digital Receive Technologies, tracking 12018 tracking system. This system isused
to track TDMA (Cingular, T-Mobile), GSM (Cingular), & Chainsaw (Nextel). For this system to
work the target phone must not only be turned on but if must also be making a call.

Attached are quotes from both Harris & DRT for upgrades on their respective equipment.
The upgrade for the Harris equipment would allow us to track GSM phones as well as give better
mapping capabilities with regard to our location compared o the target location. The upgrade for-

the DRT equipment would allow us to interzogate and track target phones while it is turned on, rather
than having to wait till the target makes a call.

Because this equipment is used for narcotics related investigations it is requested that 1505
funds be used for this purchase.

Gang Intelligence Section

APFROVED:

g2 T3k

Gang Intelligence Seciion

Lt. Robert Grapenthien
Gang Intelligence Section
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TO:
Chief
Organized Crime Division

Michael J. Cronin

FROM:
Commander
(Gang intelligence Section

UPGRADE CELLULAR TRACKING EQUIPMENT

SUBJECT:
Attached please find a request for upgrades to two cellutar tracidng
systems used by the Tech Lab.
Harris Corp. Stingray tracking system $23,500.00
Digital Receive Technologies $37.000.00
$680,500.00

As the equipment is used for narcotics related investigations, it is

requested {hat 1505 funds be used for this purchase.

Michael JCronin

Commandsr
Gang intelligence Section

{dohi.) Risley 29 3o
Deputy Chief E & S = &
2 < g O
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ORGANTIZED CRIME DIVISION & November 2008
Technical Services Group

£0: Ernest T. Brown
Chief
Organized Crime Division
ATTN: Brian Daly
Lieutenant

Organized Crime Division

FROM: James R. Washburn
Sergeant

Organized Crime Division

SUBJECT: 1505 Fund Payment
Harris Upgrade Payment Inv# INVET28-022398

Attached to this report is an Invoice from Harris Corporation of
FL. for the purchase and upgrade of the Stingray Eguipment
being utilized by the Tech Lab. The approval letter for this
is also attached. The upgrade to Stingray 11 and the
additional squipment required to operate the upgrade are itemized in the
attached inveoice. This eguipment is utilized by Tech Lab personnel to
ddentify, track, and locate cellular telephones. It is utilized in
conjunction with narcotics related investigations as well as assisting in
the investigation of missing persons, kidnaping, homicides, wanted
>ffenders, and other investigations being conducted by the Detective
pivision. The total invoice amount is $18,000.00 for the Amber Jack W
Upgrade (Ser$# 3049). This is (1) of the back ordered items from the

original invoice.

Since this eguipment is utilized in both narcotic relafed
gations and detective division investigations is requested that it
r

investi
paid for by 1505 funds (50%) and 1505ML funds (50%).
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Deputy Chief

Organized Crime Division
ATTNg Brian Daly
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Organized Crime Divisie

James R, Washbumn
Sergeant
Organized Crime Division

FROM::

1505 Fund purchase yeqz;esf
Sting-Ray 1l upgrade
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ORGANIZED CRIME DIVISION 24 September 2009
Technical Services Group

o Erpest T. Brown
Chief
Organized Crime Division
ATTN: Brian Daly
Iieutenant
Organized Crime Division
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FROM: James R. Washburn
Sergeant
Organized Crime Division

SUBJECT: 1505 Fund Equipment Request
Harris Upgrade Payment Inv# INV6799-62186

Attached to this report is an Invoice from Harris Corporation of Melbourne FL. for the purchase
and upgrade of the Stingray Equipment currently being utilized by the Tech Lab. The approval letter for this
equipment is also attached. The upgrade to Stingray II and the additional equipment required to operate the
upgrade are itemized in the attached invoice. This equipment is utilized by Tech Lab personnel to identify,
track, and locate cellular telephones. It is utilized in conjunction with narcotics related investigations as well
as assisting in the investigation of missing persons, kidnaping, homicides, wanted offenders, and other
investigations being conducted by the Detective Division. The total invoice amount is $164,500.00. Two items
we back ordered that total $30,000.00. The R/S is requesting that $134,000.00 be remitted at this time. CPD
aumbers on all equipment are pending at ihzz; time. L3 EAY AR

Since this equipment is utilized in both parcotic related investigations and detective dmsson
investigations is requested that it paid for by 1505 funds (50%) and 1505ML funds (50%).

Farries R. Washburn
zant
ized Crime Division

LSS
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: ORGANIZED CRIME DIVISION 24 September 2009
Technical Services Group ‘

Emest T. Brown
Chief
Organized Crime Division
ATTN: Brian Daly
Lieutenant
Organized Crime Division

FROM: James R. Washburn
Sergeant
Organized Crime Division

SUBJECT: 15065 Fund Equipment Request
Harris Upgrade Payment Inv# INV6795-02186

Attached to this repoit is an Invoice from Harris Corporation of Melboume FL. for the purchase
and upgrade of the Stingray Equipment currently being utilized by the Tech Lab. The approval leiter for this
equipment is also attached. The upgrade to Stingray I and the additional equipment required to operate the
upgrade are itemized in the attached invoice. This equipment is utilized by Tech Lab personnel to identify,
track, and locate cellular telephones. It is utilized in conjunction with narcotics related investigations as well
as assisting in the investigation of missing persons, kidnaping, homicides, wanted offenders, and other
investigations being conducted by the Detective Division. The total invoice amount is $164,500.00. Two tiems

hack ordered that total $30,000.00. The R/S is requesting that $134,000.00 be remitted at this time. CPD
2mbers on all equipment are pending at this tine. & fay U 00
oo A5 3

Since this equipment is utilized in both narcotic related investigations and detective division

investigations is requested that it paid for by 1505 funds (50%) and 1505ML funds (50%).

Serfeant
Feanized Crime Divisio

APPROVED:

mmeuBig
¢ 402U
HETNEWER:

ICN0IAS J. KOy
Deputy Chief ©
Organized Crime Division
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ORGANIZED CRIME DIVISION 24 September 2009
Technical Services Group

TO: Ernest T. Brown
Chief
Organized Crime Division
ATTN: Brian Daly
Lieutenant
Organized Crime Division

FROM: James R. Washburn o
Sergeant

Organized Crime Division CosT

% 1T Sphipren
T 4 A - Frone
f54r - . o
SUBJECT: 1505 Fund Equipment Request T TYR30e0s % Sl
Harris Upgrade Payment Inv# INV6799-02186

Attached to this report is an Invoice from Harris Corporation of Melbourne FL. for the purchase
and upgrade of the Stingray Equipment cwurently being utilized by the Tech Lab. The approval letter for this
equipment is also attached. The upgrade to Stingray I and the additional equipment required to operate the
upgrade are itemized in the aitached invoice. This equipment is utilized by Tech Lab personnel to identify,
track, and locate cellular telephones. 1t is utilized in conjunction with narcotics related investigations as well
as assisting in the investigation of missing persons, kidnaping, homicides, wanied offenders, and other
investigations being conducted by the Detective Division. The total invoice amount is $164,500.00. Two items
we back ordered that total $30,000.00. The R/S is requesting that $134,000.00 be remitted at this time. CPD
numbers on all equipment are pending at il’i};% thne. W {3y sy G‘E‘me}

Since this equipment is utilized in both narcotic related investigations and detective division
investigations is requested that it paid for by 1505 funds (50%) and 1505ML funds (50%).

zed Crime Division
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CRGANIZED CRIME DIVISION Ei 16 August 2010
Technical Services Group o i
TO: Nicholas J. Roti = \4Yb£}

Chief 2 ti

Organized Crime Division i )

b

FROM: James R. Washburn

Sergeant

Organized Crime Division

SURJECT: 1505 Fund Purchase Request
Harris “King Fish* Cellulay Telephone Tracking System

The R/Sgt. is reguesting the purchase of the Harris Corp. “King
Fish” Cellular Telephone Tracking System. Attached to this report is a
guote for this eguipment. This eguipment would be utilized in conjunction
with our existing “Sting Ray 11”7 system te track cellulaxr telephones

during exigent circumstance ~elated investigations such as kidnapings

homicides, endagered missing Jjuveniles, suicidal subldects, etc. This
equipment is additionally utilized duxing Title II1 type 1nvest1ggﬁlgns to
identifying taxrgst C@llwiur telephones. The “King Fish” is a portable

unit that can be utili to enter large structures and ;inpcint a device
after it has been i@cateﬁ by the “Sting Ray II.” The “King Fish” can
additionally be utilized as a2 stand alone unit. The total cost of this

" equipment is $157,300.00, which includes updates, upgrades and training.
Please see the attached 3ustificati0n letter for further information.

Since this egulpne would be ubilized during Narcotics related
investigations as well as Detective Division investigations, it is
requested that this be considered a one time purchase from the 1505 and
1505ML fund {(50% ea *h34 should be noted that this equipment is
proprietary in na nowledge of its existence by personnel outside
law enforcement redize the inteqgrity and success of these types
of iﬂvegtigatioﬁQw







ORGANLIZED CRIME DIVISION 16 August 201(

Technical Services Group
TO: Nicholas J. Roti
Chief
Organized Crime Division
Joseph Pattexson
Deputy Chief
Organized Crime Division )
FROM: James R, Washburn
?JE}: ean
Orggnlzed Crime Division
SUBJECT: arris “King Fish” Cellulsr Telephone Tracking System

;& atification Letter.

¢Cellular Telephone tracking has become increasingly effective in
locating ﬁndanearﬁd subjects, homicide offenders, kidnaping victims as
well as to locate target cellular phones of investigative subjects. The
Technical Services Group has had many success stories bringing these
investigations to successful conclusions. One problen rhat has plagued
this unit during phone tracking investigations is the inab »ility to locate
cellular telephones within large structures such as ‘ocroject bul}dlﬂgS,
large apartment complexes and other comparable structures.

A case in peoint is the recent incident in which two young female
were robbed and severely beaten with a paseball bat in the
area. ‘The A/5 Detective Division requested the assistance of
this unit in order te locate the cellular telephone of one ef the victims
that had been taken during the robbery. After this unit sc cured the
court avthorized approval, the cellular telephone was successfully
32 unit apartment complex located at 3149 N. 5p rxngfleld in
{ ﬁ;viﬁ1ﬂﬂ personnel along with the R/Sgt. and Deputy
. & locate the offenders within this building due to
5?&&&;&&&. Although subseguent telephone records chtained
to the apprehension of the offenders, sev reral days had
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ORGANIZED CRIME DIVISION 23 July 2010

£

Technica Services Group
TO:2 NMicholas J. Roti
Chief
Organized Crime Diwvision
FROM: James R. Washburn
Sexgeant

Organized Crime Division

SUBJECT: 1505 Fund Purchase Request
Harris “King Fish” Cellular Telephone Tracking System

The R/Sgt. is reques
Fish” Cellular Telephone Tra
gquote for this eguipment. Th ﬁqw*pmb“t would be utilized in conjunction
with our existing "Sting Ray rem to track cellular telephones
during exigent circumstance related invest ationsg such as kidnapings
homicides, endagered missing juveniles, subjects, etc. This
equipment is additionally utilized during tle 1II type investigations to
identifying target cellular telephones. The ing Fish” is a portable

se of the Harris Corp. “King
attached to this report is a

unit that can be utilized to ent large structures and pinpoint a device
after it has been located by the Ray .7 The “King Fish” can

additionally be utilized as a s The toral cost of this

equipment is $157,300.00, which include =s, upgrades and training.
Please see the attached justification 1 for f Yt?gz information.

this equiphcng during Narcotics related
as welli as stigﬁ?iﬂnﬂf it is
this be consic ¥ from the 1505 and

% each).







ORGANIZED CRIME DIVISION 23 July 2010
Technical Services Group

TO: Nicholas J. Roti
hief
Organized Crime Division

FROM: James R. Washburn o
Sergeant - .
Organized Crime Division

SUBJECT: 1505 Fund Purchase Request
Harris “King Fish” Cellular Telephone Tracking System

The R/Sgt. is requesting the purchase of the Harris Corp. “King

Fish” Cellular Telephone Tracking System. ‘Attached to this report is a
gquote for this equipment. This equipment would be utilized in conjunction
with our existing “Sting Ray II1” system to track cellular telephones
during exigent circumstance related investigations such as kidnapings
homicides, endagered missing juveniles, suicidal subjects, etc. This
equipment is additionally utilized during Title III type investigations o
identifying target cellular telephones. The “King Fish” is a portable
unit that can be utilized to enter large structures and pinpoint a device
after it has been located by the “Sting Ray IT.” The “King Pish” can
additionally be utilized as a stand alone unit. The total cost of this
equipment is $157,300.00, which includes updates, upgrades and training.
Please see the attached justification letter for further information.

Since this equipment would be utilized during Narcotics related
investigations as well as Detective Division Investigations, it is
requested that this be considered a one time purchase from the 1505 and
1505M1, fund (50% each}. T+ should be noted that this sguipment 1s

proprietary in nature. The knowledge of its existence by personnel oubside

law enforcement could jeopardize the integrity and success of these types
of investigations.

G
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ORGBARIZED CRIME DIVISION o

= 22 December 2010
Technical Services Group '%
TO: Nicholas J. Roti Ei
Chief ‘ Li
Organized Crime pivision ;f
ATTN: Brian Daly e
Lieutenant

Organized Crime Division

FROM: James R. Washburn
Sergeant
Organized Crime Dlv;slon

SURJECT: 1505 Fund Payment
Harris “King Fish” Payment Inv# INV67795-02738

Attached to this report is an Invoice from Harris Corporation of
M@lbouxﬂa FL.. for the purchase of the “King Fish” cellular phone tracking
equipment that will be utilized by the Tech Lab. The approval letter for
this equipment is also attached. This eguipment is utilized by Tech Lab
p@rbcﬂn 1 to identify, track, and locate cellular telephones. It is

tilized in conjunction with narcotics related investigations as well as
aovlv“wnq in the investigation of missing persons, kidnaping, homicides,
wanted offenders, and other investigations being conducted by the
Detective Division. The total invoice amount is $157,300 which includes
the King Fish Unit ($27,000.00, CPD Inv. 4 187382), Software for all
included eguipment ($54,300, No Inv. #y. Mini PC Controller ({$5,500.00,
CPp Inv.$187383), 25 Watt PA Kit ($11,500.00,CPD Inv.#187384) AWS
Converter-Conus {($19,800.00, CPD Inv.#187385), Amber Jack Antenna
($38,400.00, CPD Inv.#187386).

Since this equipment is utilized in both narcotic related
investigations and detective division investigations is requested that it
paid for by 1505 funds (50%) and 1505ML funds (50%).

Washburn

Q&Ji’j{,cui i
D?gawxgad Crime







STATE OF ILLINOIS )
385
COUNTY OF COOK )

IN THE CIRCUIT COURT OF COOK COUNTY
COUNTY DEPARTMENT, CRIMINAL DIVISION

IN THE MATTER OF
APPLICATION OF THE PEOPLE
OF THE STATE OF ILLINOIS
FOR AN ORDER AUTHORIZING
THE INSTALLATION AND USE
OF A PEN REGISTER AND
CALLER IDENTIFICATION TRAP
AND TRACE DEVICE

NO.: 920mM FRO/7

B A

THIS MATTER having come before the court pursuant to an application under Title 18
of the United States Code, Sections 2703 (d), 3122, 3123, and 3124 by Police Officer -
— a State investigative or law enforcement officer, which application requests an
order under Title 18, United States Code, Section 3123, authonzing the instaliation and useof a
pen register and caller identification trap and trace device, including a pen register in the form of
a digital analyzer, on telephone number , hercinafter - a cellular telephone, more
fully described as:

Celluiar teiephone bearing m;m‘;}er_ operated ¢

provider, Sprint.
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The court finds that the applicant has certified that the information likely to be obtained
by such installation and use s relevant to an ongoing criminal invest gation into possible
violations of Chapter 720, Section 5/9-1(a)(1) of the llinois Compiled Statules, hereinafter
"subject offenses”, by _,md any others yet unknown and that the records
concerning electronic commumcation service histed below are also relevant o this ongoing
criminal investigation. The Cowrt Tinds the application and affidavit offer probable cause that the

]



subjects of the investigation arc using telephone numbc:_ a cellular telephone, in

furtherance of the subject offenscs, and that the information likely to be obtained from the
instaliation and use of a pen register and caller identification trap and trace device is relevant to
this ongoing criminal investigation in that it is believed the information will concern the
aforementioned offenses.

The Court finds that the application and affidavit offer specific and arliculable facts
showing that there is probable cause for the records and other information sought and that the
records and information are relevant and material to the ongoing criminal investigation. The
Court further finds that the application and affidavit establish probable cause to believe that
information conceming the location of the Subject Phone at times determined by law
enforcement during the period authorized in this order will constitute or lead to evidence of

violations of 720 ILCS 5/9-1(a)}.

IT APPEARING that disclosure to any person of this investigation or of this application

and order would seriously jeopardize this ongoing investigation,

i. IT IS ORDERED, pursuant to Title 18, United States Code, Section 3123, that
agents of the Chicago Police Department may install and use a pen register to register numbers
dialed or pulsed from telephone number , telephone xmmber— a cellular
telephone, and a caller identification trap and trap device to display numbers dialed or pulsed to
the telephone number — a ceilular telephone number withount geographical
limitation and o record the date and time of such pulsing or recordings, and to record the length
of time the telephone receiver in question is off the hook for incoming or outgoing calls for a

period of 60 days or until cancelled by the Chicago Police Department or the Cook County

State’s Attorney’s Uifice.

2 IT IS FURTHER OF

=+

RDERED that agenis of the Chicago Pelice Department may

vd and decode dialing, routing, addressing, and signaling

e number —a cellular telephone,

including direct connect and push-to-talk numbers, to record the date and time of such
& i

information transmitied by the t




transmissions, and to record the length of time the telephone receiver in question is off the hook
for incoming or outgoing calls. for a period of 60 days or until cancelled by the Chicago Police

Department or the Cook County State’s Attorney’s Office.

3. [T IS FURTHER ORDERED, that an ongoing special computer study without
geographical limitation for the telephone number_ a cellular telephone be
furnished by Sprint, to the agents of the Chicago Police Department or the Cook County State’s
Attomey’s Office for the duration of this order or until canceled by written notification by the

Chicago Police Department or the Cook County State’s Attorney’s Office;

4. IT IS FURTHER ORDERED that the Chicago Police Department use technology
reasonably available to it to restrict the recording or decoding of electronic or-other impulses to
the dialing and signaling information utilized in call processing so as not to include the contents

of any wire or electronic communications.

5. 1T IS FURTHER ORDERED that this order remains valid not only o the
telephone number — a cellular telephone number, but also to any telephone

number or physical telephone accessed through the same network account identifying number
during the time period covered by the order, as well as to any other network account identifying

number or telephone number assigried during that period to the same physical telephone
presently associated with the telephone number a cellular telephone.

IT 18 FURTHER ORDERED that this order authorizing the installation and use of

G
:

a trap and trace device including the feature known as “Caller ID Peluxe” to capture the
incoming electronic or other impulses, for a period of 60 days or unti} canceled by written
notification by the Chicago Police Departient or the Cook County State’s Attorney’s Office,
including the orizinating telephone in call forwarding, terminating at the felenhone number -
- a cetlular telephone, which identify the originating number, or other dialing, routing,

fing information likely to identify the source of a wire or electronic

addressing, and si

communication and the date, time and duration of such incoming impulses, and to include Sprint



and any other provider of clectronic communication services” calls coming into or dialed or

pulsed to the telephone numhcr— a cellular telephone be without geographic

Limits.

7. ITIS FURTHERED ORDERED, pursuant to Title 18, Uni“ted States Code,
section 3123 (b) (2), that Sprint shall furnish agents of the Chicago Police Department and the
Cook County State’s Attomey’s Office forthwith all information, facilities, and technical
assistance necessary to accomplish the installation of the pen register and caller identification
trap and trace device unobtrusively and with minimum interference with the services that are
accorded persons with respect to whom the installation and use¢ is to take place and that Sprint be
compensated by the Chicago Police Department for reasonable expenses incurred in providing

this information, these facilities, and this technical assistance.

8. IT IS FURTHER ORDERED, pursuant to Title 18, United States Code, Sections
2703(c) and (d) that Sprint furnish agents of the Chicago Police Departmaent or Cook County
State’s Attorney’s Office with call detail, including but not limited to data indicating the specific
latitude and longitude and street address of tciephonﬁ numbﬁr_ a cellular
telephone as well as records reflecting the cell tower and antennae face used by telephone
number — a cellular telephone at the start and end of any call, and access through
any means reasonably available to all location based services with respect to telephone number
— a cellular telephone, such as “enhanced 911", for the duration of the order, and
a listing of all cell sites and control channels and the physical address of each cell site for the
areas in which the telephone number — a cellular telephone is operating provided
is to be compensated therefore at the prevailing rates by the Chicago Police Department pursuant

1o Title 18, United States Code, Section 2706 (c).

9. I'T 1S FURTHER ORDERED that AT&T, AT&T Mobility, Cellco Partaership
dba Verizon Wireless, Sprint Nextel Corporation, Sprint Communications Company, LP,T-
Mobile, lne., US Cellular, Virgin Mobile USA, RUN Telecommunications, Quest

Communicatons, Cricket Communications Inc., Comeast Cable Communications LLC, Level 3



Communications Inc.. X0 Communication Services Inc., Ymax Communications Corp, and all
other providers of electronic communication service as defined in Title 18, United States Code,
Section 2510(} 5), provide information on the cellular tower location of the telephone number:
a cellular telephone in the event that the telephone number— 2
cellular telephone uses the service of‘aﬁy service provider other than the one to which the
telephone number _ a cellular telephone is subscribed (commonly known as
“roaming’), the fumishing ol such information by any service provider to be compensated for

by the Chicago Police Department pursuant to Title 18, United States Code, Section 2706 (c) for
a period of 60 days.

10. IT IS FURTHER ORDERED, pursuant to Title 18, United States Code, Section
2703(c) and (d), that AT& T, AT&T Mobility, Cellco Partnership dba Verizon Wireless, Sprint
Nextel Corporation, Sprint Communications Company, LP, T-Mobile, Inc., US Cellular, Virgin
Mobile USA, RCN Telecommunications, Quest Communications, Cricket Commur;icaticns inc.,
Comcast Cable Communications LLC, Level 3 Communications Inc., X0O Communication
Services Inc., Ymax Communications Corp, or any other providers of electronic communication
service as defined in Title 18, United States Code, Section 2510(15) shall furnish agents of the
Chicago Police Department and Cook County State’s Attorney’s Office with all information,
facilities, and technical assistance necessary to determine the subscriber information set forth in
Title 18, United States Code, Section 2703(c)(2)(A)-(F), specifically, subscriber name, address,
local and long distance telephone connection records, length of service (including start date) and
types of services utilized, telephone or instrument number or other subsciiber number or identity
(including IMSI, Electronic Serial Numbers, International Mobile Electronic Identification
numbers, and Mobile Station Identifier numbers), and means and source of payment for service
(inclading any credit card or bank account number), for each outgoing call from and cach
incomung call to the telephone ﬂumber— a cellular telephone for a pexriod of 60
days, the furnishing of such mformation, facilities, and assistance to be compensated for by the
at the prevaihng rate.

5 OV TTLITIIY NI UTY thar Qeeint 1te acenfe and e e 1mesd lioplme
I ITIS FURTHER ORDERED that Sprint, its agents and employees not disciose



to the subscriber, or any other person. the existence of the court’s order or of this investigation

unless otherwise ordered by the cowrt

12. IT IS FURTHER ORDERED that these companies, AT&T, AT&T Mobility,
Cellco Partnership dba Verizon Wireless, Sprint Nextel Corporation, Sprint Communications
Company, LP, T-Mobile, Inc., US Cellular, Virgin Mobile USA, RCN Telecommunications,
Quest Communications, Cricket Communications Inc., Comeast Cable Communications LLC,
Level 3 Communications inc.. XO Communication Services Inc., Ymax Communications Corp.,
and all other providers of electronic communication service as defined in Title 18, United States
Code, Section 2510(13), and their agents and employees, are not to disclose the existence of the

court's order or of this investigation unless otherwise ordered by the court.

13. IT IS FURTHER ORDERED, pursuant to Title 18, United States Code, Section
3123 (b)(2), that Sprint and any subsequent service provider which provides service to the
telephone number_ a cellular telephone, and any and all other local carriers or
long distance service providers whose assistance may facilitate the execution of the order,
including any service provider which sends or transmits any communication to or from the
telephone number— a cellular telephone, shall furnish to agents from the
Chicago Police Department and Cook County State's Attorney's Office with all information,
facilities, and technical assistance necessary to accomplish the immediate installation and use of

this pen register and caller trap and trace device.

14, IT IS FURTHER ORDERED, that Sprint provide twenty-four hour a day
assistance to include switch based solutions including precision location based information
queries and is required to lend all reasonable assistance to permit the Chicago Pehce
Department to triangulate target location, including but not limited to terminating interfering
service on the telephone number — a cellular telephone and Global Positioning
System (GPS) technology for a period of 60 days, provided Sprint is to be compensated

therefore ot the prevathing rates,

i



15, ITIS FURTHER ORDERED, that Chicago Police Department and other law
enforcement officers assisting in the investigation may employ a pen regjster device with respect
1o the telephone mxmber_ a cellular telephone using digital analyzer technology
_with the restriction that officers may neither retain nor make affirmative investigative use of the
data acquired through the digital analyzer beyond that necessary to determine the location of the
telephone number 4 cellular telephone. The authority to employ a pen régister
device in the form of a digital analyzer includes authorization for law enforcement officers
assigned to Chicago Police Department to send communications to the telephone number .
_ a cellular telephone for the purpose of causing it to atfempt to register with the

nearest cell tower, thereby facilitating the use of the digital analyzer device for a 60 day period.

16. IT IS FURTHER ORDERED, pursuant to Title 18, United States Code, section

3123 (d), that this order and the application be sealed until otherwise ordered by the court.
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STATE OF ILLINOIS)
) SS
COUNTY OF COOK )

IN THE CIRCUIT COURT OF COOK COUNTY
COUNTY DEPARTMENT, CRIMINAL DIVISION

IN THE MATTER OF THE
APPLICATION OF THE PEOPLE
OF THE STATE OF ILLINOIS
FOR AN ORDER AUTHORIZING
THE INSTALLATION AND USE
OF A PEN REGISTER AND
CALLER IDENTIFICATION TRAP
AND TRACE DEVICE

vo: Dold P 2

R A e

APPLICATION

now comes, police Ofticer | | N - s 1o ovorcement o

investigative officer employed by the Chicago Police Department, and hereby applies to this

court pursuant to Sections 2703(d), 3122, 3123 and 3124 of Title 18 of the United States Code

for an order authorizing the installation and use of a pen register and caller identification trap and

trace device on telephone number _ a cellular telephone, and for an order

requiring the production of telecommunications records, including subscriber information for
telephone numbers identified through the use of the pen register and trap and trace device
including call detail with cell site information, as well as location information regarding the

above-listed telephone number more fully descnbed as:

Cellujar telephone bearing mim%}c:r_ operated on the network of T-

Mobile.

In support of this application, applicant states as follows:

3

mstallabion and use of a pen register anad caner g £



trace device to a court of competent jurisdiction of this State.

2. Applicant certifies that the Chicago Police Department is conducting a criminal

mvestigation of —and any others yet unknown, in connection with possible

violations of Chapter 720, Section 5/9-1(a)1 of the Tilinois Compiled Statutes, hereinafter, "First
Degree Murder". The applicant respectfully submits the Affidavit of P‘O.-
-setting forth probable cause that the subjects of the investigation are using telephone
number —a cellular telephone, in furtherance of the subject offenses. The
information likely to be obtained from the installation and use of a pen register and caller
identification trap and trace device is relevant to this ongoing criminal investigation and the
records and other information sought are relevant and material to this ongoing criminal

investigation.

3. Applicant requests that the court issue an order authorizing the installation and

use of a pen register to register numbers dialed or pulsed from telephone number _
- a cellular telephone, as well as a caller identification trap and trace device to display
numbers dialed or pulsed to the telephone numbe}‘- a cellular telephone without
geographical limitation, and to record the date and time of such pulsing or dialing, and to record
the length of time the telephone receiver in question is off the hook for incommg or outgoing
catls for a period of 60 days. Applicant also requests that Sprint furnish to agents of the Chicago
Police Department or Cook County State’s Attomey’s Office an ongoing computer study without

geographical limitation for telephone number -, a cellular telephone for the

duration of this order or until canceled by written notification by the Chicago Police Department

or Cook County State’s Attorney’s Office. Applicant requests that the Court issue an order
authorizing the installation and use of the pen register to record and decode dialing, routing,
addressing, and signaling information transmitted by the telephone number — a
cellular telephone, including direct connect and push-to-talk numbers, to record the date and fime
of such transmissions, and to record the length of time the telephone receiver in question 1s off

the hook for inconung or outgomng calls.!




4. The applicant further requests that the order direct the Chicago Police Department
to use technology reasonably available to 1t to restrict the recording or decoding of electronic or
other impulses to the dialing and signaling information utilized in call processing so as not to

_include the contents of any wire or electronic communications.

5. The applicant further requests that the order apply not only to the telephone
number_ a cellular telephone, but also to any telephone number or physical

telephone accessed throu gh the same network account identifying numiber during the time period
covered by the order, as well as to any other network account identifying number or telephone

number assigned during that period to the same physical telephone presently associated with the

telephone number- a cellular telephone,

6. Applicant further requests that the Cowrt issue an order authorizing the installation
and use of a trap and trace device including the feature known as “Caller ID Deluxe”, without
ceographic limits, to capture the incoming electronic or other impulses, including the originating
telephone in call forwarding, terminating at the telephone number _ a cellular
telephone, which identify the originating mumber, or other dialing, routing, addressing, and
signaling information likely to identify the source of a wire or electronic communication and the
date, time and duration of such incoming impulses, and to include T-Mobile and any other

provider of electronic communication services’ calls coming into or dialed or pulsed to the

telephone number— a cellular telephone.

telephone numbers, such as when 2 subject places a calling card, credit card, or collect calt by first dialing a long-
distance carrier access number and then, after the initial call is cut through, dialing the lelephone number of the
destination parly. Uniled States Telecom Associalion v. FCC, 227 £.3d 450, 462 {D.C. Cir. 2000}. That final number
sequence is necessary to route the call to the intended party and, therefore, identifies the place or party to which the
call is being made. Under these creumstances, the post-cut-through digits are the type of information (that is, dialing,
rouling, addressing, or signaling information) specifically authorized by the stalute for capture.

Tiie 18, United Stales Code, Section 3121(c), as amended in 2001, affirmed the requirement o use
techrology reasonably available that resticts the collection of information so as not to include the contents of any
wire or electronic communications. This provision implicitly recognizes that the incidental collection of some content
may occur despite the use of reasonably available technology to avoid such caplure. With regard to the requirefnent
of Section 3121{c) 1o use technology reasonably available so as not to include the contents of any wire or slecironic
communicalions, the government is not aware of any current lechnological means of separating out postcut-through
dialed digits that constitute call processing and ransmission wfonmation from the t congstitute call content
without losing dialing, routing, addressing.and signaling information that identifies the des

from the ielephone number a telephone.  If despite the us 1sonably avaliable
technology, post-cul-through digits are caplured that conslitute the contents of a communication, the government will

make no affirmative nvestigative use of such informat

or ent appropriate authordy.



7. The applicant further requests that the order direct the furnishing of information,
facilities, and technical assistance necessary to accomplish unobtrusively the installation and
continued use of the pen register and trap and trace devices, including “Caller ID Deluxe,” by
with a minimum of disruption of normal telephone service and with reasonable compensation to
be paid by the Chicago Police Department for reasonable expenses incurred in providing such

information, facilities and assistance pursuant to Title 18, United States Code, Section 3124(c).

8. The applicant further requests, pursuant to Title 18, United States Code, Section
2703 (c) and (d), that Sprint shall furnish agents of the Chicago Police Department with call
detail, including but not limited to data indicating the specific latitude and longitude and street
address of the telephone nmmbax‘_ a cellular telephone as well as records
reflecting the cell tower and antennae face used by the telephone number— a
cellular telephone at the start and end of any call, and access through any means reasonably
available to all location based services with respect to the telephone number- 3
cellular telephone, such as “enhanced 911", for the duration of the order, and a listing of all celi

sites and conirol channels and the physical address of each cell site for the areas in which the

telephone r}umbﬁr-, a cellular telephone is operating.

9. ‘The applicant further requests that the Order direct AT&T, AT&T Mobility,
Cellco Partnership dba Verizon Wireless, Sprint Nextel Corporation, Sprint Communications
Company, LP, T-Mobile, Inc., US Cellular, Virgin Mobile USA, RCN Telecommunications,
Quest Communications, Cricket Communications Inc., Comcast Cable Communications LLC,
Level 3 Communications Inc., XO Communication Services Inc., Ymax Communications Corp,
and all other providers of electronic communication service as defined m Title 18, United States
Code, Section 2510(15), to provide information on the cellular tower location of the telephone

number — a cellular telephone in the event that the telephone number _

- a cellular telephone uses the service of any service provider other than the one to winch

the telephone number _ a cellular telephone g subsenibed (commonly known as

“roamine™. the Aunishing of such information by any service provider taisbe compensated for
> 2 o 4 A e




by the Chicago Police Department pursuant to Title 18, United States Code, Section 2706 (c).

10. Applicant further requests that the Court issue an order, pursuant to Section
2703(d) of Title 18, United States Code, directing that any service provider shall provide all
information, facilities, and technical assislance necessary to determine the subseriber information
set forth in Title 18, United States Code, Section 2703(c)(2)(A)-(F), specifically, subscriber
name, address, local and long distance telephone connection records, length of service (including
start date) and types of services utilized, telephone or instrument number or other subscriber
number or identity (including IMSI, Electronic Serial Numbers, Interational Mobile Electronic
Identification numbers, and Mobile Station Identifier numbers), and means and source of
payment for service (including any credit card or bank account number), for the telephone
number - a cellular telephone as well as for each outgoing call from and each
incoming call to the telephone num’ber_, a cellular telephone, the furmshing of

such information, facilities, and assistance to be compensated for by the at the prevailing rate.

i1. The applicant further requests that the court order direct Sprint, its agents and
employees not to disclose to the subscriber, or any other person, the existence of the court's order

or of this investigation unless otherwise ordered by the court.

12. The applicant further requests that these companies, AT&T, AT&T Mobility,
Celico Partnership dba Verizon Wireless, Sprint Nextel Corporation, Sprint Communications
Company, LP, T-Mobile, Inc., US Cellular, Virgin Mobile USA, RCN Telecommunicalions,
Quest Communications, Cricket Communications Inc.,, Comcast Cable Commumications LLC,
I evel 3 Communications Tnc., XO Communication Services Inc., Ymax Communications Corp,
and all other providers of electronic communication service as defined in Title 18, United States
Code, Section 2510(15), and their agents and employees, be ordered not (o disclose the

H

existence of the court’s order or of this investigation unless otherwise ordered by the court.

requests that T-Mobile provide twenty-lour hour a day

s ncludimg ¢ on Iocation




queries and is required to lend all reasonable assistance to permit the Chicago Police
Depariment to triangulate target location, including but not limited to terminating interfering
service on the telephone number — a cellular telephone and Global Positioning
System (GPS) technology, provided T-Mobile is to be compensated therefore at the prevailing

rates.

14.  Applicant further requests that this Court’s order authorize the Chicago Police
Department and other law enforcement officers assisting in the investigation to employ a pen
register device with respect to telephone number _ a cellular telephone using
digital analyzer technology, with the restriction that officers will neither retain nor make
affirmative investigative use of the data acquired through the digital analyzer beyond that
necessary to determine the location of the telephone number —, a cellular
telephone. A digital analyzer device is a device operated by law enforcement officers that
detects radio signals that are emitted automatically at the time a cell phone is turned on, and
periodically thereafter as long as the ph‘éﬁe remains on, regardless of whether a call is being
made, to register the phone to nearby cell towers. These signals contain identifying numbers for
the telephone (e.g., the telephone number and electronic serial number or international mobile

subscriber identification number) and can assist in learning the physical location of the telephone

number- a cellular telephone.”

15, In support of its request for an order directing the furnishing of information on the

cellular tower locations and physical location of the telephone number- @

2A digital analyzer device does not infercept any content of communications, but rather searches for the autonomous
ragisiration signals emitted by the target telephone, which are identified through its idenlifying numbers {which are
already known o law enforcement through other means). Once the 1arget phone's signals are identified by the
device {(which can be used only when itis in the general proximity of the target telephone), the davice can measure
the sirength of the signal emitted by the subject phone in order 1o ascertain the general direction and location of the
signal, which can assist in identifying the location from which the target cell phone is operating, thus providing
location information similar to that which ordinarily is known for a land line phone. A digital analyzer device
constitules a “pen register” device within the meaning of Tile 18, United States Code, Section 3127(3) bacause it is
“m dev ss which records or decodes dialing, routing, addressing, or signaling information transmitted by an
ument or facility from which a wire or electronic communication is transmitted,” and bocause the information it
does nol inciude the contents of any communication. Because the information oblained through faw

ment officers’ use of a digital analyzer device does hol require the participation or assistance of the service

r the o ons of Title 18, Unitad States Code, Section 2703 under which the goverament seeks information
from service providers are inapplicable in the context of a digital analyzer device.




cellular telephone, and for an order directing the furnishing of subscnber information as
described above, the applicant respectfully submiis the Affidavit of P.O.—
which is attached and incorporated herein which sets forward specific and articulable facts
showing probable cause to believe that the information on the cellular tower jocations, the
physical Iocation of the telephone number— a cellular telephone, and the
subscriber information of telephone numbers in contact with the telephone number-
- a cellular telephone will be relevant and material to an ongoing criminal mvestigation.
Because information that is relevant and material to an ongoing criminal investigation includes
information that assists the government in ascertaining whether or not the subject of the
information has committed an offense, subscriber information for phone numbers in contact with
the telephone number _ a cellular telephone which is being used in furtherance of
the offense of First Degree Murder is relevant and material to the First Degree Murder
investigation. First, as required by § 2703(d), there are specific and articulable facts showing
the relevancy of such subscriber information based on experience learned from prior Homicide
investigations. Based on past investigations, the applicant knows the following facts specific to

Homicide investigations:

A

subscriber information has yielded the names of co-conspirators, witnesses
and other individuals engaged in Homicide investigations;

A

subscriber information has yielded the residential addresses of co-
conspirators, witnesses and other individuals engaged in Homicide
investigations, thus aiding in the surveillance of said individuals;

< subscriber information has vielded evidence of concealment in Homicide
cases that show consciousness of guilt.

l6. Knowing the location of an individual who is associated with -is

relevant and material to the Homicide investigation. For example law enforc

use the location of telephone number -& cellular telephone, in combination with

vidence i this investigation, to determine the geographic arcas in which witnesses, co-

5
e
)

conspirators and their associates are located . Furthermore, knowing the location of telephone

number — a cellular telephone will assist law enforcement officers in cstablishing



physical surveillance on the targets and their associates, which in tum could lead to information

concerning statements and locations of witnesses, co-conspirators and_ Your

Applicant believes that there is probable cause that information concerning the location of the

telephone number — a cellular telephone will produce evidence of violations of

720 TLCS 5/9-1(a)1 and will aid in the apprebension of -

WHEREFORE, it is requested that the court grant an order anthorizing the above
requested items for 60 days. It is further requested that this court order that its order and this
application be sealed until further notice of this court as this is an ongoing mvestigation, except
that copies of the orders, in full or redacted form, may be served on law enforcement officers
assisting in the investigation, and any service provider, their representatives, agents, and

employees, as necessary to effectuate this court's orders.

L P.{)—having been duly sworn under oath, state that ] have read the

foregoing application and that it is true and correct to the best of my knoayledge.

Apphcant

Subscribed and sworn to before me this 13th day of
February 13, 2014,
s

{ / sf} 1l G {’ 2}{(;‘“’”}&““&*@&;«;/""%»«%«{ \\“””"‘/‘“-@

I xr?i‘i};ﬁ{{i: of the Chrau é v/ Court of Cook County




STATE OF ILLINOIS )
)88
COUNTY OF COOK )

IN THE CIRCUIT COURT OF COOK COUNTY
COUNTY DEPARTMENT, CRIMINAL DIVISION

IN THE MATTER OF
APPLICATION OF THE PEOPLE
OF THE STATE OF ILLINOIS
FOR AN ORDER AUTHORIZING
THE INSTALLATION AND USE
OF A PEN REGISTER AND
CALLER IDENTIFICATION TRAP
AND TRACE DEVICE

NO.: QQ)‘"f ¢P(2~ 2/

DN S e e

ORDER

THIS MATTER having come before the court pursuant to an application under Title 18
of the United States Code, Sections 2703 (d), 3122, 3123, and 3124 by Police (}fﬁcm-
a State investigative or law enforcement officer, which application requests an
order under Title 18, United States Code, Section 3123, authorizing the installation and use of a
pen register and caller identification trap and trace device, including a pen register in the form of

a digital analyzer, on telephone number , hi:)‘iiii}aﬁfﬁ- a cellular telephone, more

fully described as:

Cellular telephone bearing number _{}@Gréﬁ{:d on the network of service

provider, T-Mobile.

The court finds that the applicant has certified that the information likely to be oblamed
by such installation and use is relevant (o an ongoing criminal imvestigation into possible

violations of Chapter 720, Section 5/9-1{2)(1) of the Hlinois Compiled Statutes, hereinafter
12 3 SV A 3

"subject offenses”, b}f‘_;ﬁzm} any others yet tuknown and that the records

3

concerning electronic communication service hsted below are also relevant to thig ongoing



criminal investigation. The Court {inds the application and affidavit offer probable cause that the
suﬁjects of the investigation are using telephone number— a cellular telephone, in
furtherance of the subject offenses, and that the information likely to be obtained from the
installation and use of a pen register and caller identification trap and trace device is relevant to
this ongoing criminal investigation in that it is believed the information will concem the
aforementioned offenses.

The Court finds that the application and affidavit offer specific and articulable facts
showing that there is probable cause for the records and other information sought and that the
records and information are relevant and material to the ongoing criminal investigation. The
Conrt further finds that the application and affidavit establish probable cause to helieve that
information concerning the location of the Subject Phone at times determined by Jaw
enforcement during the period authorized i this order will constitute or lead to evidence of

violatious of 720 ILCS 5/9-1(a}1.

IT APPEARING that disclosure to any person of this investi géﬁcm or of this application

and order would seriously jeopardize this ongoing wvestigation,

1. 1T 1S ORDERED, pursuant to Title 18, United States Code, Section 3123, that
agents of the Chicago Police Department may install and use a pen register to register numbers

dialed or pulsed from telephone number , telephone num‘sﬁr— a cellular

telephone, and a caller identification trap and trap device to display numbers dialed or pulsed to
the telephone number — a cellular telephone number without geographical
limitation and to record the date and time of such pulsing or recordings, and to record the length
of time the telephone receiver in question is off the hook for incoming or outgoing calls for a
period of 60 days or until cancelled by the Chicago Police Department or the Cook County

State’s Attorney’s Office..

thal agents of the Chicago Police Depatin

install and nge and decode diahing, ¢

2‘§%§§§’§§¥{)T— a celhiar lelepnons,

prviormabion i




including direct connect and push-to-talk numbers, to record the date and time of such
transmissions, and to record the length of time the telephone receiver in question 1s off the hook
for incoming or outgoing calls, for a period of 60 days or until cancelled by the Chicago Police

Department or the Cook County State’s Attomey’s Office.

3. IT IS FURTHER ORDERED, that an 611going special computer study without
geographical limitation for the telephone number — a cellular telephone be
furnished by T-Mobile, to the agents of the Chicago Police Department or the Cook County
State’s Attomey’s Office for the duration of this order or until canceled by written notification

hy the Chicago Police Department or the Cook County State’s Attomey’s Office;

4. IT 1S FURTHER ORDERED that the Chicago Police Department use technology
reasonably available to it to restrict the recording or decoding of electronic or other impulses to
the dialing and signaling information utilized in call processing so as not to include the contents

of any wire or electronic communications.

5. IT IS FURTHER ORDERED that this order remains valid not only to the
telephone numbm’— a cellular telephone number, but also to any telephone
number or physical telephone accessed through the same network account identifymg number
during the time period covered by the order, as well as (o any other network account identifying

number or telephone number assigned during that period to the same physical telephone
presently associated with the telephone number — a cellular telephone.

. IT IS FURTHER ORDERED that this order authorizing the installation and use of

a trap and trace device including the feature known as “Caller 1D Deluxe” (o capture the

incoming electronic or other impulses, for a period of 60 days o1 until cance

d by writien

potification by the Chicago Police Department or the Cook County Statc’s Attorney’s {

including the origimating telephone in call forwarding, ters

Sl i bhyer fee
§ ahing af e e

,which identify the onginaimg

%

plommation hkely to wdentify




communication and the date, ime and duration of such incoming impulses, and to include T-
Mobile and any other provider of clectronic communication services’ calls coming into or dialed

or pulsed to the telephone number _ a cellular telephone be without geographic

limits.

7. IT IS FURTHERED ORDERED, pursuant to Title 18, United States Code,
section 3123 (b) (2), that T-Mobile shall furnish agents of the Chicago Police Department and
the Cook County State’s Attorney’s Office forthwith all information, facilities, and technical
assistance necessary to accomplish the installation of the pen register and caller identification
trap and trace device unobtrusively and with minimum interference with the services that are
accorded persons with respect to whom the installation and use is to take place and that T-Mobile
be compensated by the Chicago Police Department for reasonable expenses incurred in providing
this information, these facilities, and this technical assistance,

8. IT IS FURTHER ORDERED, pursuant to Title 18, Umited States Code, Sections
2703(c) and (d) that T-Mobile furnish agents of the Chicago Police Department or Cook County
State’s Attorney’s Office with call detail, including but not limited to data indicating the specific

latitude and longitude and strest address of telephone pumber - a cellular

telephone as well as records reflecting the cell tower and antennae face used by telephone

number — a cellular telephone at the start and end of any call, and access through

any means reasonably available to all location based services with respect to telephone number

- a cellular telephone, such as “enhanced 911", for the duration of the order, and

a listing of all cell sites and control channels and the physical address of each cell site for the

areas iy which the telephone :mmhc,r_ a cellular telephone is operating provided

15 to be campf;nsamd therefore at the prevailing rates by the Chicago Police Department pursuant

to Title 18, United States Code, Section 2706 {¢).




Communications, Cricket Communications Inc., Comcast Cable Communications LLC, Level 3
Communications Inc., XO Communication Services Inc., Ymax Communications Corp, and all

other providers of electronic communication service as defined in Title 18, United States Code,

Section 2510(15), provide information on the cellular tower location of the teiepﬁoné number

_ a cellular telephone in the event that the telephone numbex—, a

cellular telephone uses the service of any service provider other than the one to which the
telephone num‘ber— a cellular telephone is subscribed (commonly known as
“roaming™), the furnishing of such information by any service provider to be compensated for
by the Chicago Police Department pursuant to Title 18, United States Code, Section 2706 (c} for

a period of 60 days.

10. T 1S FURTHER ORDERED, pursuant to Title 18, United States Code, Section
2703(c) and (d), that AT&T, AT&T Mobility, Cellco Partnership dba Verizon Wireless, Sprint
Nextel Corpofation, Sprint Communications Company, LP, T-Mobile, Inc., US Cellular, Vifgin
Mobile USA, RCN Telecommunications, Quest Commumications, Cricket Communications Inc.,
Comeast Cable Communications LLC, Level 3 Communications Inc., XO Commumcation
Services Inc., Ymax Communications Corp, or any other providers of electronic commumcation
service as defined in Title 18, United States Code, Section 2510(15) shall finmsh agents of the
Chicago Police Department and Cook County State’s Aftorney’s Office with all information,
facilities, and technical assistance necessary to determine the subscriber information set forth in
Title 18, United States Code, Section 2703(c)(2YA)-(I'), specifically, subscriber name, address,
local and long distance telephone connection records, length of service (including start date) and
types of services utilized, telephone or mstrument number or other subscriber number or identity
{inclhuding IMSI, Electronic Serial Numbers, International Mobile Blectronic Identification
rumbers, and Mobile Station Identifier numbers), and means and source of payment for service
(including any credil card or bank accounat nurnber), for cach outooing call from and each

incoming call to the telephone number _ a celtular telephone for a pertod of 60

days, the furnishing of such information, facihties, and assistance to be compensated for by the

at the provaihing rate



11 IT IS FURTHER ORDERED that T-Mobile, its agents and employees not
disclose to the subscriber, or any other person, the existence of the court's order or of this

investigation unless otherwise ordered by the cowt.

12. IT IS FURTHER ORDERED that these companies, AT&T, AT&T Mobility,
Cellco Partnership dba Verizon Wireless, Sprint Nextel Corporation, Sprint Communications
Company, LP, T-Mobile, Inc., US Cellnlar, Virgin Mobile USA, RCN Telecommunications,
Quest Communications, Cricket Communications Inc., Comcast Cable Communications LLC.,
Level 3 Communications Inc., XO Communication Services Inc., Ymax Communications Corp.,
and all other providers of electronic communication service as defined in Title 18, United States
Code, Section 2510(15), and their agents and employees, are not to disclose the existence of the

court’s order or of this investigation unless otherwise ordered by the court.

13. IT IS FURTHER ORDERED, pursuant to Title 18, United States Code, Section
3123 (b)(2), that T-Mobile and any subsequent service provider which provides service to the
telephone number _ a cellular telephone, and any and all other local camers or
long distance service providers whose assistance may facilitate the execution of the order,
including any service provider which sends or transmits any communication to or from the
telephone numher- a cellnlar telephone; shall furnish to agents from the
Chicago Police Department and Cook County State's Attorney's Office with all information,
facilities, and technical assistance necessary to accornplish the immediate installation and use of

this pen register and caller trap and trace device.

i4. ITisF THER ORDERED, that T-Mobile provide twenty-four hour a day
assistance o mclude switch based solutions including precision location based mformation

GLUCTCS angd 18 ¢

1 all reasonable assistance to permit the Chicago Police

o target locabion, n

‘fuding but not limited to terminating interfering

service on the telephon é;v‘w- a cellular lelephone and Global Positioning
Sy or a pertod of 60 days, provided T-Mobile is to be compensated

i

G



15.  IT IS FURTHER ORDERED, that Chicago Police Department and other law
enforcement officers assisting in the investigation may employ a pen register device with respect
to the telephone number - a cellular telephone using digital analyzer technology
with the restriction that officers tnay neither retain nor make affirmative investigative asc of the
data acquired through the digital analyzer beyond that necessary to determine the location of the
telephone number a cellular telephone. The authority to employ a pen register
device in the form of a digital analyzer includes authorization for law enforcement officers
assigned to Chicago Police Department to send communications to the telephone number -
_a cellular telephone for the purpose of causing it to attempt to register with the nearest

cell tower, thereby facilitating the use of the digital analyzer device for a 60 day period.

16. 1T 1S FURTHER ORDERED, pursuant to Title 18, United States Code, section

3123 (d), that this order and the application be scaled until otherwise ordered by the court.

M G@;"’“’ Lo j\ T

h{‘%{: of the Cittuit Court of Cook County







Date

STATE OF ILLINOIS)

) S8

COUNTY OF COOK.)

IN THE MATTER OF THE
APPLICATION OF THE PEOPLE
OF THE STATE OF ILLINOIS
FOR AN ORDER AUTHORIZING
THE INSTALLATION AND USE
OF A PEN REGISTER AND
CALLER IDENTIFICATION TRAP
AND TRACE DEVICE

IN THE CIRCUIT COURT OF COOK COUNTY
COUNTY DEPARTMENT, CRIMINAL DIVISION

NO.: 14-PR-123

T . " = g

ORDER

This matter having come before the Court, pursuant fo an application under Title
18, United States Code, Sections 2703 (d), 3122, 3123 and 3124, requesting the
production of certain ielecommunications records and the nstallation and use of'a pen
register and a trap and trace device, the Court finds based on specific and articulable
{zcts, that the applicant Qfﬁccr— a State investigative or Law
Fnforcement Officer, has certified that the information likely to be obtained is relevant
and material to an ongoing criminal investigation to locate a fugitive, wanted in
comnection with violations of Chapter 720 ILCS, Section 5-12-3.05-¢-].

1T APPEARING that the information sought is relevant material an ongoing
criminal investigation, and that disclosure to any person of this investigation, and that
disclosure 1o any person of this investigation or of this application and order entered

conncetion therewith, would seriously jeopardize the investigation.

G anptind and gy ot e ar
Sorint and any other telec




U.S. MARSHALS SERVICE with the following telecommunications records and
assistance pertaining to cellular/wireless phone number-and any other

phone numbers associated with this account for the period of 27 Jun 2014, to the present

and extending sixty (60) days past the date of this Order:

1. Cell site activations;

Numbers dialed;

2.
3. Incoming numbers if identified;
4,

Dialed digit extraction, party join/hold/drop messages, subject initiated dialing and

signaling information, direct commect activity with originating and terminating urban area

codes and ACGLD at call origination and call termination, In-band and Out-of-band

signaling information, Inclusion of subject initiated conference calls and timing:

5.
6.

e

k=

i0.

2.

Call durations;

Subscriber, ESN (Electronic serial number) and billing information for specific
cellular/wireless telephone;

Subscriber, ESN and billing information for any other cellulatr/wireless telephones on
this account or that my be identified from these records;

The physical address/location of all cellular towers in the specific market;

That the telecommunications providers for these cellular/wireless numbers provide
twenty-four hour a day assistance to include switch based solutions including
precision location based information queries and Sprint is required to lend all
reasonable assistance to permit CHICAGO POLICE DEPARTMENT, DEA AND
THE U.S. MARSHALS SERVICE to triangulate target location, including but not
limited to terminating interfering service on the target telephone.;

Records and assistance requested in this order shall be provided to any agent of the
CHICAGO POLICE DEPARTMENT, DEA AND THE U.S. MARSHALS

SERVICE upon oral or writlen request;

Al eall detail records provided in an elecironic format specified by any agent of the

CHICAGO POLICE DEPARTMENT, DEA AND THE U.S. MARSHALS
SERVICE;

That this order shall cover and be applied to any cellular/wireless Mobile



13.

14.

15.

Identification Number (MIN)/Electronic Serial Number (ESN) that the subscribers of
the phones covered by this order may change service to for the duration of this order;
It is further ordered that Sprint and their resellers furnish the CHICAGO POLICE
DEPARTMENT, DEA AND THE U.S. MARSHALS SERVICE with all
information, facilities and technical assistance necessary to accomplish the
installation and use of the pen register and/or a trap and trace device without
geographical limitations unobtrusively and with a minimum of interference with the
services of the person and/or party with respect to whom the installation and use isto
take place.
1t is further ordered that CHICAGO POLICE DEPARTMENT, DEA AND THE U.5.
MARSHALS SERVICE and their resellers not terminate or restrict service to any
cellular/wireless telephone covered by this order for the duration of this order;
1t is further ordered that Boost Mobile provide the CHICAGO POLICE
DEPARTMENT, DEA, AND THE U.S. MARSHALS SERVICE with precision
location information regarding the cellular telephone bearing the number
-and that Boost Mobile “ping” the cellular telephone bearing the number -
_m determine the telephones precise location at the request of the
CHICAGO POLICE DEPARTMENT, DEA, AND THE U.S. MARSHALS
SERVICE.

IT 1S FURTHER ORDERED pursuant to Title 18, United States Code, Section
2703 (d), that Boost Mobile and or any other telecommunications providers, provide
the CHICAGO POLICE DEPARTMENT, DEA AND THE U.S. MARSHALS
SERVICE, upon oral or written request, with subscriber information, including the
names, addresses, credit and billing information of the subscribers, published and
non-published, for the telephone numbers dialing or being dialed from the ‘

cellular/wireless phone numbered -{}}.‘ the period of 27 June 2014, to

the present and extending sixty (60) days past the date of this Order.

719 FURTHER ORDERFD that this order and the application be sealed until

a2 b st mmered amed fhat ool Mohile and any other
otherwise ordered by the courl and that Boost Bbacbhile and any olha



providers, provide the CHICAGO POLICE DEPARTMENT, DEA AND THE
U.S. MARSHALS SERVICE, upon oral or written request, with subscriber
information, including the names, addresses, credit and billing information
of the subscribers, published and non-published, for the telephone
numbers dialing or being dialed from the cellular/wireless phone

numbered- for the period of 27 June 2014, to the present and
extending sixty (60) days past the date of this Order.

IT IS FURTHER ORDERED that this order and the application be sealed
until otherwise ordered by the court and that Boost Mobile and any other
telecommunications providers, its agents and employees, shall not

disclose the existence of this order or investigation to the subscriber or to

any other person, unless ordered by the court.

[






IN THE CIRCUIT COURT OF COOK COUNTY, ILLINOIS
COUNTY DEPARTMENT - CRIMINAL DIVISION

IN THE MATTER OF THE APPLICATION
OF THE CIRCUIT COURT OF THE PEOPLE
OF THE STATE OF ILLINOIS FOR AN

TELECOMMUNICATIONS RECORDS
AND THE INSTALLATION OF A PEN
REGISTER AND/OR TRAP AND TRACE

)
)
)
ORDER REQUESTING ) 2014-PR- 096
)
)
)
)

DEVICE AND/OR CALLER ID

3

APPLICATION

Qfﬁcer— a State investigative or law enforcement

officer, hereby applies to the court for an order, pursuant to Title 18, United

States Code, Sections 2703 (d), 3122, 3123 and 3124, directing Cricket

Communications, Inc. and any other telecommunication providers, to provide
to agents of the CHICAGO POLICE DEPARTMENT, SECRET SERVICE AND
THE U.S. MARSHALS SERVICE, the following telecommunications records and
assistance pertaining to cellular/wireless phone number -and

any other phone numbers associated with this account for the pexiod of 02

June 2014, to the present and extending thirty (30) days past the date of this

Order:

Lo

4.

. Cell site activations;

1

Numbers dialed;
Incoming numbers if identified;

Dialed digit extraction, party join/hold/drop messages, subject

initiated dialing and signaling information, direci connect activity with

originating and terminating urban area codes and ACGLD at call

origination and call termination, In-band and Out-of-band signaling

information, Inclusion of subject initiated corderence calls and timing:

5.

Call durations;



6. Subscriber, ESN (Electronic serial number) and billing information

for the specified cellular/wireless telephone;

-

Subscriber, ESN and billing inforration for any other
cellular/wireless telephones 'on this account or that may be
identified from these records;

8. The physical address/location of all cellular towers in the specified
market;

9. That the telecommunications providers for these cellular/wireless
numbers provide twenty-four hour a day assistance to include
switch based solutions including precision location based
information queries and Cricket Communications, Inc. is required to
lend all reasonable assistance to permit CHICAGO POLICE
DEPARTMENT, SECRET SERVICE AND THE U.S. MARSHALS
SERVICE to triangulate target location, and/or GPS location
information, including but not limited to terminating interfering
service on the target telephone:

10. Records and assistance requested in this order shall be provided to

any agent of the CHICAGO POLICE DEPARTMENT, SECRET SERVICE

AND THE U.S. MARSHALS SERVICE upon oral or writlen request;

11. All call detailed records provided in an electronic format specified

by any agent of the CHICAGO POLICE DEPARTMENT, SECRET

SERVICE AND THE U.S. MARSHALS SERVICE;

12. That this oréér shall cover and be applied to any cellular/wireless

Mobile Identification Number (MIN)/Electronic Serial Number (ESN)

that the subscribers of the phones covered by this order may change

service to for the duration of this order;

13,3t is further ordered that Cricket Communications, Inc. and their

resellers furnish the CHICAGO POLICE DEPARTMENT, SECRET

SERVICE AND THE U.S. MARSHALS SERVICE with all information,

facilities and technical assistance necessary o accomplish the



installation and use of the pen register and/or a trap and trace
device without geographical limitations unobtrusively and with a
minimum of interference with the services of the person and/or
party with respect to whom the installation and use is to take place;
14 .1t is further ordered that Cricket Communications, Inc. and their
resellers not terminate or restrict service to any cellular/wireless

telephone covered by this order for the duration of this order.

It is further requested pursuant to Title 18, United States Code, Section
2703 (d), that Cricket Communications, Inc. and or any other
telecommunications providers, provide the CHICAGO POLICE DEPARTMENT,
SECRET SERVICE AND THE U.S. MARSHALS SERVICE with subscriber
information, incluciing names, addresses, credit and billing information of the
subscribers, published and non-published, for the telephone numbers dialing
or being dialed from the cellular/wireless p’ndne numbered , for the -

-pericd of June 2™, 2014, to the present and extending thirty (30) days
past the date of this Order.

In support of this application, Ofﬁcer- states the
foliowing:

1. Applicant is “a State investigative or law enforcement officer” as
used in Title 18, United States Code, Sections 3122, and may apply for
disclosure of telecommunications records.

2. Applicant certifies that the information sought is relevant and
material to a fugitive investigation, to wit: that the CHICAGO POLICE
DEPARTMENT, SECRET SERVICE AND THE U.5. MARSHALS SERVICE are
conducting a fugitive investigation to locate , -

_- a fugitive from justice, wanted in connection with a violation

of 1 count of First Degree Murder, 720 ILCS 5/9-1, which is documented under Chicago

Police Department R.ID.# HX281461. This is an ongoing investigation by the Chicago

Police Department, Gang Investigation Division and the Secret Service to locate

—;fbr the murder of | | NN ¢ ~coravated battery



victims | NN M2 c/btack/58, and | MM © i alc/black/23,
which occurred on 29 May 2014. The subject is wanted in connection with the above
offenses and ha‘s an investigative alert recorded under alert# 299983238,

On 29 May 2014, at approximately 1726 hours, at I Cic: o,
Nlinois, — shot | ENEENEEE: s (NI v=s inside her place

of employment. || . nO— o ouisidc of IR s place of

business. || ]I << <d onc gunshot wound to her head causing her death.
Two other victims were shot in this incident but received non-life threatening injuries.
B <o a graze wound to his stomach and is in good condition | | EGIN
B - ivod 2 graze wound to her left hand and is in good condition also. ]
B s ioside of I - of coployment and Brittany
B s outside of [N s viace of employment at the time of the

shooting.

Investigating detectives learned of the existence of a private video camera at [ |
_ Investigating detectives met with the building manager of the property at ||
B - Bl 21d requested to view video footage from the time of the shooting of
B < building manager complied and showed the investigating detectives
video images showing —;xitiﬁg a building at || |
with a handgun in his hand raising and pointing said handgun in the direction of the
victim’s location then running back into the same building while placing the handgun in
his waistband. There was a time stamp on the video recording which was approximately
two hours and fifty minutes behind the time of the shooting; the building manager
informed the investigating detectives that the time stamp on the video was correct.
This video recording was retrieved by Chicago Police Department investigators. The
subject in the video was identified as — vy several Chicago Police
Officers who viewed still images from the video recording. The Officers reviewed the

video pictures and immediately identified the offender as The

g s el §
Officers that ideniified —have worked in the 67 District for several
years and have stopped — on the street several times. -
_ims; a Chicago Police Department —{md a date of birth ¢ -




Your affiant checked official Chicago Police Department criminal history records

of — who is a convicied felon under

docket#11C66018601 for possession of a firearm without a valid FOID card, a class 3

felony.
- During the investigation Sgt.—was able to ascertain the offender’s

cellular phone number through an Accurint search. with the date

of birth of | | W=

telephone number

has the wireless

assigned to him. A search of Neustar revealed
confirmed that Cricket Communications, Inc. is the service provider for this wireless
telephone number.

Shortly after receiving the phone number your affiant contacted Cricket
Communications, Inc. legal compliance department and confirmed the number-

-was a Cricket Communications, Inc. phone number and also confirmed that it was
an active line and it is believed that the requested telecommunications records will assist
the CHICAGO POLICE DEPARTMENT, SECRET SERVICE AND THE U.5.
MARSHALS SERVICE in the locating and apprehension of said fugitive.

3. Applicant requests that the Court issue an order pursuant to Title 18,
United States Code, Sections 2703 (4d), 3122, 3123 and 3124 directing Cricket
Communications, Inc. to provide the requested records and assistance to
agents of the CHICAGO POLICE DEPARTMENT, SECRET SERVICE AND THE
U.5. MARSHALS SERVICE.

4, Applicant further requests that this application and order be sealed
by the Court until such time as the Court directs otherwise, since disclosure at
this time would seriously jeopardize the investigation; and that the Court’s
order direct Cricket Communications, Inc. and any other telecommunications
related carrier and its agents and employees, not to disclose the existence of
this order or of this investigation to the subscriber or to any other person
unless otherwise directed by the Court.

VWherefore, it is respectiully requested that the Court grant an order (1)
directing Cricket Cormmunications, Inc. to furnish the requested records and

technical assistance, and (2) sealing this application and order.



Subscribed and Sworn to.
This 02nd day of June 2014

by 5.y piga

Judd@ of the Circuit Court of CooF County



IN THE CIRCUIT COURT OF COOK COUNTY, ILLINOIS
COUNTY DEPARTMENT - CRIMINAL DIVISION

IN THE MATTER OF THE APPLICATION
OF THE CIRCUIT COURT OF THE PEOPLE
OF THE STATE OF ILLINOIS FOR AN
ORDER REQUESTING
TELECOMMUNICATIONS RECORDS

AND THE INSTALLATION OF A PEN
REGISTER AND/OR TRAP AND TRACE
DEVICE AND/OR CALLER ID

2014-PR- 096

N N S e S N

ORDER

This matter having come before the Court, pursuant to an application
under Title 18, United States Code, Sections 2703 (d), 3122, 3123 and 3124,
requesting the production of certain telecommunications records and the
installation and use of a pen register and a trap and trace device, the Court
finds based on specific and articulable facts, that the applicant Officer -

a State investigative or Law Enforcement Officer, has certified
that the information likely to be obtained is relevant and material to an
ongoing criminal investigation to locate a fugitive, wanted in connection with
violations of 720 ILCS 5/9-1.

IT APPEARING that the information sought is relevant material an
ongoing criminal investigation, and that disclosure to any person of this
investigation, and that disclosure to any person of this investigation or of this
application and order entered in connection therewith, would seriously
jeopardize the investigation. The Court finds that the application offers
specific and articulable facts showing that there is probable cause for the
records and other information sought and that the records and information are

relevant and material to the ongoing investigation. The Court further finds

-}
i



that the application establishes probable cause to believe that the person

being investigated has been involved in a violation of 720 ILCS 5/98-1 and that
information concerning the location of the Subject Phone at times determined
by law enforcement during the period authorized by this order will constitute

or lead to evidence of a viclation of 720 ILCS 5/8-1.

IT IS ORDERED, pursuant to Title 18, United States Code, Sections
2703 (d), 3122, 3123 and 3124 that Cricket Communications, Inc. and any
other telecommunication providers will forthwith, furnish agents of the
CHICAGO POLICE DEPARTMENT, SECRET SERVICE AND THE U.S.
MARSHALS SERVICE with the following telecommunications records and
assistance pertaining to cellular/wireless phone number and
any other phone numbexs associated with this account for the period of 02
June 2014, to the present and extending thirty (30) days past the date of this
Order:

1. Cellsite activations;

Z. Numbers dialed;

3. Incoming numbers if identified,;

4. Dialed digit extraction, party join/hold/drop messages, subject

initiated dialing and signaling information, direct connect activity with

originating and terminating urban area codes and ACGILD at call

origination and call termination, In-band and Out-of-band signaling

information, Inclusion of subject initiated conference calls and timing:

8. Call durations;

6. Subscriber, ESN (Electronic serial number) and billing information
for specific cellular/wireless telephone;

7. Subscriber, ESN and hilling information for any other

cellular/wireless telephones on this account or that my be identilied

g RS S S P
from these records;



8. The physical address/location of all cellular towers in the specific
market;

9. That the telecommunications providers for these cellular/wireless
numbers provide twenty-four hour a day assistance to include
switch based solutions including precision location based
information queries and Cricket Communications, Inc. is required to
lend all reasonable assistance to permit CHICAGO POLICE
DEPARTMENT, SECRET SERVICE AND THE U.5, MARSHALS
SERVICE to triangulate target location, including but not lirnited to
terminating interfering service on the target telephone ;

10.Records and assistance requested in this order shall be provided to
any agent of the CHICAGO POLICE DEPARTMENT, SECRET
SERVICE AND THE U.8. MARSHALS SERVICE upon oral or written
request;

11.All call detail records provided in an electronic format specified by
any agent of the CHICAGO POLICE DEPARTMENT, SECRET
SERVICE AND THE U.S. MARSHALS SERVICE;

12.That the requested order shall cover and be applied to any
cellular/wireless Mobile Identification Number (MIN)/Electronic
Serial Number (ESN) that the subscribers of the phones covered by

this order may change service to for the duration of this order;

o
o

.That the requested order require Cricket Communications, Inc. and
their resellers furnish the CHICAGO POLICE DEPARTMENT,
SECRET SERVICE AND THE U.S. MARSHALS SERVICE with all
information, facilities and technical assistance necessary (o
accomplish the installation and use of the pen register and/or a trap
and trace device without geographical limitations unobirusively and
with a minimum of interference with the services of the person
and/or party with respect to whom the installation and use is to take

place.



14, That the requested order require Cricket Communications, Inc. and
their resellers not terminate or restrict service to any
cellular/wireless telephone covered by this order {or the duration of
this order;

15.That the requested order require Cricket Commumcations, Inc.
provide the CHICAGO POLICE DEPARTMENT, SECRET SERVICE,
AND THE U.S. MARSHALS SERVICE with precision location
information regarding the cellular telephone bearing the number

_md that Cricket Commurﬁcations, Inc. “ping” the
cellular telephone bearing the number _to determine
the telephones precise location at the request of the CHICAGO
POLICE DEPARTMENT, SECRET SERVICE AND THE U.5. MARSHALS
SERVICE.

16. Such service provider shall initiate a signal to determine the
location of the subject’s mobile device bearing cellular number-
- on the service provider’s network or with such other
reference points as may be reasonably available and atsuch
intervals and times as directed by the law enforcement agent

gserving this order.

IT IS FURTHER ORDERED pursuant to Title 18, United States Code, Section
2703 (), that Cricket Communications, Inc. and or any other
telecommunications providers, provide the CHICAGO POLICE DEPARTMENT,
SECRET SERVICE AND THE 11.5. MARSHALS SERVICE, upon oral or written
request, with subscriber information, including the names, addresses, credit
and billing information of the subscribers, published and non-published, for
the telephone numbers dialing or being dialed from the cellular/wireless

phone numbered _fﬂr the period of 02 June 2014, to the present

and extending thirty (30) days past the date of this Order.



IT IS FURTHER ORDERED that this order and the application be
sealed until otherwise ordered by the court and that Cricket
Communications, Inc. and any other telecommunications providers, its
agents and employees, shall not disclose the existence of this order or
investigation to the subscriber or to any other person, unless ordered

by the court.

This Order, unless sconer renewed, will automatically expire

thirty (30) days from the date of the signing of this order.

ORDERED THIS DAY THE 2nd DAY OF June, 2014

%M 5 ([)dw’m JC72—

JUDGE OF THE mrr@ev&zﬁ* OF COQR’{E
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STATE OF ILLINOIS )
)SS
COUNTY OF COOK )

IN THE CIRCUIT COURT OF COOK COUNTY
COUNTY DEPARTMENT, CRIMINAL DIVISION

IN THE MATTER OF
APPLICATION OF THE PEOPLE
OF THE STATE OF [LLINOIS
FOR AN ORDER AUTHORIZING
THE INSTALLATION AND USE
OF A PEN REGISTER AND
CALLER IDENTIFICATION TRAP
AND TRACE DEVICE

NO.:
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ORDER

THIS MATTER having come before the court pursuant to an application under Title 18
of the United States Code, Sections 2703 (d), 3122, 3123, and 3124 by P.O. | | NI -

State investigative or law enforcement officer, which application requests an order under Title
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18, United States Code, Section 3123, authorizing the installation and use of a pen register and
caller ideniification trap and trace device, including a pen register in the form of a digital
analyzer, on telephone m;mber—he{ciﬂafmr Subject Phone, more fully described

as:

X} Cellular telephone bearing number —Qpﬂ'}"?ﬁ'(ﬁé on the network of Sprint
y _ : .

i Spectrum L.P. subscribed (o at address
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investigation. The Court finds the application and affidavit offer probable cause that the subjects
of the investigation are using telephone number -a cellular telephone, 1n
furtherance of the subject offenses, and that the information likely to be obtained {rom the
installation and use of a pen register and caller identification trap and trace device is relevant (o
this ongoing criminal investigation in that it is believed the information will concern the
aforementioned offenses.

The Court finds that the application and affidavit offer specific and articulable facts
showing that there is probable cause for the records and other information sought and that the

records and information are relevant and material to the ongoing criminal investigation. The

JarH @ JA Y/ A

Court further finds that the application and affidavit establish probable cause to believe that

m\:\s

information concerning the location of the Subject Phone at times determined by law
enforcement during the period authorized in this order will constitute or lead to evidence of

violations of 720 1LCS 5/9-1 (a) (1)

IT APPEARING that disclosure to any person of this investigation or of this application

and order would seriously jeopardize this ongoing investigation,

1. IT IS ORDERED, pursuant to Title 18, United States Code, Section 3123, that
agents of the Chicago Police Department may install and ase a pen register to register numbers
dialed or pulsed from telephone number ?_, and a caller identification trap and trap
device to display numbers dialed or pulsed to the Subject Phone number —wﬂh{.}u;
geographical limitation and to record the date and time of such pulsing or recordings, and to
record the length of time the tclephone receiver in question is off the hook for incoming or

outgoing calls for a period of 60 days or until cancelled by the or the Cook County State’s

Attorney’s Office..
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S length of time the telephone receiver in question is off the hook for incoming or outgoing calls,
:T\ for a period of 60 days or until cancelled by the or the Coock County State’s Attorney’s Office.
~
N

™~ 3. IT IS FURTHER ORDERED, that an ongoing special computer study without

geographical limitation for the Subject Phone number_be furnished by Sprint

I~ Spectrum L.P., to the agents of the Chicago Police Department or the Cook County State’s

ZS Attorney’s Office for the duration of this order or until canceled by written notification by the
% Chicago Police Department or the Cook County State’s Attorney’s Gffice;

D

SMB 4. IT IS FURTHER ORDERED that the Chicago Police Department use technology
%\; reasonably available to it to restrict the recording or decoding of electronic or other impulses to

the dialing and signaling information utilized in call processing so as not to include the contents

of any wire or electronic communications.

5. T IS FURTHER ORDERED that this order remains valid not only to the Subject
Phone number — bui also to any telephone number or physical telephone accessed
through the same petwork account identifying number during the time period covered by the

order, as well as to any other network account identifying number or telephone number assigned

during that period to the same physical telephone presently associated with the Subject Phone

Wy
6. IT IS FURTHER QRDERED that this order authorizing the instaliation and use of
g
Y atrap and trace device including the feature known as “ Caller 1D Deluxe” to capture the
A
”31; incoming electronic or other impulses, for a period of 60 days or until canceled by wiiten
e

notification by the Chicago Police Department or the Cook County State’s Attorney’s Office,

ncluding the originating telephone in call forwarding, terminating at the Subject Phone numbe

H H
_5 which ideniify the originating number, or other dialing, routing, addressing, and

signaling information likely to identify the source of a wire or electronic communication and ihe

H 3

aate, time and duration of such e ﬂﬂ‘ﬂ!i' }3; s, and to include  and iy
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cleetronic communicaiion services” ¢alls coming into or dialed or pulsed 1o the bu
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number_ be without geographic limits.

7. IT IS FURTHERED ORDERED, pursuant to Title 18, United States Code,
section 3123 (b) (2), that Sprint Spectrum L.P., shall furnish agents of the Chicago Police
Department and the Cook County State’s Attorney’s Office forthwith all information, facilities,
and technical assistance necessary to accom&ﬁish the installation of the pen register and caller
identification trap and trace device unobtrusively and with minimum interference with the
services that are accorded persons with respect to whom the installation and use is to take place
and Sprint Spectrum L.P. be compensated by the Chicago Police Department for reasonable

expenses incurred in providing this information, these facilities, and this technical assistance.

8. IT IS FURTHER ORDERED, pursuant to Title 18, United States Code, Sections'
2703(c) and (d) that Sprint Spectrum L.P. furnish agents of the Chicago Police Department or
Cook County State’s Attorney’s Office with call detail, including but not limited to data
indicating the specific latitude and longitude and street address of Subject Phone number -
- as well as records reflecting the cell tower and antennae face used by Subject Phone
number t the start and end of any call, and access through any means reasonably
available to all location based services with respect to Subject Phone m’;mbe_
such as “enhanced 911", for the duration of the order, and a listing of all cell sites and control
channels and the physical address of each cell site for the areas in which the Subject Phone
number —is operating provided Sprint Spectrum L.P. is to be compensated therefore
at the prevailing rates by the Chicago Police Department pursuant to Title 18, United States

Code, Section 2706 (c).
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Section 2510(15), provide information on the ceflular tower location of the Subject Phone
number _in the event that the Subject Phone number— uses the service
of any service provider other than the one to which the Subject Phone number-is
subscribed (commonly known as “roaming’), the furnishing of such information by any service
provider to be compensated for by the Chicago Police Department pursuant to Title 18, United

States Code, Section 2706 (c) for a period of 60 days.

10. IT IS FURTHER ORDERED, pursuant to Title 18, United States Code, Section
2703(c) and (d), that AT&T, AT&T Mobility, Cellco Partnership dba Verizon Wireless, Sprint
Nextel Corporation, Sprint Communications Company, LP, T-Mobile, Inc., US Cellular, Virgin
Mobile USA, RCN Telecommunications, Quest Communications, Cricket Communications Inc.,
Comecast Cable Communications LLC, Level 3 Communications Inc., XO Communication
Services Inc., Ymax Communications Corp, or any other providers of electronic communication
service as defined in Title 18, United States Code, Section 2510(15) shall furnish agents of the
and Cook County State’s Attorney’s Office with all information, facilities, and technical
assistance necessary to determine the subscriber information set forth in Title 18, United States
Code, Section 2703(c){(2)(A)-(F), specifically, subscriber name, address, local and long distance
telephone connection records, length of service (including start date) and types of services
utilized, telephone or instrument number or other subscriber number or identity (including IMSH,
Flectronic Serial Numbers, International Mobile Electronic Identification numbers, and Mobile
Station Identifier numbers), and means and source of payment for service (including any credit
card or bank account number), for each outgoing call from and each incoming call to the Subject
Phone ﬁumbﬁr- for a period of 60 days, the furnishing of such information,
facilities, and assistance to be compensated for by the Chicago Police Department at.the

prevailing rate.
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12. IT IS FURTHER ORDERED that these companies, AT&T, AT&T Mobility,
Cellco Parinership dba Verizon Wireless, Sprint Nextel Corporation, Sprint Communications

Company, LP, T-Mobile, Inc., US Cellular, Virgin Mobile USA, RCN Telecommunications,

OLH ] # o,

Quest Commumnications, Cricket Communications Inc., Comcast Cable Communications LLC,

)

/\\9 Level 3 Communications Inc., X0 Communication Services Inc., Ymax Communications Corp.,
>~ and all other providers of electronic communication service as defined in Title 18, United States
% Code, Section 2510(15), and their agents and employees, are not to disclose the existence of the
R court's order or of this investigation unless otherwise ordered by the court.
~N

\') 13. IT IS FURTHER ORDERED, pursuant to Title 18, United States Code, Section

3}? 3123 (b)(2), that Sprint Spectrum L.P. and any subsequent service provider which provides
‘Tz‘\ service to the Subject Phone number- and any and all other local carriers or long
“Yl distance service providers whose assistance may facilitate the execution of the order, including
\\1 any service provider which sends or transmits any communication Lo or from the Subject Phone

\{‘ number- shall furnish to agents from the Chicago Police Department and Cook
County State's Attorney's Office with all information, facilities, and technical assistance

necessary to accomplish the immediate installation and use of this pen register and caller trap
Q and trace device.

14. IT IS FURTHER ORDERED, that Sprint Spectrum L.P. provide twenty-four

b3 hour a day assistance to include switch based solutions including precision location based
information queries and is required to lend all reasonable assistance to permit the Chicago Police
Department to triangulate target location, including but not limited to terminating interfering
service on the Subject Phone mimbef- and Global Posiioning System (GPS)

technology for a period of 60 days, provided is to be compensated therefore at the prevailing




that officers may neither retain nor make affirmative investigative use of the data acquired
through the digital analyzer beyond that necessary to determine the location of the Subject Phone
number_ The authorityv to employ a pen register device in the form of a digital
analyzer includes authorization for law enforcement officers assigned to the Chicago Police
department to send communications to the Subject Phone number _fcr the purpose

of causing it 1o allempt Lo register with the nearest cell tower, thereby facilitating the use of the

Ao & SO [ o,

digital analyzer device for a 60 day period.
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16. T 1S FURTHER ORDERED, pursuant to Title 18, United States Code, section

3123 (d), that this order and the application be sealed until otherwise ordered by the court.
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STATE OF ILLINOIS)
) Ss
COUNTY OF COOK )

[N THE CIRCUIT COURT OF COOK COUNTY
COUNTY DEPARTMENT, CRIMINAL DIVISION

IN THE MATTER OF THE )

APPLICATION OF THE PREOPLE ) .

OF THE STATE OF ILLINOIS ) NO.: (/’3 O / i/ ;f% Vi ‘5/
FOR AN ORDER AUTHORIZING ) ~ /

THE INSTALLATION AND USE )

OF A PEN REGISTER AND )

CALLER IDENTIFICATION TRAP)

AND TRACE DEVICE y

IMPOUNDING ORDER

THIS MATTER having come before the court pursuant to an application under Title 18

of the United States Code, Section 3122(a)(2) and the court having issued the said order;

IT 1S HEREBY FURTHER ORDERED that the original application and order, which 1
have placed in an envelope and signed and sealed, are 10 be impounded and held in the custody
of the Clerk of the Circuit Court until otherwise ordered by the court.

) o~ -
Date: < / ! / (4 / f}zw}f?'z*‘? 5{; SOUUE /Y
‘ .§udg§;§3§’ the {iiraéﬁi Court of Cook County
Time: Ho36 o an- R
'x“ -

Received by ,
Clerk of the Cireutt Lourt
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STATE OF ILLINOIS)
) SS
COUNTY OF COOK )

IN THE CIRCUIT COURT OF COOK COUNTY
COUNTY DEPARTMENT, CRIMINAL DIVISION

IN THE MATTER OF THE
APPLICATION OF THE PEOPLE
OF THE STATE OF ILLINOIS
FOR AN ORDER AUTHORIZING
THE INSTALLATION AND USE
OF A PEN REGISTER AND
CALLER IDENTIFICATION TRAP
AND TRACE DEVICE

NQ. 2014 PR

N I .

APPLICATION

NOW COMES P.Q.—, a State Law enforcement or investigative

officer employed by the Chicago Police Department , and hereby applies to this court pursuant to

Sections 2703(d), 3122, 3123 and 3124 of Title 18 of the United States Code for an order
authorizing the installation and use of a pen register and caller identification trap and trace
device on telephone num.bf:r_ a cellular telephone, and for an order requiring the
production of telecommunications records, including subscriber information for telephone
numbers identified through the use of the pen register and trap and trace device including call
detail with cell site information, as well as location information regarding the above-listed

telephone number more fully described as:

{5
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+ enforcement officer and therefore
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an order authorizing the installation and use of a pen register and caller identification trap and

trace device to a court of competent jurisdiction of this State.

2. Applicant certifies that the Chicago Police Department, with the assistance of the
Cook County State's Attorney's Office is conducting a criminal investigation of J. Doe and any
others yet unknown, in connection with possible violations of Chapter 726 ILCS 5/9-1 (a) 1),
First Degree Murder of the lllinois Compiled Statutes, hereinafter, " subject offenses”. The
applicant respectfully submits the Affidavit of P.O. _ seiting forth
probable cause that the subjects of the investigation are using telephone numbe- a
cellular telephone, in furtherance of the subject offenses. The information likely m be obtained
from the installation and use of a pen register and caller identification trap and trace device is
relevant to this ongoing criminal investigation and the records and other information sought are

relevant and material to this ongoing criminal investigation.

3. Applicant requests that the court issue an order authorizing the installation and

use of a pen register to register numbers dialed or pulsed from the Subject Phone number -

- as well as a caller identification trap and trace device to display numbers dialed or
pulsed to the Subject Phone number _wié'h@m geographical limitation, and to

record the date and time of such pulsing or dialing, and to record the length of time the telephone

receiver in question is off the hook for incoming or outgoing calls for a period of 60 days.

Applicant also requests that Sprint Spectrum, L.P. furpish to agents of the Chicage Police

Department  or Cook County State’s Attorney’s Office an ongoing computer study without

geographical limitation for the Subject Phone numbez- for the duration of this

State’s Attorney’s Office. Applicant requests that the Court issue an order authorizing the
installation and use of the pen register to yecord and decode dialing, routing, addressing, and
signaling information fransmitted by the Subjeci Phone number _ including direct
connect and push-to-talk numbers, to record the date and time of such transmissions, and 10

record the length of time the telephone receiver in question is off the hook for incoming or
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4. The applicant further requests that the order direct the Chicago Police Department
{0 use technology reasonably available to it to restrict the recording or decoding of electronic or
other impulses to the dialing and signaling information utilized in call processing so as not to

include the contents of any wire or electronic communications.

5. The applicant further requests that the order apply not only to the Subject Phone
number— but also to any telephone number or physical telephone accessed through
the same network account identifying number during the time period covered by the order, as
well as to any other network account identifying number or telephone number assigned during

that period to the same physical telephone presently associated with the Subject Phone number

6. Applicant further requests that the Court issue an order authorizing the installation
and use of a trap and trace device including the feature known as “Caller ID Deluxe”, without
geographic limits, to capture the incoming electronic or other impulses, including the originating
telephone in call forwarding, terminating at the Subject Phone number I i
identify the originating number, or other dialing, routing, addressing, and signaling information
likely to identify the source of a wire or electronic communication and the date, time and
duration of such incoming impulses, and to include Sprint Spectrum L.P. and any other provider
1 This includes post-cut-through digits, which are any digits that are dialed from the above-described
telephone number after the initial call selup is completed. For example, some post-cut-through dialed {iigitc are
felephione numbers, v as when a subject places a calling card, credit card, or collect call by first dialing a long-
distance carrier access number and then, after the initial call is cut through, dialing the felephone number of the
destination party. United States Telecom Association v. FOC, 227 F.3d 450, 462 (D.C. Cir. 2000). That final number

SEQUencE is Necessary o soazie the call to the mtcmi?s ;a{ty and, therefore, identifies the place or party to which the
ca§§ s¢ bea:m ﬂidd . Unm« > hrough digits are the type of information (that is, dialing,

authorized by the statute for capiure.
as ame ndpr} in 20{)1, affrmed the requirement to use
5 not {o include the contents of any

xi“mn the ;nad@ﬂia coliection of some C()nimw*
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of electronic communication services’ calls coming into or dialed or pulsed to the Subject Phone

7. The applicant further requests that the order direct the furnishing of information,
facilities, and technical assistance necessa;ry to accomplish unobtrusively the installation and
continued use of the pen register and trap and trace devices, including “Caller ID Deluxe,” by
with a minimum of disruption of normal telephone service and with reasonable compensation to
be paid by the Chicago Police Department for reasonable expenses incurred in providing such

information, facilities and assistance pursuant to Title 18, United States Code, Section 3124(c).

2. The applicant further requests, pursuant to Title 18, United States Code, Section
2703 (c) and {d), that Sprint Spectrum L. P. shall furnish agents of the Chicago Police
Department with call detail, including but not limited to data indicating the specific latitude and
longitude and strect address of the Subject Phone number 's well as records
reflecting the cell tower and antennae face used by the Subject Phone number _ at

the start and end of any call, and access through any means reasonably available to all location
based services with respect to the Subject Phone number - such as “enhanced 9117,
for the duration of the order, and a histing of all cell sites and control channels and the physical
address of each cell site for the areas in which the Subject Phone number _is

operating.

9. The §i§}€?§ at further ;aqumsa that the Order direct AT&T, AT&T Mobility,

i
Celico Parinership dba Verizon Wireless, Sprint Nextel Corporation, Sprint Communications

v o

Cellular, Virgin Mobile USA, RCN Telecommunications,

dcket Communications Inc., Comeast Cable Communications LLC

N e Y PP
Ouest Communicahions,

g

fevel 3 Communications Inc., XO Communication Services nc., Ymax Communicalions

ironic communication service as defined in T4




subscribed (commonly known as “roaming”), the furnishing of such information by any service

provider to be compensated for by the pursuant to Title 18, United States Code, Section 2706

(¢)-
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10. Applicant further requests that the Court issue an order, pursuant to Section

s

G

2703(d) of Title 18, United States Code, directing that any service provider shall provide all

£z

information, facilities, and technical assistance necessary to determine the subscriber information

set forth in Title 18, United States Code, Section 2703(c)(2)(A)-(F), specifically, subscriber

.

7

7

name, address, local and long distance telephone connection records, length of service (including

@
‘3

start date) and types of services utilized, telephone or instrument number or other subscriber

/‘23 p

A

number or identity (including IMSI, Electronic Serial Numbers, International Mobile Electronic

3\

Identification numbers, and Mobile Station Idéntifier numbers), and means and source of
payment for service (including any credit card or bank account number), for the Subject Phone
_as well as for cach outgoing call from and each incoming call to the Subject Phone
_ the furnishing of such information, facilities, and assistance to be compensated

for by the Chicago Police department at the prevailing rate.

171 The applicant further requests that the court order direct Sprint Spectrum L.P. , its

agents and employces not to disclose to the subscriber, or any other person, the existence of the

court’s order or of this investigation unless otherwise ordered by the court.

\’\ 17 The applicant further requests that these companies, AT&T, AT&T Mobility,
<t

» Celleo Partnership dba Verizon Wireless, Sprint Nextel Corporation, Sprint Communications
I Company, LI, T-Mobile, Inc., US Cellular, Virgin Mobile USA, RUN Telecommus cations

\"* Ouest Communications, Cricket Commuaications Inc., Comeast Cable Communications ”f
AV

Communications Inc., X0 Comununication Services Inc.,

3

other providers of elecironic communicalion service as de

5y, and their agents and employees, be ordere
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13. Applicant further requests that Sprint Spectrum L.P. provide twenty-four hour 2

iy day assistance to include switch based solutions including precision location based information
v:}\‘ . ) . - )
:}S queries and is required to lend all reasonable assistance to permit Chicago Police Department to

triangulate target Jocation, including but not limited to terminating interfering service on the
Subject Phone number_and Global Positioning System (GPS) technology,

@ /

3~  provided Sprint Spectrum L.P. is to be compensated therefore at the prevailing rates.
J
T\{% 14.  Applicant further requests that this Court’s order authorize the Chicago Police
\1\ Department and other law enforcement officers assisting in the investigation to employ a pen
é:g ) register device with respect to Subject Phone number _ using digital analyzer
N technology, with the restriction that officers will neither retain nor make affirmative investigative
e use of the data acquired through the digital analyzer beyond that necessary to determine the

4
4

location of the Subject Phone numb'er— A digital analyzer device is a device

operated by law enforcement officers that detects radio signals that are emitted automatically at

)

o

—
o

the time a cell phone is turned on, and periodically thereafter as long as the phone remains on,

e

regardless of whether a call is being made, to register the phone to nearby cell towers. These

it
Az

signals contain identifying numbers for the telephone (e.g., the telephone number and electronic

i

Ny serial number or international mobile subscriber identification number) and can assist in leaming

& . > . 2
j the physical location of the Subject Phone :}um}m*—é

15. The applicant further requests, pursuant to Title 18, United States Code, Section

2703 (c) and (d), that Sprint Nextel shall furnish agents of the Chicago Police Department and

24 digital analyzer devies dows nol infercept any g,f,:nif«m o commurn ications, hul rather saarches for the avtonomous
tstration ‘«lqn s ermittod hg 1 w target %ﬁii‘pﬁw m prtified through its tﬁcwf\;m{g ﬁafmbi*s‘“ {wi;;r*n I
targed phone's sig
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the Cook County State's Attorney's Office with call detail, to include cell site location, for the
above-listed telephone number for the duration of the order as well as prior cell site tower and
incoming & outgoing caller information from the 23 April 2014 , beginning at 12:00 P.M.,
tluough the duration of this Pen Register, und a listing of all cell sites and control channels and

the physical address of each cell site for the areas in which the above-listed telephone number is

operating.

16. In support of its request for an order directing the furnishing of information on the

cellular tower locations and physical location of the Subject Phone number - and
for an order directing the furnishing of subscriber information as described above, the applicant.

respectfully submits the Affidavit of P.O. _Which is attached and
incorporated herein which sets forward specific and articulable facts showing probable cause to

believe that the information on the cellular tower locations, the physical location of the Subject

Phone ﬂumbex_ and the subscriber information of telephone numbers in contact
with the Subject Phone number —wiii be relevant and material to an ongoing

criminal investigation. Because information that is relevant and material to an ongoing criminal

investigation includes information that assists the government in ascertaining the location of the

offender.

16. Knowing the location of ur individual who is in possession of the targeied
celivdar phone is relevant and maierial o this Fivst Degree Marder investigation. For
examiple lmw enforcement officers can use the location of targeted Phone, in combination with
other evidence in this investigation, to delermine the geographic areas in which the target and

their associates are located and were af the tine of the crime. You '%,3?535%{5553‘ believes that

thore is proboble ¢

£
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requested items for 60 days. It is further requested that this court order that its order and this

v
.g; application be sealed until further notice of this court as this is an ongoing investigation, except
7:\\: that copies of the orders, in full or redacted form, may be served on law enforcement officers
,’:\‘5 assisting in the investigation, and any service provider, their represcntatives, agents, and
™~ employees, as necessary to effectuate this court's orders.
~ LP.O. —having been duly sworn under oath, state that I have read the
%\ foregoing application and that it is true and correct to the best of my knowledge.
I,
AR
3 N -
%2 Applicant
) ) 35'5‘:{;:};}).;‘ MP??’
} Subscribed and sworn to before me this day of |
\’%} 2014.
\\§ heatt. 2 p S
" Judge of the

s

Circuit Court of Cook County

0l

-
&

e ¥ -
a

§
RN
"
.. ».,\:w
RN




L] A

,\
b
¢

G JC

%

i

o
et
B

«

&

- i
f 4
s

P

of Lol
- & s
P

4
o e

kY \3"}

AFFIDAYIT OF P.O. —fa’N SUPPORYT OF
2014PR XXX

LPO. — a state law enforcernent or investigative officer

employed by the Chicago Police Department, hereby applies to this court pursuant to Sections
27053(d), 3122, 3123 and 3124 of Title 18 of the United States Code for an order authotizing the
installation and use of a pen register, including in the form of a digital analyzer, and caller '
identification trap and trace device.

The information contained in this affidavit is based on my conversations with {ellow law
enforcement officers, a review of reports generated as part of the investigation, conversations
with other officers and/or witnesses. and my own personal observations, training, and
experience. | have not set forth each and every fact known to me regarding this investigation.

This Affidavit is submitted for the limited purposes ofli (1) establishing that there arg
specific and articulable facts showing that there are reasonable grounds to believe that the
records and information sought in the attached Application pursuant to 18 U.S.C. § 2703 is
relevant and material (o an ongoing criminal investigation; (2} certifying that the information
likely to be obtained by such installation and use is relevant (o an ongoing investigation pussuant
to 18 USC section 3123; and 3) establishing probable cause to believe that a criminal offense has
been committed and that the location information concerning the subject phone which is sought
in the attached application will produce evidence of a crime and/or lead to the apprehension of L.
Ioe who is wanled for the offense of First Degree Murder.

1 am currently assigned to the Chicago Police Department, Burean of Organized
Crime, Gang Investigation Section. [ have been duly sworn for 19 years. Your
affiant has been involved in the investigations of numerous h«:;m_zc;qéc? a ggmvaéed
battery, sex and gang related offenses. I have also been an affiant on multiple pen

registers, search warrants and tracker order.

I Police Officer — have been participating in the
investigation of the First Degree Murder which occurred on 28 April 2014 at
(04:00 hrs. This First Degree Murder occurred at the location of s
— Chicago Hinois. The victim | NN : - white with a
date of birth Qi’_ The victim received fatal front and rear head

The victim was transported to {llinois Masonic |
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death investigation, Area North Detectives interviewed the individual who
contacted 911,

voluntarily met with
Area North Detectives and stated that on the evening of April 27, 2014 he met the
victim on the northbound redline CTA train along with two other individuals who

_ic{entiﬁed as
]

11 four individuals exit at the Addison stop for the redline CTA train,

and

this is documented through CTA security video. All four individuals then
proceed to the Dugout bar, located at 950 W. Addison, and centered the Dugout
bar at approximately 2327 hrs. Dugout bar surveillance video documents all four
individual entering the Dugout bar. At approximately 2330hrs. the Dugout bar
surveillance video documents the victim using his cellular phone. Tt was
determined through ongoing interviews with family and friends of the victim that
the individual who was contacted by the vicim on April 27, 2014 at
approximately 2330 hrs was victim's cousin, — M/W/25.
—Cenfi;msd with Area North Detectives that the cellular phone
number — which contacied him is the same cellular number which
his cousin || GTGTGNG < victin, is known to use. -siatcd
to Area North Detectives that this celiular phone conversation with his cousin,
B - for approximately five minutes. The Dugout bar

surveillance video then shows the wvictim and exit the bar at

approximately 0004 hrs on April 28, 2014. CTA security video documents the

victim and entering the northbound red line train at the Addison station

at approximately 0048 hrs on Apnl 28, 2014, CTA security video documents the

victim and exiting onto the CTA redline Howard St. station platform

and remain in and around the Howard St. CTA redline station until approximately
0219 hrs on_ April 28, 2014, At approximatly 0232 hrs on April 28, 2014, the
victim and enter a North Shore Cab #73. Arca North Detectives

interviewed the {éi‘i’sfﬁ; —Qf North Shore Cab #73 who

simied that on April 28, 2014 at approximately (232 hrs he picked up {wo

individual from the Howard St station.  CTA security video

(1A redine
documents both the victim ;;,r;gj_ﬁmszré;:g North Shore Cab #73 at

P

approximately 0232 on April 28, 2004, North Shore Cab #73 (GPS shows the cab
i e

leaving the Howard St. redline station and proceeding northeast on Roger:

Southbound Sheridan Rd, 1 ake Shore Drive where Cab #73 exils




Eﬁ: onto westbound MNMorth Ave. At approximately 0257 hrs on April 28, 2014 the
Y victim and- exit North Shore Cab #73 at approximately 832 W. North
:})\ Ave. On the morning of April 28, 2014 the 911 call placed by - at
o) approximately 0350 hrs of a person down who is bleeding by the head.
_M _ provides a location, being | | b BRRNEEEE d states to the 911
%:3‘: operators that, a person was jumped on and the individuals are now gone. Chicago
;% Fire Department and Chicago Police Department personnel arrived to [

) I :d found the victim unresponsive on the sidewalk at that location. No
~D cellular phone was found on the victim or recovered from the location of ]

N B  hc victim was transported by Chicago Fire Department to Illinois
}}5 Masonic Hospital.
\Y‘%

The only items recovered from the victim on April 28, 2014 at [llinois Masonic

i
) Hospital were a McDonalds receipt and a Charter One bank debit card. There
. was no cellular phone recovered {from the victim's person.
S Information provided by the family of the victim was a receipt for a I phone 58,
4% gray in color, with a serial number of 35200406120509 purchased by the victim

.
\J on April 22, 2014,

R
N A)Y knowing the histoncal location of the Subjest Phone mz:‘;z@mr_during; the time that

the subject offenses were comniited can assist in linking the targel of the investigation (o the

R o e - i . N . -
N seenel(s) of the crime and may constilile evidence of premoditation;
J A i
g ) the historical location of the Subject Phone ;suz‘ni.s;ﬁz_may be evidence establishing
"“Zét;? refationships between co-defendants or the viclimg
<y knowing t o Subject Phone numbei _Wgn assist in tha
S, . e - . s . N = 0
g idenniying > the otfender in the mvestigation
Sx;\
£
) D) aquickly wde et ol the tnvestipation has in pror lovestignh
g produced ey bt s Hamtod o s tysed during 1h
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often needed 1o safeguard the public and to prevent the intimidation of witnesses o the crime, and;

G) location information may also constitute evidence of flight following the
commission of the crime.

1, being duly sworn under oath, slate that th g rie and correct.

A CD SO s

Subscribed and sworn to
7y Before me on this 1 day of May, 2014,

3\ f /).\ asPoce fd é:’"}&wa jwwwwﬂ / AR’
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STATE OF ILLINOIS )
) S8
COUNTY OF COOK )

IN THE CIRCUIT COURT OF COOK COUNTY
COUNTY DEPARTMENT, CRIMINAL DIVISION

IN THE MATTER OF
APPLICATION OF THE PEOPLE
OF THE STATE OF ILLINOIS
FOR AN ORDER AUTHORIZING
THE INSTALLATION AND USE
OF A PEN REGISTER AND
CALLER IDENTIFICATION TRAP
AND TRACE DEVICE

NO.:2013-187

R T W O

ORDER

THIS MATTER having come before the court pursuant to an application under
Title 18 of the United States Code, Section 3122(a) {2) by Detective
-U nit 630, a State investigative or law enforcement officer, which application
requests an order under Title 18, United States Code, Section 3123, authorizing the
installation and use of a pen register and caller identification trap and trace device on

teiephone number the court finds that the applicant has certified that the

information likely to be obtained by such installation and use is relevant (o an ongoing
criminal investigation into possible violation of Chapter 720, Section 5/9-1-A-1 ( 1*
Degree Murder) of the [llinois Compiled Statutes, by an unidentified subject, and that the
wcards concerning electronic communication service listed below are also relevant to

this ongoing criminal investigation. The Court further finds the application and affidavit

offer probable canse that the subjects of the %nvas;iigatiam are in possession of cellular

by locating these subjects.

fis mvesiig




1. IT IS ORDERED, pursuant to Title 18, United States Code, Section 3123, that
agents of the Chicago Police Department may install and use a pen register to register

numbers dialed or pulsed from cellular telephone number -nd a caller

identification trap and trap device to display numbers dialed or pulsed to cellular
telephone nnmbez—withcut geographical limitation to record the date and
time of such pulsing or recordings, and to record the length of time the telephone receiver
in question is off the hook for incoming or outgoing calls for a period of 60 days; and
include previous cell site tower and incoming & outgoing phone records from the 30
October 2013, beginning at 12:00 A. M., through the duration of this Pen Register, and a
listing of all cell sites and control channels and the physical address of each cell site for

the areas in which the above-listed telephone number is operating.

2. IT IS FURTHER ORDERED, that an ongoing special computer study without

geographical limitation for the targeted cellular telephone number He
furnished by Sprint Cellular, to agents of the Chicago Police Department for the duration

of this order or until canceled by written notification by Chicago Police Department;

3. 1T IS FURTHER ORDERED that the Chicago Police Department use
technology reasonably available to it to resiyict the recording or decoding of electronic or
other impulses to the dialing and signaling information utilized in call processing so as

not to include the contents of any wire or electronic comunumcallons.




IT IS FURTHERED ORDERED, pursuant to Title 18, United States Code,
section 3123 (b) (2), that U.S. Cellular, shall furnish agents of the Chicago Police
Department forthwith all information, facilities, and technical assistance necessary to
accomplish the installation of the pen register and caller identification trap and trace
device unobtrusively and with minimum interference with the services that are accorded
persons with respect to whoin the instatlation and use is to take place; and IT IS
FURTHER ORDERED, that Sprint be compensated by the Chicago Police Department
for reasonable expenses incurred in providing this information, these facilities, and this

technical assistance; and

6. 1T 1S FURTHER ORDERED, pursuant to Title 18, United States Code,
Section 2703(c) and (d), that Sprint shall furnish agents of the Chicago Police
Department and the Cook County State’s Attorney’s Office with subscriber information
concerning the cellular telephone numbers dialed or pulsed from and to the subject
telephone, including subscriber names and addresses, electronic serial number {ESN)
and credit and billing information for the subject ‘{Eit’:iph{)ﬁ{i and for telephone numbers

dialed or pulsed from and to the subject telephone.

7. IT IS FURTHER ORDERED, pursuant to Title 18, United States Code,
Sections 2703(c) and (d) that U.S. Cellular furnish agents of the Chicago Police
Department and the Cook County State’s Attorey’s Office with call detail, including
cell site location, and/or to include switch based solutions including precision location
based information queries regarding the above listed telephone number, GPS location
information for the above-listed cell phone number for the duration of the order, and a
listing of all cell sites and control channels and the physical address of each cell site for

the areas in which the above-listed cellular telephone number 15 operating.




9. 1T IS FURTHER ORDERED that in the event the pen register and caller
identification trap and trace device discloses telephone numbers which belong to other
telephone companies, namely to Ameritech, Ameritech Wireless, AT&T Wireless, Bell
South, Bell South Wireless, Cingular, GET, MCI, New Millennium Communications,
Nextel Communications, Pacific Bell, Pacific Bell Wireless, Southwestern Bell Systems,
Southwestern Bell Wireless, Southwestern Bell Mobile Systems, S.B.C. Ameritech,
$.B.C. Wireless doing business as Cellular One, Sprint Communications, Sprint
Spectrum, T-Mobile, US Cellular, Verizon, Verizon Wireless, CellCo Partnership doing
business as Verizon Wircless, Voice Stream Wireless, or any other providers of
electronic communication service as defined in Title 18, United States Code, Section
2510(15). these companies are to furnish agents of the Chicago Police Department and
the Cook County State’s Attorney’s Office with subscriber information concerning the

elephone numbers dialed or pulsed from or to the telephone which is the subject of the
pen register, including the name and address of the subscriber of record for each
ontgoing call from and each incoming, call to the above listed telephone number. It is

provided that said companies are (o be compensated there for at the prevailing rates.

10, IT IS FURTHER ORDERED that these companies, Ameritech, Ameritech
Wircless, AT&T Wireless, Bell South, Bell South Wireless, Cingular, GET, MCI, New
Millennium Communications. Nextel Communications, Pacific Bell, Pacific Bell
Wireless, Southwestern Bell Systems, Southwestern Bell Wireless, Southwestern Bell
Mobile Systems, S.3.C. Ameritech, S.B.C. Wireless doing business as Cellular One,
Sprint Communications, Sprint Spectrum, T-Mobile, US Cellular, Verizon, Verizon
Wireless, CellCo Partnership doing business as Verizon Wireless, Voice Stream
ess, and all other providers of electronic communication service as defined i Title

Wirel

10015y, and thelr agents and employees, are not (o

LA

18, United States Code, Section 2
disclose the existence of the court’s order or of this investigation unless otherwise
[ae)

]

ordered by the court.




11. IT IS FURTHER ORDERED, pursuant to Title 18, United States Code,
section 3123 (d), that this order and the application be sealed until otherwise ordered by

the court.

12. IT IS FURTHER ORDERED that Sprint PING (send an electronic pulse) to
the cellular telephone number, —(to assist in the location of where the

phone user is located. Such information shall include but not be limited to data indicating
the specific latitude and longitude and street address of _ as well as
records reflecting the cell tower and antenna face used by —at the start and

end of any call, and access through any means reasonably available to all location-based

services with respect to — such as “Enhanced 911.”

bké

Tudge of the Circuit Cour of {3 Jooi\ County

Date: / ()/i? 3/;’3

Time:




STATE OF ILLINOIS)
) 5S
COUNTY OF COOK)

IN THE CIRCUIT COURT OF COOK COUNTY
COUNTY DEPARTMENT, CRIMINAL DIVISION

IN THE MATTER OF THE )
APPLICATION OF THE PEOPLE )
OF THE STATE OF ILLINOIS )i NO.: 2013-187

FOR AN ORDER AUTHORIZING )
THE INSTALLATION AND USE )
OF A PEN REGISTER AND)

CALLER IDENTIFICATION TRAP)
AND TRACE DEVICE )

APPLICATION

NOW COMES E}atcctive— Unit 630, Arvea North Detective

Division, a State Law enforcement or investigative officer employed by the Chicago

Police Department, and hereby applies to this court pursnant to Sections 2703(d), 3122,
3123 and 3124 of Title 18 of the United States Code for an order authorizing the

cellular telephone numbers, _a Sprint cellular telephone, and for an order
requiring the production of telecommunications records, including subscriber mnformation
for telephone numbers identified through the use of the pen register and frap and trace

device, and including call detail with cell site information, to include switch based

listed telephone number, GPS location information for the above-listec

number for the duration of the order, and a listing of all cell sites and control channels

freet

and the physical address of each cell site for the areas in which the above-listed

, applicant state:

telephone number is operating. In support of this a

s

LHE et

OTIZIng

SVICE TO A Cour




2. Applicant certifies that Chicago Police Department and the Cook County
State's Attorney's Office are conducting a criminal investigation into the owner of the
telephone, || NN horicide in connection with violations of Chapter 720,
5/9-1-A-1 (1% Degree Murder) (f the Tllinois Compiled Statutes. It is believed that the

unidentified subject of the investigation has in his possession a cellular telephone with

the number , a Sprint cellular telephone and that the information likely
to be obtained from the installation and use of a pen register and caller identification trap
and trace device is relevant to this ongoing criminal investigation in that it is believed the

information will concern the aforementioned offense.

3. Applicant requests that the court issue an order authorizing the installation and

use of a pen register to register numbers dialed or pulsed from cellular telephone number
_, as well as a caller identification trap and trace device to display
numbers dialed or pulsed to cellular telephone number (—a cellular
telephone, without geographical limitation, and to record the date and time of such
pulsing or dialing, and to record the length of time the telephone receiver in question is
off the hook for incoming or outgoing calls for a period of 60 days and including prior
cell site tower and incoming and outgoing caller identifications beginning on the 30
October 2013 beginning at 12:00 A.M. to sixty days from the inception of this pen

register. Applicant also requests that Sprint furnish to the Chicago Police Department an

ongoing computer study without geographical limitation for the cell phone number
_celhﬂax telephone, for the duration of this order or until canceled by

written notification by the Chicago Police Department.

4 the Cha
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5. The applicant further requests that the order remain valid as to the above-listed
telephone number even if a different electronic serial number is subsequently assigned to

that telephone number.

6. The applicant further requests that the order direct the furnishing of
information, facilities, and technical assistance necessary to accomplish the installation of
the pen register and caller identification trap and trace device unobtrusively and with a
minimum interference with normal telephone service. The wire communications service
provider shall be compensated by the Chicago Police Department for reasonable

expenses incurred in providing such facilities and technical assistance.

7. The applicant further requests, pursuant to Title 18, United States Code,
Section 2703 (c) and (d), that U.S. Cellufar shall furnish agents of Chicago Police
Department and the Cook County State's Attorney's Office with subscriber information
concerning the telephone numbers dialed or pulsed from and to the subject telephone,
including the name and address of the subscriber of record, electronic serial number,
credit and billing information for the above-listed telephone number and the name and

address of the subscribers of record for each outgoing call from and each incoming call to

the above- listed telephone number.

-

ests, pursuant to Title 18, United States Code,

nts of the Chicago Police
Department and the Cook Co e with call detail, to include cell

site location, for the above-hsted




9. The applicant further requests that the court order direct Sprint, its agents and
employees not to disclose to the subscriber, or an other person, the existence of the

court's order or of this investigation unless otherwise ordered by the court.

10. The applicant further requests that in the event the pen register and caller
identification trap and trace device discloses telephone numbers which belong to other
telephone companies, namely to Ameritech, Ameritech Wireless, AT&T Wireless, Bell
South, Bell South Wireless, Cingular, GTE, MCI, New Millennium Communications,
Nextel Communications, Pacific Bell, Pacific Bell Wireless, Southwestern Bell Systems,
Southwestern Bell Wireless, Southwestern Bell Mobile Systems, 5.B.C. Ameritech,
S.B.C. Wireless doing business as Cellular One, Sprint Communications, Sprint
Spectrum, Sprint/ Nextel, T-Mobile, US Cellular, Verizon, Verizon Wireless, CellCo
Partnership doing business as Verizon Wireless, Voice Stream Wireless, and all other
providers of electronic communication service as defined in Title 18, United States Code,
Section 2510(15), these companies are to furnish agents of Chicago Police Department
and the Cook County State’s Attorney’s Office with subscriber information concerning
the telephone numbers dialed or pulsed from or to the telephone which is the subject of
the pen register, including the name and address of the subscriber of record for each
outgoing call from and each incoming call to the above listed telephone number. It is

provided that said companies are to be compensated there for at the prevailing rates.

further requests that these companies, Amernitech, Ameritech

Rell South Wireless, Cmgular, US Cellular, GET,

itions, Nextel Communications, Pacific Bell, Pacific

A . -
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hwestern Bell Svstems, Southwestem Bell Wireless, Southwestern

husiness
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12. Applicant certifies that the Chicago Police Department is conducting a
criminal investigation of homicide of ||| NI i» copnection with possible
violations of Chapter 720, Section 5/9-1-A-1 (1* Degree Murder) of the Illinois
Compiled Statutes. The applicant respectfully submits the attached Affidavit setting forth
probable cause that the subjects of the investigation are in possession of a cellular
telephone, telephone number - and that the information likely to be
obtained from the installation and use of a pen register and caller identification trap and
trace device is relevant to this ongoing criminal investigation in that it is believed the
information will assist in determining the location of the aforementioned offenders

ES

13. In support of this request fof a pen register and caller identification trap and
trace device, pursuant to Title 18, United States Code, Section 3122, and in support of the
request for an order under Title 18, United States Code, Section 2703, directing the
furnishing of the subscriber information, call detail and cell site information listed above,
the applicant sets forward the following specific and articulated facts showing that the
information likely to be obtained from the pen register and caller identification trap and
trace device is relevant to an ongeing criminal investigation being conducted by the

“hicago Police Department and showing that there are reasonable grounds to believe
that the subscriber information, call detail and cell site information for telephone numbers
identified through the pen register and caller identification trap and trace device will be

relevant and material to this ongoing criminal investigation:

IS FURTHER ORDERED that Sprint ‘PING’ (send an ¢l
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A;ggiizzént Detective

Subscribed and sworn to before me this
October 30, 2013 A.D.

JL@u ﬂ@”%ﬁm

Eudge of the Cir cuu fi ift of Cook County




AFTFIDAVIT

Your Affiant, Detcctiva_has been a duly sworn Chicago

Police Officer for over twenty three years. I hold the rank of Detective and am currently
assigned to the Area North Burean Detectives of the Chicago Police Department. Your
affiant, over the course of over twenty three years as a law enforcement officer, has been
involved in numerous investigations of Aggravated Battery with firearms and Homicides
along with and other gang related crimes. Your Affiant has also been involved in
pumercus Homicide investigations involving boundaries of Detective Division Areas
North, Central and South. Your Affiant has authored numerous successful Pen Registers
and Consensual Overhear Orders (COH) along with other Electronic Surveillance Orders
(ESO) over the past sixteen years as a Narcotics Section Officer and Violent Crimes

Detective,

1 Detﬁctiv— have been involved in a Detective Division

Area North Homicide investigation, recorded under Records Division number HW-

511165 which was discovered on 27 QOctober 2013, at 9:45 P.M. The location of this

following facts of this case are as follows.
o

Area North Detectives,

were assigned to the immediate follow-
up investigation of a victim who was apparently shot to death and found inside his
apartment by a friend. Upon arrival at the scene, detectives were escorted to the rear
bedroom by uniformed personnel from the 015" District. Lying in the doorway of the
bedroom face down was the victim, || KNG B v 2 obscrved by the
detectives to have a gunshot wound to the back of his head and another gunshot wound to

the left flank. — was lying on a large pool of dried blood and had

apparently been there for approxumnately two days.




October 2013. |G v 2 2ssizned MLE. # 457 October 2013. || R

B < :ins were transported to the Cook County Medical Examiners Office for

further Post-Mortem examination.

Beat 5802- F/IRYAN #7636 and F/I PRESNELL #17122 were assigned and

collected evidence and photographs of the crime scene.

During the course of this investigation, which included the processing of the

victim's residence and belongings, it was discovered that his Sprint cellular phone, -

- unaccounted for.

On October 29, 2013 detectives iﬂzewiewed—-was
I - vis0x 2t chhc [ - he vas
employed;-feiatcd that [ used celiular number -s his

exclusive contact number.

The assigned detectives verified that this cellular phone number-

is active and the provider is Sprint.

Your Affiant believes that it is of extreme importance to locate the current
possessor of this phone through the electronic tracking of ||| | | | NN C oo
phone number— in order to apprehend the offender. Your Affiant,

Detectivel through his past experience of Homicide investigations
b N

believes that this unidentified offender is currently in flight and may further destroy any

potential physical evidence that may exist which will connect him to the charges of i

Degree Murder (Chapter 720, section 5/9-1-A-1).




Based upon the foregoing information developed in this investigation, Your
Affiant, Detective — request that an order for a pen-regisier be

signed for the telephone number of _m order to locate the current

possessor fir investigation of the offense of 1% Degree Murder (Chapter 720, Section5/9-

1-A-1).

. This Affiant, along with Fellow Detectives have exhausted all other
investigatory tools as a means to locate the cellular telephone with the numbs-
-that is in the possession of an unknown possessor. This information provided will
assist in the apprehension and prosecution of the person responsible for the charge 1st

Degree Murder (Chapter 720, Section5/9-1-A-1) of the victim,

I, Detective_ Unit 630, having been duly sworn under oath,

state that I have read the foregoing application and that it is true and correct to the best of

my knowledge.

Detectiv

Subscribed and sworn to before me this
October 3G, 2013 AD.

Y
WM, Mot [ /43

: B o TN o ”
Judge of the Qircuw%,oun ‘és Cook County

1







STATE OF ILLINOIS )
}SS
COUNTY OF COOK. )

IN THE CIRCUIT COURT OF COOK COUNTY
COUNTY DEPARTMENT, CRIMINAL DIVISION

IN THE MATTER OF )
APPLICATION OF THE PEOPLE )
OF THE STATE OF ILLINOIS )
FOR AN ORDER AUTHORIZING ) NO.:2013-PR-174
THE INSTALLATION AND USE )
OF A PEN REGISTER AND )
CALLER IDENTIFICATION TRAP )
AND TRACE DEVICE )
ORDER

THIS MATTER having come before the court pursuant to an application under Title 18

of the United States Code, Sections 2703 (d), 3122, 3123, and 3124 by Detsctive-
-a State investigative or law enforcement officer, which application requests an order

under Title 18, United States Code, Section 3123, authorizing the installation and use of a pen

register and caller identification trap and trace device, including a pen register in the form of a

digital analyzer, on telephone number, hereinafter __, more fully described as:

Cellular telephone bearing number — operated on the network of Sprint

Communications.

The Court finds that the applicant has certified that the information likely to be obtained
by such installation and use is relevant to an ongoing criminal investigation into possible
violations of Chapter 720, Section 5/9-1-A-1 of the llinois Compiled Statutes, hereinafter
any others yet unknown and that the records concernmng electronic conymunication service listed

below are also relevant to this ongoing criminal investigation. The Court finds the apphication



and affidavit offer probable cause that the subjects of the invesﬁgaﬁon are using telephone
number — a cellular telephone, in furtherance of the subject offenses, and that
the information likely to be obtained from the installation and use of a pen register and caller
identification trap and trace device is relevant to this ongoing criminal investigation in that it is
belicved the information will concern the aforementioned offenses. -

The Court finds that the application and affidavit offer specific and articulable facts
showing that there is probable cause for the records and other information sought and that the
records and mnformation are relevant and material to the ongoing criminal investigation. The
Court further finds that the application and affidavit establish probable cause to believe that
information concerning the Jocation of the Subject Phone at times determined by law
enforcement during the period authorized in this order will constitute or lead o evidence of

violations of 720 ILCS 5/9-1-A-1.

IT APPEARING that disclosure to any person of this investigation or of this application

and order would seriously jeopardize this ongoing investigation,

i. 1T IS ORDERED, pursuant to Title 18, United States Code, Section 3123, that
agents of may install and use a pen register to register numbers dialed or pulsed from telephone
number , _ and a caller identification trap and trap device to display numbers
dialed or pulsed to _Nithoui geographical limitation and to record the date and
time of such pulsing or recordings, and to record the length of time the telephone receiver in
question is off the hook for incoming or oufgoing calls for a period of 60 days or unti] cancelled
by the or the Cock County State’s Attorney’s Office.,

2. IT IS FURTHER ORDERED that agents of the may install and use a pen register
to record and decode dialing, routing, addressing, and signaling information transmitted by-
- including direct connect and push-to-tallk numbers, to record the date and time of such
transmissions, and to record the length of time the telephone receiver in question is off the hook

for incoming or outgomg calls, for a period of 60 days or until cancelled by the or the Cook



3. I'T IS FURTHER ORDERED, that an ongoing special computer study without
geographical Iimitation fm"-be furnished by , to the agents of the or the Cook
County State’s Attorney’s Office for the duration of this order or until canceled by written

notification by the or the Cook County State’s Attorney's Office;

4, IT IS FURTHER ORDERED that the use technology reasonably available to it
to restrict the recording or decoding of electronic or other impulses to the dialing and signaling
information utilized in call processing so as not to include the contents of any wire or electronic

cormunicalions.

5. IT IS FURTHER ORDERED that this order remains valid not only to-
- but also to any telephone number or physical telephone accessed through the same
network acceunt identifying number during the time period covered by the order, as well as to

any other network account identifying number or telephone number assigned during that period

to the same physical telephone presently associated with—

6. IT 15 FURTHER ORDERED that this order authorizing the installation and use of
a trap and trace device including the feature known as “Caller ID Deluxe"” to capture the
mcoming electronic or other impulses, for a period of 60 days or until canceled by written
notification by the or the Cook County State’s Attorney’s Office, including the originating
telephone m call forwarding, terminating at- which identify the originating
number, or other dialing, routing, addressing, and signaling information likely to identify the
source of a wire or electronic communication and the date, time and duration of such incoming

impulses, and to include  and any other provider of electronic communication services” calls

corming into or dialed or pulsed to —bﬁ without geographic limts.

2y, that | shall furmish agents of the and the Cook County State’s Attormney’s

i 2
SOCHON o

< necoessary 1o accom
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installation of the pen register and caller identification trap and trace device unobtrusively and
with minimum interference with the services that are accorded persons with respect to whom the
installation and use is to take place and that be compensated by the for reasonable expenses

incurred in providing this information, these facilifies, and this technical assistance.

8. IT IS FURTHER ORDERED, pursuant to Tatle 18, United States Code, Sections
2703(c) and (d) that furnish agents of the or Cook County State’s Attorney’s Office with call
detail, including but not limited to data indicating the specific latitude and longitude and street
address of -as well as records reflecting the cell tower and antennac face used by
—at the start and end of any call, and access through any means reasonably
available to all location based services with respect to —, such as “ephanced 9117,
for the duration of the order, and a listing of all cell sites and control channels and the physical
address of each cell site for the areas in Which- is operating provided isto be
compensated therefore at the prevailing rates by the pursuant to Title 18, United States Code,

Section 2706 (c).

9. IT IS FURTHER ORDERED that AT&T, AT&T Mobility, Cellco Parinership
dba Verizon Wireless, Sprint Nextel Corporation, Sprint Communications Company, LP, T-
Mobile, Inc., US Cellular, Virgin Mobile USA, RCN Telecommunications, Quest
Communications, Cricket Communications Inc., Comcast Cable Communications LLC, Level 3
Commumnications Inc., X0 Communication Services Inc., Ymax Communications Corp, and all
other providers of electronic communication service as defined in Title 18, United States Code,
Section 2510(15), provide information on the cellular fower location of —iziz the
event that -Jses the service of any service provider other than the one to which
-is subscribed (conmmonly known as “roaming”), the furmshing of such
information by any service provider to be compensated for by the pursuant to Title 18, Untted

States Code, Sectien 2706 (c) for a period of 60 days.

10 IT IS FURTHER ORDERED, pursu:

2703(cy and {d), that AT&T, AT&T Mobility, Cellco Party



Nextel Corporation, Sprint Communications Company, LP, T-Mobile, Inc., US Cellular, Virgin
Mobile USA, RCN Telecommunications, Quest Communications, Cricket Communications Inc.,
Comgcast Cable Communications LLC, TLevel 3 Commumcations Inc., XO Communication
Services Inc., Ymax Communications Corp, or any other providers of electronic communication
service a3 defined in Title 18, United States Code, Section 2510(15) shall furnish agents of the
and Cook County State’s Attorney’s Office with all information, facilities, and technical
assistance necessary to determine the subscrber information set forth in Title 18, United States
Code, Section 2703(c)(2)(A)-(F), specifically, subscriber name, address, local and long distance
telephone connection records, length of service (including start date) and types of services
utilized, telephone or instrument nomber or other subscriber mumber or identity (including IMSI,
Blectronic Senal Numbers, Intemational Mobile Electronic Identification numbers, and Mobile
Station Identifier numbers), and means and source of payment for service (including any credit
card or bank account number), for each outgoing call from and each incoming call tO-
- for a period of 60 days, the furnishing of such information, facilities, and assistance to be

compensated for by the at the prevailing rate.

i1, IT IS FURTHER ORDERED that , its agents and employees not disclose to the
subscriber, or any other person, the existence of the court's order or of this investigation unless

otherwise ordered by the court.

12. IT IS FURTHER ORDERED that these companies, AT&T, AT&T Mohility,
Cellco Partnership dba Verizon Wireless, Sprint Nextel Corporation, Sprint Communications
Company, LP, T-Mobile, Inc., US Celludar, Virgin Mobile USA, RCN Telecommunications,
Quest Communications, Cricket Commumications Iuc., Comcast Cable Communications LLC,
Level 3 Communications Inc., XO Communication Services Inc., Ymax Communications Corp.,
and all other providers of electronic communication service as defined in Title 18, United States
Code, Section 25 IU(l 5), and their agents and employees, are not to disclose the existence of the

court's order or of this investigation unless otherwise ordered by the court.




3123 (b)2), that and any subsequent service provider which provides service to -

and any and all other local carriers or long distance service providers whose assistance may

facilitate the execution of the order, including any service provider which sends or transmits any
communication to or from - shall furnish to agents from the and Cook County

State's Aftorney's Office with all information, facilities, and technical assistance necessary to

accomplish the immediate installation and use of this pen register and caller trap and trace

device.

14, IT IS FURTHER ORDERED, that provide twenty-four hour a day assistance to
inchide switch based solutions including precision location based information queries and is )

required to lend all reasonable assistance to permit the to triangulate target location, including

but not limited to terminating interfering service on _and Global Positioning
System (GPS) technology for a period of 60 days, provided 1s to be compensated therefore at the

prevailing rates.

15. IT IS FURTHER ORDERED, that the Chicago Police Department and other ldw
enforcement officers assisting in the investigation may employ a pen register device with respect
to _using digital analyzer technology with the restriction that officers may neither
retain nor make affirmative investigative use of the data acquired through the digital analyzer
beyond that necessary to determine the location of — The authority to employ a

pen register device in the form of a digital analyzer includes authorization for law enforcement

officers assigned to the Chicago Police department to send communications to—

for the purpose of causing it to attempt to register with the nearest cell tower, thereby facilitating

the use of the digital analyzer device for a 60 day period.

16. IT IS FURTHER ORDERED, pursuant {o Title 18, United States Code, section

3123 (d}, that this order and the applhication be sealed uniil otherwise ordered by the court.



, p%w / %A_ /422

Judge of the CircuitCourt of Cook County

Date: S "'f‘; /'3
Time: &0 f;?ﬂ?







STATE OF ILLINOIS )
188
COUNTY OF COOK )

IN THE CIRCUIT COURT OF COOK COUNTY
COUNTY DEPARTMENT, CRIMINAL DIVISION

IN THE MATTER OF
APPLICATION OF THE PEOPLE
OF THE STATE OF ILLINOIS
FOR AN ORDER AUTHORIZING
THE INSTALLATION AND USE
OF A PEN REGISTER AND
CALLER IDENTIFICATION TRAP
AND TRACE DEVICE

NO.: 2013-163

R R o S

ORDER

THIS MATTER having come before the court pursuant to an application under Title 18 of
the United States Code, Sections 2703 (d), 3122, 3123, and 3124 by Officer ||| | R
z State investigative or law enforcement officer, which application requests an order

under Title 18, United States Code, Section 3123, authorizing the installation and use of apen

digital analyzer, on telephone number |, bereinafier telephone number- a cellular

telephone.

The court finds that the applicant has certified that the information likely to be obtained by
such installation and use is relevant to an ongoing criminal investigation into possible violations of
Chapter 720, Section 5/9-1{a)(1) of the linois Compiled Statutes, hereinafter "subject offenses”,
by —and any others yet unknown and that the records concerning electronic
communication service listed below are also relevant to this ongoing criminal investigation.  The
Court finds the application and affidavit offer probable cause that the subjects of the investigation
are using telephone }‘nmz‘éws— a celiular telephone, in furtherance of the subject
offenses, and that the information likely to be obtained from the installation and use of'a pen
register and caller identification trap and trace device is relevant to this ongoing criminal

1



investigation in that it is believed the information will concern the aforementioned offenses.

The Court finds that the application and affidavit offer specific and articulable facts
showing that there is probable cause for the records and other information sought and that the
records and information are relevant and material to the ongoing criminal investigation. The
Court further finds that thé application and affidavit establish probable cause to believe that
information concerning the location of the Subject Phone at times determined by law enforcement
during the period authorized in this order will constitute or lead to evidence of violations of 720

ILCS 5/12-4.

IT APPEARING that disclosure to any person of this investigation or of this application

and order would seriously jeopardize this ongoing investigation,

1. IT IS ORDERED, pursuant to Title 18, United States Code, Section 3123, that
agents of the Chicago Police Department may install and use a pen register to register numbers
dialed or pulsed from telephone number — a cellular telephone, and a caller
identification trap and trap device to display numbers dialed or pulsed to the telephone number

— a cellular telephone number without geographical limitation and to record the
date and time of such pulsing or recordings, and to record the length of time the telephone receiver
in question is off the hook for incoming or outgoing calls for a period of 30 days or until cancelled

by the Chicago Police Departiment or the Cook County State’s Attorney’s Office..

2. IT 1S FURTHER ORDERED that agents of the Chicago Police Department may
install and use a pen register to record and decode dialing, routing, addressing, and signalin,
hs o >

information transmitted by the telephone number - a cellular telephone,

including direct connect and push-to-talk numbers, to record the date and time of such
transmissions, and to record the length of time the telephone receiver in question is off the hook for
incoming or outgoing calls, for a period of 30 days or until cancelled by the Chicago Police

Department or the Cook County State’s Attorney’s Office.

)

IT 1S FURTHER ORDERED, that an ongoing special computer study without



geographical limitation for the telephone number - a cellular telephone be
furnished by Sprint Spectrum LP, to the agents of the Chicago Police Department or the Cook

County State’s Attorey’s Office for the duration of this order or until canceled by written

notification by the Chicago Police Department or the Cook County State’s Attorney’s Office;

4. IT IS FURTHER ORDERED that the Chicago Police Department use technology
reasonably available to it to restrict the recording or decoding of electronic or other impulses to the
dialing and signaling information utilized in call processing so as not to include the contents of any

wire or electronic comununications.

5. IT IS FURTHER ORDERED that this order remains valid not only to the telephone
number — a cellular telephone number, but also to any telephone number or
physical telephone accessed through the same network account identifying number during the time
period covered by the order, as well as to any other network account identifying number or
telephone number assigned during that period to the same physical telephone presently associated

with the telephone number a cellular telephone.

6. IT IS FURTHER ORDERED that this order authorizing the installation and use of
a trap and trace device including the feature known as “Caller ID Deluxe” to capture the incoming
electronic or other impulses, for a period of 30 days or until canceled by written notification by the
or the Cook County State’s Attorney’s Office, including the originating telephone in call
forwarding, terminating at the telephone number — a cellular telephone, which
identify the originating number, or other dialing, routing, addressing, and signaling information
likely to identify the source of a wire or electronic communication and the date, time and duration
of such incoming irmpulses, and to inelude Sprint and any other provider of electronic
communication services’ calls coming into or dialed or pulsed to the telephone number -

- a cellular telephone be without geographic limits.

HERED ORDERED, pursnant to Title 18, United States Code, section

AT AT TN fhaes Ot Coeetrirn 1O ehall Qo acents of the {Chicaon Polic et s eyt el
3123 (1) (2), thar Sprint Spectrum LP shall furnish agents of the Chicago Police Department and

L



the Cook County State’s Attorney’s Office forthwith all information, facilities, and technical
assistance necessary to accomplish the installation of the pen register and caller identification trap
and trace device unobtrusively and with minimum interference with the services that are accorded
persons with respect to whom the installation and use is to take place and that Sprint Spectrum
LP be compensated by the Chicago Police Department for reasonable expenses incurred in

providing this information, these facilities, and thiis technical assistance.

8. IT IS FURTHER ORDERED, pursuant to Title 18, United States Code, Sections
2703(c) and (d) that Sprint furnish agents of the Chicago Police Department or Cook County
State’s Attorney’s Office with call detail, including but not limited to data indicating the specific
latitude and longitude and street address of telephone number - a cellular
telephone as well as records reflecting the cell tower and antennae face used by telephone number
— a cellular telephone at the start and end of any call, and access through any
means reasonably available to all location based services with respect to telephone number -

- a cellular telephone, such as “enhanced 911", for the duration of the order, and a
listing of all cell sites and control channels and the physical address of each cell site for the areas in
which the telephone number - a cellular telephone is operating provided Sprint
Spectrum LP s to be compensated thercfore at the prevailing rates by the Chicago Poilce

Department pursuant to Title 18, United States Code, Section 2706 (c).

9. IT IS FURTHER ORDERED that AT&T, AT&T Mebility, Cellco Parinership dba
Verizon Wireless, Sprint Nextel Corporation, Sprint Communications Company, LP, T-Mobile,
Inc., US Cellular, Virgin Mobile USA, RCN Telecommunications, Quest Communications,
Cricket Communications Inc., Comeast Cable Communications LLC, Level 3 Communications
Inc., XO Communication Services Inc., Ymax Communications Corp, and all other providers of

3,

o,

clectronic communication service as defined in Title 18, United States Code, Section 2510(
provide information on the cellular tower location of the telephone number - a

cellular telephone in the event that the telephone msmbsr— a cellular telephone
uses the service of any service provider other than the one to which the felephone ;urzm*-

- & cellular telephone is subscribed {commonly known as “roaning”), the furnishing

Ry



of such information by any service provider to be compensated for by the Chicago Police

Department pursuant to Title 18, United States Code, Section 2706 (c) for & period of 60 days.

10. IT IS FURTHER ORDERED, pursuant to Title 18, United States Code, Section
2703(c) and (d), that AT&T, AT&T Mobility, Cellco Partnership dba Verizon Wireless, Sprint
Nextel Corporation, Sprint Communications Company, LP, T-Mobile, Inc., US Cellular, Virgin
Mobile USA, RCN Telecommunications, Quést Communications, Cricket Communications Inc.,
Comcast Cable Communications LLC, Level 3 Communications Inc., XO Communication
Services Inc., Ymax Communications Corp, or any other providers of electronic communication
service as defined in Title 18, United States Code, Section 2510(15) shall furnish agents of the
Chicago Police Department and Cook County State’s Attorney’s Office with all information,
facilities, and technical assistance necessary to determine the subscriber information set forth in
Title 18, United States Code, Section 2703(c)(2)(A)-(F), specifically, subscriber name, address,
local and long distance telephone connection records, length of service (including start date) and
types of services utilized, telephone or instrument number or other subscriber number or identity
(including IMSI, Electronic Serial Numbers, International Mobile Electronic Identification
numbers, and Mobile Station Identifier numbers), and means and source of payment for service
(including any credit card or bank account number), for each outgoing call from and each
incoming call to the telephone number _ a cellular telephone for a period of 30
days, the furnishing of such information, facilities, and assistance o be compensated for by the

Chicago Police Department at the prevailing rate.

il IT IS FURTHER ORDERED that Sprint Spectrum LP, its agents and employees
not disclose to the subscriber, or any other person, the existence of the court's order or of this

investigation unless otherwise ordered by the court.

12. 1T IS FURTHER ORDERED that these companies, AT&T, AT&T Mobility,

Celleo Partnership dba Verizon Wireless, Sprint Nextel Corporation, Sprint Communications

nicalions,

Company, LP, T-Mobile, Inc., US Cellular, Virgin Mobile USA, RON Teleconun

Quest Communications, Cricket Communications Inc., Comcast Cable Communications LLC,

LAy



Level 3 Communications Inc., XO Communication Services Inc., Ymax Communications Corp.,
and all other providers of electronic communication service as defined in Title 18, United States
Code, Section 2510(15), and their agents and employees, are not to disclose the existence of the
court's order or of this investigation unless otherwise ordered by the court.

13. IT IS FURTHER ORDERED, pursuant to Title 18, United States Code, Section
3123 (E}(,’Z}, that Sprint and any subsequent service provider which provides service to the
telephone number — a cellular telephone, and any and all other local carriers or
long distance service providers whose assistance may facilitate the execution of the order,
including any service provider which sends or transmits any communication to or from the
telephone number — a cellular telephone, shall finrnish to agents from the
Chicago Police Department and Cook County State's Attorney's Office with all information,
facilities, and technical assistance necessary to accomplish the immediate installation and use of

this pen register and caller trap and trace device,

14, IT IS FURTHER ORDERED, that Sprint provide twenty-four hour a day
assistance to include switch based solutions including precision location based information queries
and is required to lend all reasonable assistance to permit the Chicago Police Department to

triangulate target location, including but not limited to terminating interfering service on the

telephone number— a cellular telephone and Global Positioning System (GPS)

technology for a period of 30 days, provided Sprint is to be compensated therefore at the prevailing

rates.

15 ITIS FURTHER ORDERED, that Chicago Police Department and other law

enforcement officers assisting in the investigation may employ a pen register device with respect

to the ?mepbom numhm— a cellular telephone using digital analyzer technology

oty

with the re on that officers may neither refain nor make affirmative investigative use of the

data acquired through the digital analyzer beyond cation of the

E’;":ﬁ@phm}c ilii‘{i‘ff}é:‘»f"_ a cellular telephone. The authority to employ a pen

L

Sl &




assigned to Chicago Police Department to send communications to the telephone number -
a cellular telephone for the purpose of causing it to attempt to register with the nearest

cell tower, thereby facilitating the use of the digital analyzer device for a 30 day period.

16. IT IS FURTHER ORDERED, pursuant to Title 18, United States Code, section

3123 (d), that this order and the application be sealed until otherwise ordered by the court.

{/M’“‘* é; lf(;; W/»&,Mf S

Judgt/of the Circuit (hurt of Cook County

Date: 9/’ 9!/ {3

-

Al
Time: 7. €9 A,
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STATE OF ILLINOIS)
) SS
COUNTY OF COOK )

IN THE CIRCUIT COURT OF COOK COUNTY
COUNTY DEPARTMENT, CRIMINAL DIVISION

IN THE MATTER OF THE )

APPLICATION OF THE PEOPLE )

OF THE STATE OF ILLINOIS ) NO.: 2013-163
FOR AN ORDER AUTHORIZING )

THE INSTALLATION AND USE )

OF A PEN REGISTER AND)

CALLER IDENTIFICATION TRAP)

AND TRACE DEVICE )

IMPOUNDING ORDER

THIS MATTER having come before the court pursuant to an application under Title 18 of
the United States Code, Section 3122(a)(2) and the court having issued the said order;

IT IS HEREBY FURTHER ORDERED that the original application and order, which I
have placed in an envelope and signed and sealed, are to be impounded and held in the custody of
the Clerk of the Circuit Court until otherwise ordered by the court.

J
Date: 4?/’%{ 9;!‘" 3

(et O(C —
] uégz }fmf the Circui;{,’gﬁuﬂ of Cook County

9. 5§ 9 A s

pumes

Received by:

Clerk of the Circuit Court




STATE OF ILLINOIS)
) sS
COUNTY OF COOK)

IN THE CIRCUIT COURT OF COOK COUNTY
COUNTY DEPARTMENT, CRIMINAL DIVISION

IN THE MATTER OF THE )
APPLICATION OF THE PEOPLE )
OF THE STATE OF ILLINOIS ) NO.: 2013 PR 163
FOR AN ORDER AUTHORIZING )
THE INSTALLATION AND USE )

OF A PEN REGISTER AND )
CALLER IDENTIFICATION TRAP)
AND TRACE DEVICE )

AFFIDAVIT IN OFFICER |
IN SUPPORT OF 2013 PR XXX

I i, PG— a state law enforcement or investigative officer

employed by the Chicago Police Department, hereby applies to this court pursuant to Sections
2703(d}, 3122, 3123 and 3124 of Title 18 of the United States Code for an order authorizing the
installation and use of a pen register, including in the form of a digital analyzer, and caller

identification trap and trace device.

2. The information contained in this affidavit is based on my conversations with
fellow law enforcement officers, a review of reporis generated as part of the lovestigation,

!



conversations with other officers and/or witnesses. and my own personal observations, training,
and experience. 1 have not set forth each and every fact known to me regarding this

investigation.

3. This Affidavit is submitted for the limited purposes of: (1) establishing that there
are specific and articulable facts showing that there are reasonable grounds to believe that the
records and information sought in the attached Application pursuant to 18 U.S.C. § 2703 is
relevant and material to an ongoing criminal investigation; (2) certifying that the information
likely to be obtained by such installation and use is relevant to an ongoing investigation pursuant
to 18 USC section 3123; and 3) establishing probable cause to believe that a criminal offense has
been committed and that the location information concerning the subject phone which is sought
in the aftached application will produce evidence of a crime and/or lead to the apprehension of

—wh0 is wanted for the offense of Aggravated Battery with a

Handgun.

4, Your Affiant, Police Officer _ms been a duly swomn

Chicago Police Officer for fifteen {(13) vears. I hold the rank of Police Officer and am cutrently
assigned to the Gang Investigations Division. Your affiant has been an investigator in several
Aggravated Battery, Homicide, Sex, and other gang related crimes. I have been involved in

numerous search warrants.

—E’§éﬁ"i’3 heen participating in the

F
&



investigation of the Aggravated Battery that occurred on 31 August 2013 at 18:09 hrs. This
Aggravated Battery occurred at ||| | | | N 1There vere two (2) victims: || R
I M/B/14 sustained a gunshot wound to the head and was transported to Illinois Masonic
Hospital and ||| KGR v B/22 sjustﬂained a gunshot wound to the right wrist and was

transported to Weiss Memorial Hospital.

6. Detectives were assigned a job of shots fired with multiple victims and arrived on
scenc at ||| NI Voo Detectives arrived both victims were no longer on scene. It
was 1eamec§ through several witnesses that there was a large fight in the middle of the street at
Broadway and Wilson between the Black P-Stones (Wicked City Faction) and the Conservative
Vice Lords. During the fight an individual on a bicycle peddled from the West going East and
turned South on Broadway and began to fire a weapon in the direction of the Conservative Vice
Lord gang members striking two of them. The offender on the Bicycle after firing multiple times
began to peddle South on Broadway to the under pass located at approximately 4510 N
Broadway and West bound out of sight. After canvassing the area detectives retrieved video
from several Businesses within the area and Truman College.

Detectives reviewed each and every tape and were able to ascertain the identity of two of

the individuals involved in the fight. The first being —Mz’&" 14
_and the second being -M/Bi?, 1 _ —

was brought into Area North. When || Nl 2s questioned by the detectives about his role

in the incéaien- related that after the shots were fired he began to run away from

the scene. —r:fm to the under pass located at approximately at 4510 N. Broadway

3



at which time —rode up on a bicycle and handed

—then accepted the gun fromnd also took the bicycle and rode it
to his house located at _and held the gun. A short time later _
arrived at— house at _ané took the gun 'fmm-

and left the area.

Detectives questioned Z—Mf’B/'Zl -about the fight at which
time he stated that after the shots were fired _ ran South on Broadway to the underpass
located at approximately 4510 N. Broadway and observed — in

— rode off on the bicycle that _Was riding with the handgun West

out of sight. — and —both gave hand written statements to the Detectives.
cooperated with Area North Detectives was able to positively identify —

B - ioto array as the individual who rode up on a bicycle and fire several shots

into a croved then ride his bicycle south on Broadway.

s able to obtain the phone number

7. Through the wtilization of a Confidential Informant (C/1) Po -

8. The location information obtained for the cellular phone can possibly help
identify and apprehend the offender, as well as, the following:
5 p > : g
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of the target of the investigation;

B) quickly identifying the location of the target of the investigation has in prior
investigations produced evidence of the crime including, but not limited to,
weapons used during the offense, Gun Shot Residue samples, DNA evidence
from the targct's person as well as from the target's clothing and/or possessions,
vehicles used during the crime, proceeds from the crime including items
belonging to the victim, hair samples, fiber samples, and ballistic evidence.

03] locating the target of the investigation quickly may also assist in identifications
made by the victim and/or witnesses to the crime;

D) locating a target of a criminal investigation quickly, especially one involving a
violent offense, is often needed to safeguard the public and to prevent the
intimidation of witnesses to the crime, and;

D) location information may also constitute evidence of flight following the
commission of the crime.

1, being duly sworn under oath, state that the information contained herein is true and
correct.

Officer

Subscribed and sworn to
Before me on this 19 day of September, 2013.

//]}’ b | fg’/ f /}sw%xw N— A/\
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STATE OF ILLINOIS)
) SS
COUNTY OF COOK )

IN THE CIRCUIT COURT OF COOK COUNTY
COUNTY DEPARTMENT, CRIMINAL DIVISION

IN THE MATTER OF THE
APPLICATION OF THE PEOPLE
OF THE STATE OF ILLINOIS
FOR AN ORDER AUTHORIZING
THE INSTALLATION AND USE
OF A PEN REGISTER AND
CALLER IDENTIFICATION TRAP
AND TRACE DEVICE

NO.: 2013-163

S’ S N N’ Nt N N’ N

APPLICATION

now coMes, Police Officer ||| GG o o - see Lo

enforcement or investigative officer employed by the Chicago Police Department, and hereby

applies to this court pursuant to Sections 2703(d), 3122, 3123 and 3124 of Title 18 of the United
States Code for an order authorizing the installation and use of a pen register and caller
identification trap and trace device on telephone number _ a cellular telephone,
and for an order requiring the production of telecommunications records, including subscriber
information for telephone numbers identified through the use of the pen register and trap and trace
device including call detail with cell site information, as well as location information regarding the

above-listed telephone number.

In support of this application, applicant states as follows:

1. Applicant is a State investigative or law enforcement officer and therefore pursuant
10 Section 3122 (a}(2) of Title 18 of the United States Code may make application for an order
authorizing the installation and use of a pen register and caller identification trap and trace device

to a court of competent jurisdiction of this State.



2. Applicant certifies that the Chicago Police Department with the assistance of the
Cook County State's Attorney's Office is conducting a criminal investigation of_
M/1720 58" 185 Ibs | T :2¢ a0y oters vet unknown, in connection with possibte
violations of Chapter 720, Section 5/12-4.2 of the Illinois Compiled Statutes, hereinafter,
Aggravated Battery With a Firearm. The applicant respectfully submits the Affidavit of Police
Officer _ setting forth probable cause that the subject of the investigation is
using telephone number_ a cellular telephone, in furtherance of the subject
offenses. The information likely to be obtained from the installation and use of a pen register and
caller identification trap and trace device is relevant to this ongoing criminal investigation and the
records and other information sought are relevant and material to this ongoing criminal

investigation.

3. Applicant requests that the court issue an order authorizing the installation and use
of a pen register to register numbers dialed or pulsed from telephone number- a
cellular telephone, as well as a caller identification trap and trace device to display numbers
dialed or pulsed to the telephone number _ a cellular telephone without
geographical limitation, and to record the date and time of such pulsing or dialing, and to record
the length of time the telephone receiver in question is ofi the hgok for incoming or outgoing calls
for a period of 30 days. Applicant also requests that Sprint Spectrum LP furnish to agents of the
Chicago Police Department or Cock County State’s Attorney’s Office an ongoing computer study
without geographical limitation for telephone number — a cellular telephone for
the duration of this order or until canceled by written notification by the Chicago Police
Department or Cook County State’s Attorney’s Office. Applicant fequests that the Court issue

an order authorizing the installation and use of the pen register to record and decode dialing,

routing, addressing, and signaling information ftransmitted by the telephone number
a cellular telephone, including direct connect and push-to-talk numbers, to record the
date and time of such transmissions, and to record the length of time the telephone receiver in

C e e . - . 1
question is off the hook for incoming or outgoing calls.

1 This includes post-cut-through digits, which are any  digits that are dialed from the above-described
talephone number after the initial call setup is completed. For example, some post-cut-through dialed digits are
telephone numbers, such as when a subject places a calling card, credit card, or collect call by first dialing a
long-distance carrier access number and then, after the initial call is cut through, dialing the telephone number of the
2



4. The applicant further requests that the order direct the Chicago Police Department
to use technology reasonably available to it to restrict the recording or decoding of electronic or
other impulses to the dialing and signaling information utilized in call processing so as not to

include the contents of any wire or electronic communications.

5. The applicant further requests that the order apply not only to the telephone number
_ a cellular telephone, but also to any telephone number or physical telephone
accessed through the same network account identifying number during the time period covered by
the order, as well as to any other network account identifying number or telephone number

assigned during that period to the same physical telephone presently associated with the telephone

number— a cellular telephone.
¥

6. Applicant further requests that the Court issue an order authorizing the installation
and use of a trap and trace device including the feature known as “Caller ID Deluxe”, without
geographic limits, to capture the incoming electronic or other impulses, including the originating
telephone in call forwarding, terminating at the telephone number - a cellular
telephone, which identify the originating number, or other dialing, routing, addressing, and
signaling information likely to identify the source of a wire or electronic communication and the
date, time and duration of such incoming impulses, and to include Sprint and any other provider of

electronic conununication services’ calls coming into or dialed or pulsed to the telephone number

B - e cionone.

destination parly.  United Stales Telecom Association v. FCC, 227 F.3d 450, 462 (D.C. Cir. 2000). That final number
sequence is necessary to route the call to the intended party and, therefore, identifies the place or party to which the call
is being made. Under these circumstances, the post-cut-through digits are the type of information (that is, dialing,
routing, addressing, or signaling information) specifically authorized by the siatute for capture.

Title 18, United States Code, Seclion 3121(c), as amended in 2001, affirmed the requirement lo use
technology reascnably available that restricls the collection of information so as net to include the contents of any wire
or eleclronic communications.  This provision implicitly recognizes that the incidental collection of some content may
occur despite the use of reasonably available technology to avoid such capture.  With regard to the requirement of
Section 3121(c} o use technology reasonably available so as not {o include the contents of any wire or elecironic
communications, the government 15 not aware of any current technological means of separating cut post-cut-through
dialed digits that constitute call processing and transmission information from those that might constitute call content
without losing dialing, routing, addressing, and signaling information that identifies the destination of communications
from the lelephone number a cellular telephone. if despite the use of reasonably avatlable
technology, post-cut-through digits are captured that constitute the contents of a communication, the government will
make no affirmative investigative use of such information absent appropriate authority.

£



7. The applicant further requests that the order direct the furnishing of information,
facilities, and technical assistance necessary to accomplish unobtrusively the installation and
continued use of the pen register and trap and trace devices, including “Caller ID Deluxe,” by
with a minimum of disruption of normal telephone service and with reasonable compensation to'be
paid by the Chicago Police Department for reasonable expenses incurred in providing such

information, facilities and assistance pursuant to Title 18, United States Code, Section 3124(c).

8. The applicant further requests, pursuant to Title 18, United States Code, Section
703 (¢) and (d), that Sprint shall furnish agents of the Chicago Police Department with call detall,
including but not limited to data indicating the specific latitude and longitude and street address of
the telephone number a cellular telephone as well as records reflecting the cell
tower and antennae face used by the telephone number _ a cellular telephone at

the start and end of any call, and access through any means reasonably available to all location
based services with respect to the telephone number _ a cellular telephone, such
as “enhanced 911", for the duration of the order, and a listing of all cell sites and control channels

and the physical address of each cell site for the areas in which the telephone number -

- a cellular telephone is operating.

9. The applicant further requests that the Order direct AT&T, AT&T Mobility, Cellco
Parinership dba Verizon Wireless, Sprint Nextel Corporation, Sprint Communications Company,
LP, T-Mobile, Inc., US Cellular, Virgin Mobile USA, RCN Telecommunications, Quest
Communications, Cricket Communications Inc., Comeast Cable Communications LLC. Level 3
Communications Inc., XO Communication Services Inc., Ymax Communications Corp, and all
other providers of electronic communication service as defined in Title 18, United States Code,
Section 2510(15), to provide information on the cellular tower location of the telephone number

- a cellular telephone in the event that the telephone number- a
cellular telephone uses the service of any service provider other than the one to which the
telephone number _ a cellular telephone is subseribed {commonly known as
“romming’), the furnishing of such information by any service provider to be compensated for by

the Chicago Police Department pursuant to Title 18, United States Code, Section 2706 (¢).



10.  Applicant further requests that the Court issue an order, pursuant to Section
2703(d) of Title 18, United States Code, directing that any service provider shall provide all
information, facilities, and technical assistance necessary to determine the subscriber information
set forth in Title 18, United States Code, Section 2703{(c)(2){(A)-(F), specifically, subscriber name,
address, local and long distance telephone connection records, length of service (including start
date) and types of services utilized, telephone or instrument number or other subscriber number or

identity (including IMSI, Electronic Serial Numbers, International Mobile Electronic

Identification numbers, and Mobile Station Identifier numbers), and means and source of payment
for service (including any credit card or bank account number), for the ieiephoné number-
- a cellular telephone as well ag for each outgoing call from and each incoming call to
the telephone number _ a cellular telephone, the furnishing of such information,
facilities, and assistance to be compensated for by the Chicago Police Department at the prevailing

rate.

11.  The applicant further requests thdt the court order direct Sprint Spectrum L.P,, its
agents and employees not to disclose to the subscriber, or any other person, the existence of the

court's order or of this investigation unless otherwise ordered by the court.

12. The applicant further requests that these companies, AT&T, AT&T Mobility,
Cellco Partnership dba Verizon Wireless, Sprint Nextel Corporation, Sprint Communications
Company, LP, T-Mobile, Inc., US Cellular, Virgin Mobile USA, RCN Telecommunications,
Quest Communications, Cricket Communications Inc., Comecast Cable Communications LLC,
evel 3 Communications Inc., XO Comraunication Services Inc., Ymax Communications Corp,
and all other providers of electronic commmunication service as defined in Title 18, United States
Code, Section 2510(15), and  their agents and cmployces, be ordered not to disclose the existence

of the court’s order or of this investigation unless otherwise ordered by the court.
& Y
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queries and is required to lend all reasonable assistance to permit the Chicago Police Department
to triangulate target location, including but not limited to terminating interfering service on the
telephone number— a cellular telephone and Global Positioning System (GPS)

technology, provided Sprint is to be compensated therefore at the prevailing rates.

14. Applicant further requests that this Court’s order autherize the Chicago Police
Department and other law enforcement officers assisting in the investigation to employ a pen
register device with respect to telephone number — a cellular telephone using
digital analyzer technology, with the restriction that officers will neither retain nor make
affirmative investigative use of the data acquired through the digital analyzer beyond that
necessary to determine the location of the telephone number — a cellular
telephone. A digital analyzer device is a device operated by law enforcement officers that detects
radio signals that are emitted automatically at the time a cell phone is turped on, and periodically
thereafter as long as the phone remains on, regardless of whether a call is being made, to register
the phone to nearby cell towers. These signals contain identifying numbers for the telephone
(e.g., the telephone number and electronic serial number or international mobile subscriber

identification number) and can assist in learning the physical location of the telephone number

- a cellular telephone.”

15. In support of its request for an order directing the furnishing of information on the

cellular tower locations and physical location of the telephone number - a

cellular telephone, and for an order directing the furnishing of subscriber information as described

ZA digital analyzer device does not intercept any content of communications, bif rather searches for the aulonomous
registration signals emiited by the target telephone, which are identified through its identifying numbers {(which are
already known to law enforcement through other means).  Once the larget phone’s signals are identified by the device
{(which can be used only when it is in the general proximity of the target telephone), the device can measure the strength
of the signal emitied by the subject phone in order to ascertain the general direction and location of the signal, which
can assist in identifying the location from which the target cell phone is operating, thus providing location information
similar to that which ordinarily is known for a land line phone. A digital analyzer device constitutes a "pen register”
device within the mearing of Title 18, United States Code, Section 3127(3) because itis "a device or process which
records or decodes dialing, routing, addressing, or signaling information transmitted by an instrument or facility from
which a wire or slecironic communication is transmitted.” and because the information it obtains does not include the
contents of any communication, Because the informg ined through law enforcement officers’ use of a digital
analyzer device does not require the participation or as of the service provider, the provisions of Tille 18, United
Stales Code, Section 2703 under w i
ihe context of a digital analyzer device,




above, the applicant respectfully submits the Affidavit of Police Ofﬁcex—

which is attached and incorporated herein which sets forward specific and articulable facts
showing probable cause to believe that the information on the cellular tower locations, the physical
location of the telephone number_ a cellular telephone, and the subscriber
information of telephone numbers in contact with the telephone numbsr_ a
cellular telephone will be relevant and material to an ongoing criminal investigation. Because
information that is relevant and material to an ongoing criminal investigation includes information
that assists the government in ascertaining whether or not the subject of the information has
committed an offense, subscriber information for phone numbers in contact with the telephone
number— a cellular telephone which is being used in furtherance of the offense of
Aggravated Battery with a Firearm is relevant and material to the Aggravated Battery with a

Firearm investigation.

WHEREFORE, it is requested that the court grant an order authorizing the above requested
items for 30 days. It is further requested that this court order that its order and this application be
sealed until further notice of this court as this is an ongoing investigation, except that copies of the
orders, in full or redacted form, may be served on law enforcement officers assisting in the
investigation, and any service provider, their representatives, agents, and employees, as necessary

to etfectuate this court's orders.

I, — having been duly sworn under oath, state that [ have read the

foregoing application and that 1t is true and correct to the best of my knowledge.

Applicam d
g8 £
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Subscribed and sworn to before me thisday of ¥
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STATE OF ILLINOIS)
) SS
COUNTY OF COOK)

IN THE CIRCUIT COURT OF COOK COUNTY
COUNTY DEPARTMENT, CRIMINAL THVISION

IN THE MATTER OF THE

APPLICATION OF THE PEOPLE )

OF THE STATE OF ILLINOIS ) NO.: 2613 PR 348
FOR AN ORDER AUTHORIZING )

THE INSTALLATION ANDUSE )

OF A PEN REGISTER AND)

CALLER IDENTIFICATION TRAP)

AND TRACE DEVICE )

APPLICATION

NOW COMES Detective —Unﬁ 193, a State Law

enforcement or investigative officer employed by the Chicago Pelice Depariment, and
hereby applies to this court pursuant to Sections 2703(d), 3122, 3123 and 3124 of Title

18 of the United States Code for an order authorizing the installation and use of a pen
register and caller identification frap and trace device on cellular telephone number -
_a cellular telephone, and for an order requiring the production of
telecommuuncations records, including subscriber information for telephone numbers
identified through the use of the pen register and trap and trace device, and including cali
detail with cell site information, to include switch based solutions including precision
location based information queries regarding the above listed telephone number, GFS
location information for the above-listed cell phoue pumber for the duration of the order,
and a listing of all cell sites and control channels and the physical address of each cell site
for the areas in which the above-listed cellular telephone number is operating.

In support of this application, applicant states as follows:

H A g it
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cant is a State investigative or law enforcement officer and therefore

pursuant to Section 3122 (a) (2) of Title 18 of the United States Code may make
¥ VRS R

application for an order authorizing the installation and use of a pen re

identification trap and trace device to a court of competent jurisdiction of this State.




2. Applicant certifies that Chicago Police Department and the Cook County
State's Attorney’s Office are conducting a criminal investigation of unknown male
Blacks ,unknown age , and yet identified in conhection with violations of Chapter 720,
5/510-1-A-2 of the [llinois Compiled Statutes. It is believed that the subject of the
investigation has in his possession a cellular telephone with the number an unknown
"Blocked number”, in furtherance of the subject offense of kidnapping, and that the
information likely to be obtained from the installation and use of a pen register and caller
identification trap and trace device is relevant to this ongoing criminal investigation in

that it is believed the information will concem the aforementioned offense.

3. Applicant requests that the court issue an order authorizing the installation and
use of a pen register to register numbers dialed or pulsed to cellular telephone number
_ a cellular telephone, as well as a caller identification trap and trace
device to display numbers dialed or pulsed to cellular telephone number —

a cellular telephone, without geographical Jimitation, and to record the date and time of
such pulsing or dialing, and to record the length of time the telephone receiver in question
is off the hook for incoming or outgoing calls for a period of 60 days and including prior
cell site tower and incoming and outgoing caller identifications beginning on the 20th of
August, 2013 beginning at 1:10 P.M. 1o sixty days from the inception of this pen register.
Applicant also requests that A T &T Communication furnish to the Chicago Police
Department an ongoing computer study without geographical limitation for the cell
phone num‘oer- a cellular telephone, for the duration of this order or until

canceled by written notification by the Chicago Police Department.

4. The applicant further requests that the order direct the Chicago Police
Jepartment to use technology reasonably available to it to restrict the recording or
decoding of electronic or other irnpulses to the dialing and signaling information utilized
in call processing so as not to include the contents of any wire or electronic

communications.




5. The applicant further requests that the order remain valid as to the above-listed
telephone number even if a different electronic serial number is subsequently assigned to

that telephone number.

6. The applicant further requests that the order direct the furnishing of
information, facilities, and technical assistance necessary to acco;nplish the installation of
the pen register and caller identification trap and trace device unobtrusively and with a
minimum interference with normal telephone service. The wire communications service
provider shall be compensated by the Chicago Police Department for reasonable

expenses incurred in providing such facilities and technical assistance.

7. The applicant further requests, pursuant to Title 18, United States Code,
Section 2703 (¢) and {d), that A T & T shall furnish agents of Chicago Police
Department and the Cook County State's Attorney's Office with subscriber information
concerning the telephone numbers dialed or pulsed from and to the subject telephone,
including the name and address of the subscriber of record, electronic serial number,
credit and billing information for the above-listed telephone number and the name and
address of the subscribers of record for each outgoing call from and each incoming call to

the above- listed telephone number.

8. The applicant further requests, pursuant to Title 18, United States Code,
Section 2703 () and (d), that A T & T shall fomish agents of the Chicago Police
Department and the Cook County State's Astorney's Office with call detail, to include celi
site location, for the above-listed ielephone number for the duration of the order as well
as prior cell site tower and incoming & outgoing caller information from the 20" of
August, 2013, beginning at 1:10 P.M., through 4:15 P.M. the duration of this Pen
Register, and a lsting of all cell sites and control channels and the physical address of

each cell site for the areas in which the above-listed telephone number is operating.

Q. The annlicant further requesis that the court order direct A T & T 1t
g § H 3

and employees not to dis




10. The applicant further requests that in the event the pen register and caller
identification trap and trace device discloses telephone numbers which belong to other
telephone companies, namely to Ameritech, Ameritech Wireless, AT&T Wireless, Bell
South, Bell South Wireless, Cingular, GTE, MCI, New Millennium Communications,
Nextel Communications, Pacific Bell, Pacific Bell Wireless, Southwestern Bell Systems,
Sﬁufhwestem Bell Wireless, Southwestern Bell Mobile’Systems, S.B.C. Amentech,
S.B.C. Wireless doing business as Cellular One, Sprint Communications, Sprint
Spectrum, Sprint/ Nextel, T-Mobile, US Cellular, Verizon, Verizon Wireless, CellCo
Partnership doing business as Verizon Wireless, Voice Stream Wireless, and all other
providers of electronic communication service as defined in Title 18, United States Code,
Section 2510(15), these companies are to furnish agents of Chicago Police Department
and the Cook County State’s Attorney’s Office with subscriber information concerning
the telephone numbers dialed or pulsed from or to the telephone which is the subject of
the pen register, including the name and address of the subscriber of record for each
outgoing call from and each incoming call to the above listed telephone number. It is

provided that said companies are 10 be compensated there for at the prevailing rates.

11. The applicant further requests that these companies, Ameritech, Ameritech
Wircless, AT&T Wireless, Bell South, Bell South Wieless, Cingular, US Cellular, GET,
MCI, New Millennium Communications, Nextel Communications, Pacific Bell, Pacific
Bell Wireless, Southwestern Bell Systems, Southwestern Bell Wireless, Southwestern
Bell Mobile Systemns, S.B.C. Ameritech, S.B.C. Wireless doing business as Cellular One,
Sprint Communications, Sprint Spectrum, T-Mobile, US Cellular, Verizon, Verizon
Wireless, CellCo Partnership doing business as Verizon Wireless, Voice Stream
Wireless, and all other providers of electronic communication service as defined n Title
18, United States Code, Section 2510(15), and their agents and employees, be ordered

not to disclose the existence of the court’s order or of this investigation unless otherwise

ordered by the court.

D TegISIor and ¢a
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the applicant sets forward the following specific and articulated facts showing that the
information likely to be obtained from the pen register and caller identification trap and
trace device is relevant to an ongoing criminal investigation being conducted by the
Chicago Police Department and showing that there are reasonable grounds to believe
that the subscriber information, call detail and cell site information for telephone numbers
identified through the pen register and caller identification trap and trace device will be

relevant and material to this ongoing criminal investigation:

13, IT IS FURTHER ORDERED that AT & T PING (send an electronic pulse
10 the cellular telephone number-m assist in the location of where the

phone user is located. Such information shall include but not be limited to data indicating

the specific latitude and longitude and street address of -as wel] as

records reflecting the cell tower and antenna face used §3*z; the start and

end of any call, and access through any means reasonably available to all location-based

services with respect to —such as “Enhanced 911.”
1, Detective — have been a Chicago Police Officer for over

twenty-six (26) years. 1 have been a Detective for over the past seventeen (17) years and
am currently assigned to the Gang Investigation Section of the Chicago Police

Diepartment.

Your Affiant, Detective — has been a duly sworn Chicageo

Police Officer for over twenty six vears. [ hold the rank of Police Officer assigned as
Detective and are currently assigned to the Gang Investigation Section, Homicide North
Team. Your affiant has been an investigator in numercus Gang related Aggravated
Rattery, Homicide, Kidnapping, and other gang related crimes. | have been involved in
numerous search warrants, Pen Registers, Consensual Overhears, and Title 11

Investigations

o A LIS VPSS S T e
Vour Affiant, ?;uza%iv{:—? i




I < kidnapped as he was entered his vehicle near his residence by
unknown male black individuals. A police report was initiated at 2:33 P.M. on August 20,

at the 025" District police Station. Area

Naonth Detectives and —
-Nere assigned the case and interviewed || ]I Y our Affiant and

Members of Squad 60, the Gang Investigations Section , were called to assist Area North

2013 by the victim's brother,

Detectives in this Kidnapping investigation. The investigation revealed, through

interviews with the victim's brothcr— that the victim was the owner of

An associate of the victim, i co further identifiers) received a call from the victim's
cellular phone stating " They kidnapped me! They took me, my car is running, get the car
and go to the car wash". Another of the victim's bmtharss-tated that he
received several phone calls from the unknown male offenders stating that they had his
uncle and wanted two hundred thousand dollars by 05:00 P.M. this evening and they
would be back in contact with him later. _S‘i&‘i&d that he last spoke to his
brother, at 1:14 P.M. who stated " They are holding me at gunpoint, please help me, bring
cash",—s’zaied to your affiant and fellow detectives that he received
numerous incoming blocked calls (caller identification block) from the unknown
offenders who were demanding "two hundred thousand dollars by sunset or they would
kill his brother”. _{iispia‘yerj the incoining calls on his cellular phone at
1:14 PM, 143 PM., 2:45 P M. and 4:10 P.M., which were all designated as “Blocked,”
where the offenders demanded U.S.C. Ransom for the reivrn of the victim, || I

B -: = vould be killed.

While your Affiant and fellow deteetives were interviewing —
several “blocked” incoming calls were received from the offenders demanding ransom
for the return of || |GG o: (- victin would not be seen alive.

Your Affiant, Detective — discovered _

Cellular phone nmnber_ service 18 provided by AT& T wireless. Your

Affiant, requested emergency information of the i_mcomis;g blocked cellular numbers from

AT&T Wireless, from today's date, August 20, 2013 from 1:10 P.M. through 4115 P.M.




The exigent circumstances form was emailed to your Affiant, who in turn requested all

the incoming calls to AT&T cellular phone numbcr_ in order to discover

the blocked incoming cellular number of the offenders.

Based upon the foregoing information developed in this investigation,
Your Affiant, Detectivs_ requested an Exigent Circomstances Pen

Register order for the telephone number of _

1, Detective _Unit 193, having been duly sworn under oath,

state that I have read the foregoing application and that it is true and correct to the best of

my knowledge.

Applicant/

rd
Subscribéd and swom to before me this
August 20™ 2013 A.D.
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STATE OF ILLINOIS )

)88
COUNTY OF COOK. )

IN THE CIRCUIT COURT OF COOK COUNTY
COUNTY DEPARTMENT, CRIMINAL DIVISION

IN THE MATTER OF
APPLICATION OF THE PEOFLE
OF THE STATE OF ILLINOIS
FOR AN ORDER AUTHORIZING
THE INSTALLATION AND USE
OF A PEN REGISTER AND
CALLER IDENTIFICATION TRAP
AND TRACE DEVICE

NQ.: 2013 PR 148
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ORDER

THIS MATTER having come before the cowrt pursuant to an application under
Title 18 of the United States Code, Section 3122(a) (2) by Detective

- Unit 193, a State investigative or law enforcement officer, which application
requests an order under Title 18, United States Code, Section 3123, a&theﬁzing the
installation and use of a pen register and caller identification trap and trace device on
telephone number -153 court finds that the applicant has certified that the
information likely to be obtained by such installation and use is relevant to an ongoing
criminal investigation into possible violation of Chapter 720, Section 5/10-2(a)(1} of the
Hlinois Compiled Statutes, by a vnknown subject and that the records conceming
electronic communication service listed below are also relevant to this ongoing criminal

mvestigation,

IT APPEARING that the numbers dialed or pulsed from and to telephone pumber

_ being used by unknown male Black, aud the records listed below ar

relevant to an ongoing criminal investigation of the specified offenses and that disclosuse

ation or of this application and order would senously

i
ion 3123, that
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identification trap and trap device to display numbers dialed or pulsed to cellular
telephone numbcr-without geographical limitation to record the date and
time of such pulsing or recordings, and to record the length of time the telephone receiver
in question is off the hook for incoming or outgoing calls for a period of 60 days; and
include previous cell site tower and incoming & outgoing phone records from thie 28" of
August 2013 beginning at 1:10 P.M., through 4:15 P.M. the duration of this Pen
Register, and a listing of all cell sites and control channels and the physical address of

each cell site for the areas in which the above-listed telephone number is operating.

2. ITIS FURTHER ORDERED, that an ongoing special computer study without

geographical limitation for the targeted cellular telephone numbe be
furnished by A T & T, to agents of the Chicago Police Department for the duration of this

order or until canceled by written notification by Chicago Police Department;

3. IT IS FURTHER ORDERED that the Chicago Police Department use
technology reasonably available to it to restrict the recording or decoding of electronic or
other impulses to the dialing and signaling information utilized in call processing so as

not to include the contents of any wire or electronic communications.

4. 1T IS FURTHER ORIDERED that this order remain valid as to the above-listed
telephone number even if a different electronic serial number is subsequently assigned to

that telephone number

5. ITIS FURTHERED ORDERED, pursuant to Title 18, United States Code,
section 3123 (b) (2), that A T & T, shall furmish agents of the Chicago Police Depariment
forthwith all informarion, facilities, and fechnical assistance necessary to accomplish the
installation of the pen register and caller identification trap and trace device unobtrusively

services that are accorded persons wit

ake place; and IT IS FU

e
oy
-]

nable ex ‘E‘sf’ﬂ‘{‘

ition, these facilities, and this techn




6. ITIS FURTHER ORDERED, pursuant to Title 18, United States Code,
Section 2703(c) and (d), that A T & T shall fumish agents of the Chicago Police
Department and the Cook County State’s Attorney’s Office with subscriber information
conceming the cellular telephone numbers dialed or pulsed from and fo the subject
telephone, including subscriber names and addresses, electronic serial number (ESN )
and credit and billing information for the subject telephone and for telephone pumbers

dialed or pulsed from and to the subject telephone.

7. 1T IS FURTHER ORDERED, pursuant to Title 18, United States Code,
Sections 2703(c) and (d) that AT&T furnish agents of the Chicago Police Department
and the Cook County State’s Attorney’s Office with call detail, including cell site
location, and/or to include switch based solutions including precision location based
information queries regarding the above Iisted telephone number, GPS8 location
information for the above-listed cell phone number for the duration of the order, and a
listing of all cell sites and control channels and the physical address of each cell site for

the areas in which the above-listed cellular telephone number is operating.

8. 1TIS FURTHER ORDERED that AT&T, its agents and employees not
disclose to the subscriber, or any other person, the existence of the court’s order or of this

investigation unless otherwise ordered by the court.

. ITIS FURTHER ORDERED that in the event the pen register and caller
identification trap and trace device discloses telephone numbers which belong to other
iclephone companies, namely to Ameritech, Amernitech Wireless, AT&T Wireless, Bell
South, Bell South Wireless, Cingular, GET, MCI, New Millennium Communications,

Nextel Communications, Pacific Bell, Pacific Bell Wireless, Southwestern Bell Systems,

stern Bell Wireless, Southwestern Bell Mobile Systems, 5.B.C. Ameriiech,

S.B.C. Wireless doing business as Cellular Ope, Sprint Communications, Sprint

ot s Fieasle . 4
Verizon Wireless, CellC
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telephone numbers dialed or pulsed from or to the telephone which is the subject of the
pen register, including the name and address of the subscriber of record for each
outgoing call from and each incoming call to the above listed telephone number. It is

provided that said companies are to be compensated there. for at the prevailing rates.

10. IT IS FURTHER ORIDERED that these companies, Ameritech, Ameritech
Wireless, AT&T Wireless, Bell South, Bell South Wireless, Cingular, GET, MCI, New
Millenmium Comunications, Nextel Communications, Pacific Bell, Pacific Bell
Wireless, Southwestern Bell Systems, Southwestern Bell Wireless, Southwestern Bell
Mobile Systems, S.B.C. Ameritech, 5.B.C. Wircless doing business as Cellular One,
Sprint Communications, Sprint Spectrum, T-Mobile, US Cellular, Verizon, Vernzon
Wireless, CellCo Parinership doing business as Verizon Wireless, Voice Stream
Wireless, and all other providers of electronic communication service as defined in Title
18, United States Code, Section 2510(15), and their agents and employees, are notio
disclose the existence of the court’s order or of this investigation unless otherwise
ordered by the court.

11. ITIS FURTHER ORDERED, pursuant to Title 18, United States Code,
section 3123 (d), that this order and the application be sealed until otherwise ordered by

the court,

12.ITIS FURTHER ORDERED that AT & T PING (send an electronic pulse)

to the cellular telephone number, 16 assist in the location of where the

phone user is located. Such information shall include but not be limited to data indicating

the specific latitude and longitude and street address a}f—as well as
records reflecting the cell tower and antenna face used bgf—at the start and

end of any call, and access through any means reasonably available to all location-based

services with respect f;@—sug:h as “Enhanced 911

County




STATE OF ILLINOIS)
) SS
COUNTY OF COOK)

IN THE CIRCUIT COURT OF COOK COUNTY
COUNTY DEPARTMENT, CRIMINAL DIVISION

IN THE MATTER OF THE )
APPLICATION OF THE PEOPLE )
OF THE STATE OF ILLINOIS ) NO.: 2013 PR 148
FOR AN ORDER AUTHORIZING )
THE INSTALLATION AND USE )

OF A PEN REGISTER AND)
CALLER IDENTIFICATION TRAP)
AND TRACE DEVICE )

IMPOUNDING ORDER

THIS MATTER baving come before the court pursuant to an application under
Title 18 of the United States Code, Section 3122(a) (2) and the court having issued the

said order;

IT IS HEREBY FURTHER ORDERED that the original application and order,
which I have placed in an envelope and signed and 3{:3{35’:&:3{6 to be impounded and held

in the custody of the Clerk of the Circuit Court until otherwise ordered by the count.
g R
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b Judge 6f the Cirduit Céurt of Cook County

Time:

Received by:
Clerk of the Cireuit Court

Diate:

Time:







STATE OF ILLINOIS) |
) s§
' COUNTY OF COOK)

IN THE CIRCUIT COURT OF COOK COUNTY
COUNTY DEPARTMENT, CRIMINAL DIVISION

IN THE MATTER OF THE )

APPLICATION OF THE PEOPLE )

OF THE STATE OF ILLINOIS ) NO.: 2013 PR - 137
FOR AN ORDER AUTHORIZING )

THE INSTALLATION AND USE )

OF A PEN REGISTER AND)

CALLER IDENTIFICATION TRAP)

AND TRACE DEVICE )

APPLICATION

NOW COMES P.O. —Unit 193, Gang Investigation Unit,

a State Law enforcement or investigative officer employed by the Chicago Police

Department, and hereby applies to this court pursuant to Sections 2703(d), 3122, 3123
and 3124 of Title 18 of the United States Code for an order authorizing the installation
and use of a pen register and caller identification trap and trace device on cellular
telephone numbers, —a Sprint cellular telephone, and for an order
requiring the production of telecommunications records, including subscriber information
for telephone numbers identified through the use of the pen register and trap and trace
device, and including call detail with cell site information, to include switch based
solutions including precision location based information queries regarding the above
listed telephone number, GPS location information for the above-listed cell phone
pumber for the duration of the order, and a listing of all cell sites and control channels
and the physical address of each cell site for the areas in which the above-listed cellular
telephone number is operating.

In supnort of this application, applicani states as fol
e S H IS

cer ana thereiore

500 may make




application for an order authorizing the installation and use of a pen register and caller

identification trap and trace device to a court of competent jurisdiction of this State.

2. Applicant certifies that Chicago Police Department and the Cook County
State's Attorney's Office are conducting a criminal investigation of —
— in connection with violations of First Degree Murder,(720 ILCS 5/9-1)
of the Illinois Compiled Statutes. It is believed that the subject of the investigation has in
his possession a cellular telephone with the numberﬁ— a Sprint Nextel
cellular telephone and that the information likely to be obtained from the installation and
use of a pen register and caller identification trap and trace device is relevant to this
ongoing criminal investigation in that it is believed the information will concem the

aforementioned offense.

3. Applicant requests that the court issue an order authorizing the installation and
use of a pen register to register numbers dialed or pulsed from cellular telephone number

— as well as a caller identification trap and trace device to display numbers

dialed or pulsed to cellular ieiephsn a cellular telephone, without
geographical limitation, and to record the date and time of such pulsing or dialing, and to
record the length of time the telephone receiver in question is off the hook for incoming
or outgoing calls for a period of 60 days and including prior cell site tower and incoming
and outgoing caller identifications beginning on JULY 26,2013 at 6:00 P.M. to sixty
days from the inception of this pen register. Applicant also requests that Sprint Nextel
Communications furnish to the Chicago Police Department an ongoing computer study
without geographical limitation for the cell phone number -1 cellular
telephone, for the duration of this order or until canceled by written notification by the

Chicago Police Department.

O




5. The applicant further requests that the order remain valid as to the above-listed
telephone number even if a different electronic serial number is subsequently assigned to

that telephone number.

6. The applicant further requests that the order direct the furnishing of
information, facilities, and technical assistance necessary to accomplish the installation of
the pen register and caller identification trap and trace device unobtrusively and with a
minimum interference with normal telephone service. The wire communications service
provider shall be compensated by the Chicago Police Department for reasonable

expenses incurred in providing such facilities and technical assistance.

7. The applicant further requests, pursuant to Title 18, United States Code,
Section 2703 {c) and (d), that Sprint Nextel shall furnish agents of Chicago Police
Department and the Cook County State's Attorney's Office with subscriber information
concerning the telephone numbers dialed or pulsed from and to the subject telephone,
including the name and address of the subscriber of record, electronic serial number,
credit and billing information for the above-listed telephone number and the name and

address of the subscribers of record for each outgoing call from and each inconung call to

the above- listed telephone number.
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9. The applicant further requests that the court order direct Sprint Nextel Corp,,
its agents and employees not to disclose to the subscriber, or any other person, the
existence of the court's order or of this investigation unless otherwise ordered by the

courl.

10. The applicant further requests that in the event the pen register and caller
identification trap and trace device discloses telephone numbers which belong to other
telephone companies, namely to Ameritech, Ameritech Wireless, AT&T Wireless, Bell
South, Bell South Wireless, Cingular, GTE, MCI, New Millennium Communications,
Nextel Communications, Pacific Bell, Pacific Bell Wireless, Southwestern Bell Systems,
Southwestern Bell Wireless, Southwestern Bell Mobile Systems, 5.B.C. Ameritech,
S.B.C. Wireless doing business as Cellular One, Sprint Communications, Sprint
Spectrum, Sprint/ Nextel, T-Mobile, US Cellular, Verizon, Verizon Wireless, CellCo
Partnership doing business as Verizon Wireless, Voice Stream Wireless, and all other
providers of electronic communication service as defined in Title 18, United States Code,
Section 2510(15), these companies are to furnish agents of Chicago Police Department
and the Cook County State’s Attorney’s Office with subscriber information concerning
the telephone numbers dialed or pulsed from or to the telephone which is the subject of
the pen register, including the name and address of the subscriber of record for each
outgoing call from and each incoming call to the above listed telephone number. It is

provided that said companies are to be compensated there for at ffé prevailing rates.

11. The applicant further requests that these companies, Ame

ATET Wireless, Bell South, Bell Sout!

: i e NPVEE S
CTITHLEN Lommueations, Nexie

Southwest




18, United States Code, Section 2510(15), and their agents and employees, be ordered
not to disclose the existence of the counrt’s order or of this investigation unless otherwise

ordered by the court.

12. Applicant certifies that the Chicago Police Department is conducting a
criminal investigation of —and any others yet unknown, in
connection with possible violations of First Degree Murder,(720 ILCS 5/9-1) of the
Ilinois Compiled Statutes. The applicant respectfully submits the attached Affidavit
setting forth probable cause that the subjects of the investigation are in possession of a
cellular telephone, telaphﬂﬂﬁ-md that the information likely to be
obtained from the installation and use of a pen register and caller identification trap and
trace device is relevant to this ongoing criminal investigation in that it is believed the

information will assist in determining the location of the aforementioned offenders

13. In support of this request for a pen register and caller identification trap and
trace device, pursuant to Title 18, United States Code, Section 3122, and in support of the
request for an order under Title 18, United States Code, Section 2703, directing the
furnishing of the subscriber information, call detail and cell site information listed above,
the applicant sets forward the following specific and articulated facts showing that the
information likely to be obtained from the pen register and caller identification trap and
trace device 15 relevant to an ongoing criminal investigation being conducted by vi‘he
Chicago Police Department and showing that there are reasonable grounds to behieve
that the subscriber information, call detail and cell site information flor telephone numbers

identified through the pen register and caller identification trap and trace device will be

relevant and material to this ongoing criminal nvestigation:




-as well as records reflecting the cell tower and antenna face used by -

-at the start and end of any call, and access through any means reasonably available
to all location-based services with respect to,— such as “Enhanced 911.7
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AFFIDAVIT

Your Affiant Police Officer —have been a duly sworn

Chicago Police Officer for over fourteen years. 1 hold the rank of Police Officer and am
currently assigned to the Bureau of Organized Crime, Gang Investigations Homicide
Team North where I became certified by the Illinois State Police as an Electronic
Criminal Surveillance Officer (hereinafter ECSO). 1 have been involved with several
long-term investigations involving various street gangs. Your affiant has been an
investigator in several Consensual Overhears, Pen Registers, Electronic Surveillance
Orders and Title II] investigations. [ have authored several search warrants and aided in
the investigation on several others. I have arrested numerous gang members for violent
crimes, weapons violation crimes and narcotics related crimes. I have interviewed
numerous gang members, leaders and victims of gang crimes. I have had several
confidential informants assist in investigations. In my experience 1 have obtained
valuable knowledge related fo the inner workings of street gangs and the violent crime

associated with street gangs.

1 P.O.— has been involved in a Detective Division Area

South investigation, recorded under RD number HN-359318, which occurred on May 23,

2007, 01:25 A.M. at | ENEEEE ' following

facts of this case are as follows:

On 23 May 2007 Arca Two Detectives were assigned at 0125 hours a homicide at

— When R/D'S arrived on the scene the deceased, || KGNz ::<

been removed and iransported to Stroger Hospital by CFD Ambulance #22. The Scene at
i £ P Y

—was located outdoors in a residential area and is comprised of single

family residences and multi-unit apartment buildings.




The scene was processed and photographed by beat # 9618 H. Fiene #19946 for

its evidentiary value.

Area Two Detectives spoke to the paper car Beat # 414 who related the facts that
are stated in the original general offense case report, and then spoke to Bt# 421 who
delivered a hand written note from a witness of the shooting. The information on the
note was written by-Fs’ 1/13 and stated the following;:

» At first when [JJJJJl| and the people were outside smoking and then drinking, I
was peeking out the window through my blinds. Then [l and his friend started
arguing over who would roll up the blunt. Then when [JJJlll started yelling at one of the
people in the car, the boy he was with jumped in the car. Then 2 shots were fired from
the brownish-gold, gray/white top car. The first shot hit B ottlc then the glass
broke. The second shot hit him in the chest. When the people in the car saw that [ | |l

wasn't moving, they drove down the alley towards 79th and Merrill".

The assigned Detectives relocated to Stroger Hospital to view the victim's
remains. Upon arrival Detectives observed the victim's clothing was cut off by hospital
staff and placed in a plastic bag. Items contained in the bag were (2) white short slecve t-
shirts, blue square pattern boxer shorts, black jeans with a brown belt and a blue inhaler
contained in the left front pocket, a pair of white socks and a pair of black suede Air
Jordan’s. Detectives observed a gunshot wound to right side of the upper chest and an
exit wound of the left upper back. Detectives spoke to attending physician Dr. Nagy who

pronounced time of death at 0218 Hours,

Detectives spoke to victim's mother -@Em identified the




later she heard two gun shots. She called police and then observed [ I ying on the

ground next to the street.

Area Two Detectives subsequently interviewed, — sister of

victim who related the following in summary though not verbatim. —

stated that she was given information from “Street” witnesses that her brother [ lvas
“in to it” with a guy named -xxicimame-(later identified as-
and -}ater identified as -) -vas driving the car while ’-
shot |- -has an address of — and the building has a blue
balcony. -has a grey or beige car.

Area Two Detectives subsequently interviewed witness,- who
related the following in sumrnary though not verbatim. -miated that on 23 May

2007 she was listening to music in her apartment when she saw people drinking, smoking
and talking ou‘cside.- looked outside her bedroom window and saw || NGzt

a F/1 that looked ke a girl - and a M/1 that looked like a guy--zﬂd
-Were talking about leaving to go to the store. After they left together -

looked out her window and saw | 2-gving with someone that looked like a boy

she knows as- A short ime after leaving the window,-‘ heard gun

shots. She looked outside the window and observed |l ying on the ground and a

M/} jumping into a beige car. The car then fled south beund o 2nd tarned west

bound down the alley towards | Ave.
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witted at | ] I <!:tcd that caslicr in the night he was drinking at the

park when his play sister -was arrested for drinking alcohol. After the arrest
-Went to I - =it for il 0 be released from jail. While
waiting, -Nas tatking to B i the back of the building focated at -
_ A neighborhood female, also known as a crack head, stopped to talk to the two
of them for a short time: The female walked away and -}eﬁ _‘wa’iked to
the gas station to buy cigarettes leaving e - -then

related that on his way back to — he heard two gun shots, and upon his

arrival to _he observed I o be shot and lying on the ground.

—reiated when he relocated to Stroger Hospital he discovered - had

passed away due 1o his injuries.

On 30 May 2007 at 1230 Hours R/D's conducted an interview with _
.the father of — otherwise known as-af; the Area Two
Detective Division, who related the following in summary though not verbatim. On 23
may 2007 between the hours of 8pm and me- called looking to speak with his
mother. _informcd-that his mother was at chGir.-seemsd
troubled and_ asked him what was wrong. - stated to
that "1 had to stretch a dude out last night™. _mié -o turn himself in
for the murder. -infm'med _i‘nat he can't, the police don't know his

name and they'll have to get me out on the street.

- related to Area Two Detectives that -mngs out with
The shooling gecu »d over a fight » Hich started between aind |
The shooting oceurred over a {ight which started between an

informed _ that -pmvédcd the handgun,




Area Two Detectives imerviewed—who related the following in
summary though not verbatim. —related that on 23 May 2007 he was on the street

a_having a conversation with || NGB 2x< 2 ¥/ iknown a- A

old school Cutlass or Regal vehicle grey in color belonging to -puﬂed up on
the street. —exitﬁd the passenger side of the vehicle and
approached -.-md B <1< baving an argument regarding _
- and a drug deal that had gone bad. |JJJJvas defending - -depaﬁed

and emeycd-; vehicle which then drove south bound down A vemve. A

few moments later - was walking from the t-alley across the street and approached

e -:md I bcoon to walk up and down [ Avenue and continued to
argue abQut- - and ’- continued to carry on with their conversation
approximately 10 feet away from [l and - -then stated to R/D's that he
heard possibly (2) gun shots and saw muzzle flashes. -stated that he and -
began to flee for cover. -ﬂ’lﬁﬁ e%:ssewed-zmer -s vehicle being
driven by _ﬂeﬁ south bound down | IR -ran back around the corner of
the building and observed [l shot and lying on the ground ai—

on the side wallc. N

- related to Area Two Detectives that -S an older lady who lives m
the building located at —with her husband and children. - stated 1o

Area Two Detectives that when Detectives spoke to him the first time he was scared that

—were going to shot him if he talked to police, -slate:d that he

was approached by NIl 2nd told that he was handling the incident and would take care

of_ related that JJ»as not on scene when 25 sbot

nd killed.




Area Two Detectives returned to Area Two Detective Division and inventoried

original photo array, signed advisory form and demographics under #11767854.

On the 8th of October 2012 P.O. —was contacted by _
-stated that on the 06th of October 2012, -had a conversation

with-cn the night of the 6th of October 2012.-2xp1ained how he was at wa

with some subjects and asked if.- had any guns for sale or if —

knew anyone looking to sell guns. During the course of the conversation, the murder of
B s brought up Where-admitted to — that he was responsible
for killing | ncar the comer of _

Utilizing the CPD Clear System, P.O. -Ocated a homicide that occurred on the

23rd of May 2007 at —Nhare the victim was an ||| TN R-vievine

the Detective's reports, a subject known as was identified as the possible offender
. 1 d]

pictured subject as h{t same person _:.pokf: with on the night of the
06th of October 2012 regarding the murder of | RN !N N

- ind P {Ez-m' wed an affidavit for a

consensual over hear, detatling the facts discovered in the detectives mves

Alsointhe
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conversation PO, witl — on the 8th of October,




On the 17th of October, 2012—made arrangement to meet and have
a conversation with [INNEEEEM Prior to the meeting and converwtmn— met
with P.O. -and SA - _was searched for contraband and
provided with electronic recording equipment. This Equipment recorded both audio and

visual.

It should be noted the there were two recording devices used. One device was
affixed to the interior of the vehicle that -Vas driving and the other was concealed
on the person of - The time displayed on the device that was affixed to the

interior of the vehicle was approximately two (2) hours behind the actual time.

At approximately 0830 hrs. the recording equipment was activated. -
-exited the meeting place in his vehicle'-dmve to—
and parked his vehicle on the west side of the street. A male biach—
entered _ vehicle. After-entered the vehicle a conversation between
- and -took place. During the conversation -described in detail the
shooting and killing of I GG - B [ bis conversation was recorded, both

audio and visual. This conversation will be transcribed and become part of the file.

During the 'time-was m-'vehicl{:} P.O. k- bserved a maroon
colored Dodge Intrepid, Wisconsin license plate -park across from -

vehicle.

r the conversation wit {;-

(T g peae s v o o 5 P
seross the street and entered the maroon velucle,
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phone number _ -rdated thai I 0u1d not provide -
with an address of where he -is residing and that s “laying low” due to
the recent police activity regarding the Black Soul street gang.-smtﬁd to -

that - could reach- at the aforementioned phone number_

The Chicago Police Department’s Electronic Technical Support Unit verified that
this cellular phone number-i.s active and the provider is Sprint Nextel

Communications.

Based on the investigation, you Affiant beheves thai‘—
is in his possession of a cell phone with the number of _

Your Affiant believes that it is of extreme importance to isca‘zﬁ—
-miiizing electronic tracking of his Sprint Nextel Cellular phone number
_ihat is in his possession, in order to apprehend the offender. Your

Affiant, P.O hrough his past experience of investigations

believes ihat_ is currently in flight.

This Affiant, along with Fellow officers and detectives have exhausted all

.1

other investigatory tools as a means to locate the cellular telephone with the number

Based upon the foregoing information developed in this investigation, Your

Affiant, P.O. — reguest that an order for a pen-register be signed
Cmge 4 PR s - 3 IR & - -

for the telephone numbes of_m order to locaie _
-oz prosecution as the person responsible for the Murder of || | | | G




STATE OF ILLINOIS)
) SS
COUNTY OF COOK)

IN THE CIRCUIT COURT OF COOK COUNTY
COUNTY DEPARTMENT, CRIMINAL DIVISION

IN THE MATTER OF THE )

APPLICATION OF THE PEOPLE )

OF THE STATE OF ILLINOIS ) NQO.: 2013 PR - 137
FOR AN ORDER AUTHORIZING )

THE INSTALLATION AND USE )

OF A PEN REGISTER AND)

CALLER IDENTIFICATION TRAP)

AND TRACE DEVICE )

IMPOUNDING ORDER

THIS MATTER having come before the court pursuant to an application under
Title 18 of the United States Code, Section 3122(a) (2) and the court having issued the

said order;

IT IS HEREBY FURTHER ORDERED that the original application and order,

Judge 5? the Circuit Court of Cook County




STATE OF ILLINOIS )
)85
COUNTY OF COOK )

IN THE CIRCUIT COURT OF COOK COUNTY
COUNTY DEPARTMENT, CRIMINAL DIVISION

IN THE MATTER OF
APPLICATION OF THE PEOPLE
OF THE STATE OF ILLINOIS
FOR AN ORDER AUTHORIZING
THE INSTALLATION AND USE
OF A PEN REGISTER AND
CALLER IDENTIFICATION TRAP
AND TRACE DEVICE

NO.: 2013 PR - 137

R N N T N e

ORDER

THIS MATTER having come before the court pursuant to an application under
Title 18 of the United States Code, Section 3122(a) (2) by P.0.
Unit 193, a State investigative or law enforcement officer, which application requests an
order under Title 18, United States Code, Section 3123, authorizing the installation and
use of a pen register and caller identification trap and trace device on telephone number
—tht‘: court finds that the applicant has certified that the information likely
to be obtained by such installation and use is relevant to an ongoing criminal
investigation into possible violation of First Degree Murder,(720 ILCS 5/9-1jof the

Hinecis Compiled Statutes, by— and that the records

concerning electronic communication service listed below are also relevant to this

ongoing criminal investigation. The Court further finds the application and affidavit offer

probable cause that the subjects of the investigation are in possession of cellular

telephones with telephone number, _2 Sprint Nextel Cellular phone, and:




1. IT IS ORDERED, pursuant to Title 18, United States Code, Section 3123, that
agents of the Chicago Police Department may install and use a pen register to register
numbers dialed or pulsed from cellular telephone _and a caller
identification trap and trap device to display numbers dialed or pulsed to cellular
telephone number_zzithout geographical limitation to record the date and
time of such pulsing or recordings, and to record the length of time the telephone receiver
in question is off the hook for incoming or outgoing calls for a period of 60 days; and
inchude previous cell site tower and incoming & outgoing phone records from the 28
NOVEMBER2012 beginning at 6:00 P.M., through the duration of this Pen Register, and
a listing of all cell sites and control channels and the physical address of-each cell site for

the areas in which the above-listed telephone number is operating.

2. IT IS FURTHER ORDERED, that an ongoing special computer study without
geographical limitation for the targeted cellular telephone m}mber— be
furnished by Sprint Nextel Communications, to agents of the Chicago Police Department
for the duration of this order or until canceled by written notification by Chicago Police

Department;

0 it to restrict the yecording or decoding of electronic or

snaling information utilized in

glectromc communications.
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5. ITIS FURTHERED ORDERED, pursuant to Title 18, United States Code,
section 3123 (b) (2), that, shall furnish agents of the Chicago Police Department Sprint
N&itel Communications forthwith all information, facilifies, and technical assistance
necessary to accomplish the installation of the pen register and caller identification trap
and trace device unobtrusively and with minimum interference with the services that are
accorded persons with respect to whom the installation and use is to take place; and IT
IS FURTHER ORDERED, that Sprint Nextel] Communications be compensated by the
Chicago Police Department for reasonable expenses incurred in providing this

information, these facilities, and this technical assistance; and

6. IT IS FURTHER ORDERED, pursuant to Title 18, United States Code,
Section 2703(c) and (d), that Sprint Nextel furnish agents of the Chicago Police
Department and the Cook County State’s Attorney’s Office with subscriber information
concerning the cellular telephone numbers dialed or pulsed from and to the subject
telephone, including subscriber names and addresses, electronic serial number (ESN )
and credit and billing information for the subject telephone and for telephone numbers

dialed or pulsed from and to the subject telephone.

7. ITIS FURTHER ORDERED, pursuant to Title 18, United States Code,
Sections 2703(c) and {d) that Sprint Nextel furnish agents of the Chicago Police
Departmeni and the Cook County State’s Altorney’s Office with call dctaiL inciuding
cell site Jocation, and/or to include switch based solutions including preciston location
based information queries regarding the above listed telephone number, GPS location

information for the above-listed cell phone number for the duration of the order, and a

isting of all cell sites and control channels and the physical address of each cell site for
the areas in which the above-listed ceilular felephone number is operating.

he exist




9. IT 1S FURTHER ORDERED that in the event the pen register and caller
identification trap and trace device discloses telephone numbers which belong to other
telephone companies, namely to Ameritech, Ameritech Wireless, AT&T Wireless, Bell
South, Bell South Wireless, Cingular, GET, MCI, New Millennium Communications,
Nextel Communications, Pacific Bell, Pacific Bell Wireless, Southwestern Bell Systems,
Southwestern Bell Wireless, Southwestern Bell Mobile Systems, S.B.C. Ameritech,
S.B.C. Wireless doing business as Cellular One, Sprint Communications, Sprint
Spectrum, T-Mobile, US Cellular, Verizon, Verizon Wireless, CellCo Partnership doing
business as Verizon Wireless, Voice Stream Wireless, or any other providers of
electronic communication service as defined 1n Title 18, United States Code, Section
2510(15), these compames are to furnish agents of the Chicago Police Department and
the Cook County State’s Attorney’s Office with subscriber information concerning the
telephone numbers dialed or pulsed from or to the telephone which is the subject of the
pen register, including the name and address of the subscriber of record for each
outgoing call from and each incoming call to the above listed telephone number. It is

provided that said companies arc to be.compensated there for at the prevailing rates.

10, IT IS FURTHER ORDERED that these companies, Ameritech, Ameritech
Wireless, AT&T Wireless, Bell South, Bell South Wireless, Cingular, GET, MCI, New
Millennium Communications, Nextel Communications, Pacific Bell, Pacific Bell
Wireless, Southwestern Bell Systems, Scuthwestern Bell Wireless, Southwestern Bell
Mobile Systems, 8.B.C. Ameritech, S.B.C. Wireless doing business as Cellular One,
Sprint Communications, Sprint Spectrum, T-Mobile, US Cellular, Verizon, Verizon
Wireless, CellCo Partnership doing business as Verizon Wireless, Voice Stream
Wireless, and all other providers of electronic communication service as defined in Title
18, United States Code, Section 2510(15), and their agents and employees, arc not to

2

disclose the existence of the court’s order or of this investigation unless otherwise

ordered by the court.




11. ITIS FURTHER ORDERED, pursuant to Title 18, United States Code,
section 3123 (d), that this order and the application be sealed until otherwise ordered by

the court.

12. 1T 1S FURTHER ORDERED that Sprint Nextel PING (send an electronic
pulse) to the cellular telephone number, _ (to assist in the location of where
the phone user is located. Such information shall include but not be limited to data
indicating the specific latitude and longitude and street address of — as
wel] as records reflecting the cell tower and antenna face used by —at the

start and end of any call, and access through any means reasonably available to all

location-based services with respect to - such as@bnhanced 911.7







STATE OF ILLINOIS)
) S8
COUNTY OF COOK )

IN THE CIRCUIT COURT OF COOK COUNTY
COUNTY DEPARTMENT, CRIMINAL DIVISION

IN THE MATTER OF THE
APPLICATION OF THE PEOPLE
OF THE STATE OF ILLINOIS

R g A T W N

FOR AN ORDER AUTHORIZING NO.: 2013DA 001
THE USE OF A PEN REGISTER

IN THE FORM OF A DIGITAL

ANALYZER

THIS MATTER has come before the Court pursuant to an application by Ofﬁcer.-

-c}f the Chicago Police Department, which application relates to any cellular

The application requests that this Court enter an order authorizing investigating officers
to use a pen register, in the form of a digital analyzer device (hereinafter "digital analyzer
device™), including in private places, to determine the electronic identifying number of any

cellulary telephone being used by
g

Upon consideration of the Application:

" 2 T eitend & R N €% gl
e 18, United States Code, Sectio

TI8 ORDERED, pursuant to ]

other authorized law enforcement officen



the data acquired through the digital analyzer device beyond that necessary to determine the

cellular telephones used by — The authority to employ a digital analyzer

device includes authorization for officers of the Chicago Police Department and assisting officers
to send communications to any and all cellular telephones used by —fm the
purpose of causing the phones to attempt to register with the nearest cell tower, thereby
facilitating the use of the digital analyzer device.

1T IS FURTHER ORDERED that this Court's orders and the application be sealed until
further notice of this Court, except that copies of the Order to Service Provider, in full or
redacted form, may be served by law enforcement officers assisting in the investigation, as

necessary to effectuate this Court's Order.

ENTERHFD: -

ju{igz‘é of the Cirenit Court of Cook County
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STATE OF ILLINOIS
IN THE CIRCUIT COURT OF THE NINTH JUDICIAL CIRCUIT

KNOX COUNTY
The People of the State of Hinois Case # CHICM
Vs éf Clerks Scarch Warrant mumber_13-§W- Fof

ATE&ET

National Complianee Center

11760 U.S. Highway 1

Norih Weat Palm Beach, FL 33408

Regarding Cellular Felephone Records of {773) 547-0309

SEARCH WARRANT

TOALL PRACE OFFICERS OF THE STATR OF ILLINOIS

e

I, finding suﬂmcm facts 1o chow
celhular telephone sssociated with
telephione numbey

Upon the sworn *-.mx:x;:ﬂ;;n T of
p)r)babm CausE o BSUC 4 wana
the cellular telephone belonging 1o
located at AT&T,
And command you to search the foregoing premises, and seize the instruments, articles
and things listed as follows:

the

1Y Al subseriber information for the cellnlny tolephone nunber —

2} Al cellular phone vecords to include incoming and ouleeing eall lops (o nelude
SMES information) regardioe the cellulor device with the zmmimr_3
from 8000 hours {CST) on 09/14713 10 0018 honas (CET) en 09/16/13,

¢all detad] ralormation (Incowming and onteoime), caller identificntionis), aay
cellu mformation, for the Hsted celludar number for the speeified thne
perind amfﬂi above,

4y An apeineoyipor mng: showsoe all cedlaite Jovier Jpeation(sy, sectors, sunl
arientsiion{s.) And, o Hst of any and all spplicable celinlay sivelsy number(ys)
locationis) address fesy, anddor Intitude and }(F}‘i}?’ﬁﬂii& of anv said site(n) Also
thent celludar sitefs) Hstde), Intitude(s) anod bongitude(s), be provided, vin electvonic
mail, i an elechronic Jormat, i svatlnble andfor ;;;}&fﬁabisg

5Y Curvent GPS coordinates of the cellular felephone, i availlable, Hnel ayvailibln,
ibwe last recorded GUS coordinates whep the cellalay felepbone was Inst usnd,

63 Purther, that sy dats provided pursnant to this Search Warrant shall be
provided in g copunereislly vensonnble slestronie Tormnts snd thal those
records ?3?: d hvu‘ed iur'}z v;@ “sac‘az‘sme m.ui unless contem wranu 18

delivery uy
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3y

k]

Calesbury Enx

required dora elesironically on g sopunon stexape median, sueh as CD-ROM
{eompzet dige read only memory) disels). Ao, that ol provider(s) provide,
when possible and so reguested, all roguested data iy ASCIL comma sepayated
values {esyd, or fxed lenpth (S0 formal. Only whiore this is not poessible, to
provide mformation in dark, clesn tvpeface, machine-seanable/Ontical
Character Recopnition (QCRY interpretuble hardeopy. This includes ihe
Vaxing ol sy gecessary veguested records at the highest possible guality
setting. Also, that AT&T, and/or any oiher felecommuuications/communications
3 iderfecmrior who may possess the reguest information such as » vomudng
carrier, reens confideniial the existence of this Seavel Warsant, wnless and uutil,

thix Search Warrant js superseded by 2 comt of competent jurisdiction,

Which have been used in the commission or constitute evidence of the offense of

Agegravated Badiery

Yo are further commanded to make a return to me, or any Court of competent
jurisdiction with an inventory of the instnunents, articles and things seized, if any.

G 916

. . . . .y Lo
Your suthority to execute this warrant shall expire 96 hours after’ ¢
. 2013,

PLedy A [Besd ™

Judge

{Caurt originel}

Fa% We 5093433910 T
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EXIGENT CIRCUMSTANCE REQUEST FORM

*** Agency fax coversheet with logo must be faxed with this form. Please fax to (813} 801-8863**~

PLEASE PRINT OR TYPE )
LAW ENFORCEMENT AGENCY CHICA R FOLIC 2 PEPALTIN

AGENCY ADDRESS 292 57’:’3 A, FlLLmolE f"mma;& f{, 04 7Y
AGENCY PHONE # Wgﬁ)gwjf _ AGENCYFAX#H 3] = PYfe-7IDE
REQUESTING AGENT'S NAME ]
REQUESTING AGENT'S TITLE
AGENT’S CALUBACK #
SUPERVISOR'S NAME

L QPFFIEER. BADGE/}Dﬁ . -
GOVERNMENT E-MAIL L HIGHEEE G
SUPERVISOR'S PHONE #  979-7¢//.- 7942 CRE

SOT SACK COSTA

I hereby certify that { am a member of the above named law enforcement agency and have been granted authority by
that agency to determine and declare an exigent circumstance involving:

immediate danger of death or serious physical injury to any person,
b) conspiratorial activities threatening the national security interest, or
¢} conspiratorial activities characteristic of organized crime

{ understand that the decision to provide T-Mobile information or services is at the discretion of T-Mobile. {also
understand that T-Mobile may receive cost recovery for certain services as determined in my telephone conversation
with a T-Mobile representative. If it is later determined that one or more of the above conditions does not exist and my
request is not covered by an appropriate legal demand, | understand that | may be held liable for civil and/or criminal
penalties either as an individual, as an organization or both. By signing this form, | certify the information herein is true

and correct.

The emergency whsch exists is as follows: DA pT¥ FRLIcE PEECE gils RETZa) Jad (RITICAL.
Condricen f{; NI TR o) wiAS T &), jjﬁ)i‘) O TR EYE T2
KLl P THE aa@j;zﬁ VY

T-Mobile Phone Numbers or Customer Names Involved:

At this time, the urgency of the situstion {and/or other factors) renders it unfeasible to obtain a search warrant or
probable cause court order. However, | am requesting that T-Mobile USA provide the following records and/or
service(s) [Please mark all that applyl:

3

Call Detal Records {within the g
Real-Time Location of the Mob

48 hours)

™ et
LEVICS

i

W,}iw Current Subscriber information
% Call Detail Records with Cell Site
Information {within the past 48 hf}urs) {£911 Lecatorn) £
o Other, please specify: frAGE siniz LS fRe15100) LECATI on) JRFpAmATIon) 1o THE FoLloidns T
LED, SIHPITZEHICRG0 Fpiits . LRE ;,i —5& [y AP eI 8, oA L | SHCE, (OSTHE
CHeAGH it e

o O
acation information




Sprint Legal Compliance

6480 Sprirt Parkway, 2™ Floor

Overland Park, K5 66251 Electronic Survelllance
Office: {BO0) 877-7330

Fax: (816) 600-3100

MANDATORY INFORMATION
FOR EXIGENT CIRCUMSTANCE REQUESTS
Agency cover sheet must be faxed with this form
Call Sprint Corporate Security before faxing this form.
Fax all requests to Sprint at 816-600-3100
Emergéncy Contact: 1-800-877-7330 Press Emergency Options

EENDLLASE PRINT %%
LAW ENFORCEMENT AGENCY {;,Lsa) [HICAGAH ;ﬁf;g JOE ,j’f;‘}?fj FAET

ADDRESS OF LEA LY al. /g,gg&ﬁ?ﬁ =
PHONE NUMBER OF LEA _ % Mggx 7 FAX #

AGENTSTITLE &Qlame - I eaceEY IR
AGENT'S E-Mail HIED (PAACE ¢ OAE
SUPERVISOR'S NAmggr,_frﬁ CF CrsT A SUPERVISOUR'S PHONE # /2 ~7% - 7329
1 hereby certify that I have been granted authority by the above-mentioned LEA to
determine and declare an exigent situation involving:
immediate danger of death or serious bodily injury to any person;

b) conspiratorial activities characteristic.of oiganized crime;

g} animmediate threat to a national security interest,
Below is my description of the exigent situation that requires Sprint Nextel to
respond immediately {please inciude the Sprint phone number or any other
relevant information):
SPRINT PHONE NUMBER or CUSTOMER NAME:

EXIGENT DESCRIPTION: A2aWsn AT f}.ﬁ};)& "’,ffﬁ”f,a OFFIER. WiTH LET AP 10
(AITIHAL. (oA TIo. “Teo. WEREDD) B8y THAGBIZNED 56 joili. FThen

I am requesting that Sprint Nexte! provide the following service(s) (mark all that apply):
X subscriber Information
Call Detail Records with cell site inforrnation (within the past week)

(Ve
,,,,,,, X Historical Location Information (within the past 14 days)
o {*Only available for COMA Sprint PCS phones*)

A% Precision Location of mobile device (GPS Location)
NOTE: Law Enforcement Agent MUST call for each GPS attempt.
Real-time audio interception {wiretap)*
Real-time Pen Register, Trap & Trace *
Other, please specify:

* You must have access to CALEA deilvery capability with Sprint.

% Pursuant to Title 18 United States Code §2518, §2701, and §3125 alf electronic surveillance assistance
will terminate If the appropriate legal demand or customer consent is not received within 48 hours. The
valid lega! demand or customer consent should be faged-toSurint.

3?%’“% ATURE

s

e ”sz;i;ﬁ iz frue and correct,







Fax Server 89/7/2013 1:02:28 AM PAGE 2/002 Fax Server

1398624, 9/7/2013, BSS
Please call 1-800-635-6840 for processing of this request
Faesimile 1-888-938-4715

AT&T EXIGENT CIRCUMSTANCES FORM ~
TRANSACTIONAL RECORDS WITH/WITHOUT LOCATION

ATTENTION: Please complete all four steps below

From: CHICAGO PD 60624
{(Name/Law Enforcement Agency)

Re: Wireless Number: _

Step 1) Insert Brief deseription of facts showing exigent circumstances (Attach additional sheets if necessary)

Colice OS5 e i"'[% CAL _pun% . Car 1&(‘!&/?@ A/a»«u b V£\ Z)S
(l (W 3 CK{/“ QL\.‘O‘V"E‘-" 2 \\

Step 2) What information is required from AT&TT (Check all that apply)

Subscriber :

Call Records O

Call records with location 88 . )

Date Range and Timnes of Call Records 6 SE?{;«}' Joj%,  Aaeh g g?f ﬁf_.,a?f'_

x . v s e B
Precision Location (Mobile Locator Tool) 5 ~ )
Bmail address for ongoing precision location updates ri . l,- ‘‘‘‘‘ l-l-

Other (Please Describe) i

Step 3) Handwrite or type the full namme and tle of the sworn law enforcement officer who is making this request:

Mame:

nte: & oliee O ficer—

Step 4) Date & Sign:

REQUESTED this 1 day of _*

Note: Please make sure all four sieps are complete
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Records
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Cansrens oy

A

Operation = {'9()1%)5

R s o yeNes  rAMRARYC s o

Date Opened {1/26/2010

ki et et - SRS

cuten Sepmmvecs

Date Closed §4§21f2

area | Morth

| Type State

Omstrict 1025

£

H
{ gty

| Status | Closed

Beat 12533

11/11/2010
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f crack cocaing from target in investigati
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s [ EditLayout

OPERATION M B
B smecrresort ]

 SELECTREPORT

,

Trigger fich was conduched in the area of target home,
Surveillance, traffic and street stops conducted of subjects related to investigabon,
I B

i

%

| 13/30/2010

pinia 503 v miineen

Traffic stop of target Jfffwas conducted for Failure to

193

target new phone,

6590

(ot

‘ {%2120 10

1 HMsE IR

193

s
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ced on vehide, Covert calls placed to

Plan was fbrmu!abad to conduct a con
after

63550

on

trofled purchase of .25 oz crack cocaine from tanget
was surveilied leave his home, UCO was able to persuade [l to allow UCO to conduct transaction with
for JJij~here controfied purchase scoured.

06O Gisced “irgent cai to JJ for controfied purchase
instructed UCO to wait

mate | 12/3/2010

Tréggerﬁsh'm& cdn&)ébed inarea o
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MEIDMIN %,

6550

RS oo 5

Lopwrght

W0 aed | Bowee o]

o
%

g Depertmant D00

I
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108 - Chicage Police

Depariment

Reourds

Show A Mew Begond Delvte Recond Fired

. 1/3274 o . .
Fa;wad {Unsorted) @ @ w i% ‘

i

St

AlER] | Preview |

syaubi DDA Detad

Date

Yk 1D

Sublinit

RO

Relsted Raid Number
Charge

Ansink Type
Location
City

Thstrict
Qfficar Star

Sumaasry

Amenrd Dutails: Crosteds

1271172010
193 Yeun 6550

HS-656317

Tachinical Assistance

Chicago State  iL

010 Beat , Area

- I

Asssted Area 4 DD in Aggravated Kidnapping investigation in 010, Provided techn

covert surveilnce to locate victim and offenders in incident. Located offender in
Chirage as well. Evidentiary tems were recovered including 2 weapons, duct tape at

ical support to include pinging cellular phones, stngray and

% based on cellular ping and second offender in

icago offenders location.

N [ Edtiayout
DETECTIVE DIVISION ASSIST a2 B
Reports .., SELECT REPORT el

Sopyriatt @ J00%.2010 Chucage Police Depariment QG0

00 el Browse  w| ¢

IRAAHA010 12:10:08 P Record Modified:

1274372040 111728 PM
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summary Team members met with tech lab regarding Pen Register associated with this Homicide. Tech lab members conducted tngger fish in the
suspected area of offender. Tech lab results were consistent with Pen Register and team members investigation thus far.

Lecord Detollss Croated: ] 72172017 1:21:39 AM  Record Modifiad: ] 7/21/2012 1:24:45 AM
~opyrintt & 2008-2010 Cincago Police Department OCD -
100 led | Browse v ¢ )




i oa-g

Showe B . New Recesd  Delete Recond %’w%@:ﬂ

St

JR—

Q-

il (e | Preview |

Date

Yt 10

Sublnit

_ RO
Relsted Raid Number
Charge

Ausint Type
Location
City

District
Officer Star

Sumnmry

/2012012
193 Team 6510

HY319005

Identified Offender

Chicago State HL
a8 Beat Area
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CHICAGO POLICE DEPARTMENT

CASE SUPPLEMENTARY BEPORT

3510 8. Michigan Avenue, Chicage, Hiinols 80653

"r 138 by Chicago Police - Burgau of Investigative Services Porsonnet Only)

HS656317

Case id : 7644038
Supid: 8547628

CABR333

Sl ’“QF{EQ ‘PE (&EQ&&?‘ A?ﬁi‘é PR@SECQ?@N}

DETECTIVEISUR. ABPROVALCOM

rfense Ciag;ﬂi}fgam/ﬂe C‘“ﬁf{’fﬁf}m { 1UCR Code Qnginar Oﬁense Classmcaﬁcn ...... HICH Cote o
HOM ICIDE / First Degree Murder 0110 BATTERY / Aggravaied Handgun 041A
Address of Qccurrence S Beat of Occur } No of Vil NoofOffenders | Noof Arrested SoRYe
Location Type ’ Location Code -§ Secondary Location Hate Crime
Apartment © 090 No
DateofOcgurrence Unit Assigned  § Daste RO Asrived : Fire Related? ! Gang Related? ‘Domestic Relaled?

{11-DEC-2010 168:07 NO

FReporiing Officer
GARCIA, Marco

Approving Supervisor

Primary Detective Assigned Star No

GALLAGHER, Daniel

HILL, Donald 21426

Date Submitied
20-JUN-2011 09:53

; Date Approved

Assignment Type

TBO-JUNC2011 06'57

CEELD

THIS IS A FIELD INVESTIGATION CLEARED OPEN (ARREST AND PROSECUTION) REPORT

VICTIM(S):

OFFEND

5‘“5“3

H{S

S

Male / White Hispanic / 45 Years

pos:

DESCRIPTION: 5'07,190,Brown Hair,
Complexion

EMPLOYMENT: Contractor

SOBRIETY: Unknown
OTHER COMMUNICATIONS:

Cellular
Phone:

ssn: N

OTHER IDENTIFICATIONS: Type -
Type -

ALIAS:

Male / Black / 38 Years

£208:
DESCRIPTION: 607,
Complexion

RES:

TYPE:

183, Brown Hair, Short Hair Style, Black Eyes,

Individual

Short Hair Style, Brown Eyes, Light

- In Custody--
.

PR S

Dark

D o D RAAISLONNE
it )_a§g by RE A FE P
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DETECTIVE SUP. APPROVAL COMPLETE

OTHER COMMUNICATIONS:
Cellular PEMAIL
Phone:

ssn: I

iR#: CB#:

SID#: FBl #: -

RELATIONSHIP OF VICTIM TO OFFENDER:

I - Unknown
GANG INFORMATION:

UNLISTED CRIMINAL ORGANIZATION: Vice Lord
GANG IDENTIFIERS:
ITEM USED:

W
I ~ In Custody--

Maie / Black / 38 Years
DOB:

DESCRIPTION: 6'04, 225, Black Hair, Short Hair Style, Brown Eyes, Dark
Complexicn

RES:

OTHER COMMUNICATIONS:

Cellular PEMAIL
Phone:

SiD#: FBI #:

RELATIONSHIP OF VICTIM TO OFFENDER:

I - Unknown
ITEM USED:
Weapon
-- In Custody--
ALIAS: !
Male / Black / 34 Years
ooB:
DESCRIPTION: 604, 250, Black Hair, Fade Halr Style, Brown Eves, Dark

Complexion
RES:

OTHER COMMUNICATIONS:
Cellutar PEMAIL
Phone:

S5N:

iR#: B #
SiD4: FRI #:

RELATIONSHIP OF VICTIM TQ OFFENDER:

2

. - D imtert Dy Al
2 i 17 Printed By: ALY/
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VICTIM INJURIES

VEHICLE INFO:

LOCATION OF
INCIDENT:

DATE & TIME OF
INCIDENT:

DEATH INFORMATION:

AUTOPRSY
INFORMATION:

- Unknown

I
I - Unknown
GANG INFORMATION:

UNLISTED CRIMINAL ORGANIZATION: Vice Lord
GANG IDENTIFIERS:

ITEM USED:

Weapon
Type Weapon Used Weapon Description
Laceration Knife/Cutting Instrument Other - Unknown
Blunt Force Injury Hand/Feel/Teeth/Etc. Other - Unknown

EXTENT: Minor

Injured by Offender

AUTHORIZED BY: M.E. Kerney # 4
PHYSICIAN NAME: Dr. White

Automaobile, 1995 / Chevrolet / Unknown / Jeep, Blazer, Carrvall Etc. - Vmo Must Be Tk

Victim's Vehicle

vin: [

YEAR (RANGE): 1995
COLOR(TOR/BOTTOM): Red/Red
IDENTIFICATION MARKS: Black Pinstripe Both Sides

owner: NG
rpossessor/user:
LicensE: I assenger Car, 1L
EXPIRES: Apr-2011

REASON: Hold For investigation

090 - Apartment
11-DEC-2010 13:45 - 11-DEC-2010 14:45

I it

DATE OF DEATH: 14-DEC-2010 02:00

PROMNOUNCED BY: Dr.White

on 14-DEC-2010 02:00

AUTOPSY DATE: 14-DEC-2010

PERFORMED BY: Dr. White

CAUSE OF DEATH: Blunt Force Head Trauma/ Incised Wound
MEDICAL EXAMINER #: 235 DEC 10

identified Through investigation

d By: ADAMIK, Jeffrey ( PCOGO90 )
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Admitted to Crime
MOTIVE: Financial Gain

identified Through Investigation
Admitted to Crime
MOTIVE: Financial Gain

identified Through Investigation
MQOTIVE: Financial Gain

WEATHER AND WEATHER: Light Rain

LIGHTING: TEMPERATURE: 36
LIGHTING: interior
LIGHTING SOURCE: interior
DISTANCE: Interior

MOTIVE CODE(S): Kidnaping
CAUSE CODE(S): Dna
METHOD CODE(S): Dna
CAU CODE(S): Gang Related
VEHICLES TAKEN: §Uf$;;ﬁi3biia, 1895 / Chevrolet / Unknown / Jeep, Blazer, Carrvall Etc. - Vino Must
e
T Evidence
vin: - [

YEAR - YEAR RANGE END: 1995

COLOR (TOP/BOTTOM): Red/Red
{DENTIFICATION MARKS: Black Pinstripe Both Sides
owner: NG

rpossessor/USER: NN

LICENSE: - Passenger Car, 1L
EXPIRES: Apr-2011
REASON: Hold For Investigation

OTHER PROPERTY PROPERTY TYPE: CELLPHONE
TAKEN:

U.8. Cellular

owner: NN
possessor/user: [T
VALUED AT: $100.00

GUANTITY: 1

PROPERTY TYPE: CELLPHONE

Cricket Celiphone
OVWNER:

Printed on: 28-MAR-2016 13:47 Page: 4 0f17 Printed By: ADAMIK, Jeffrey ( PCOG290
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S rossessoruser: |G
VALUED AT:  $100.00

QUANTITY: 1

U.S. Currency

OWNER:
POSSESSOR/USER:

VALUED AT: $18.00

VEHICLE(S) Automaobile, 1995 / Chevrolet [ Unknown / Jeep, Blazer, Carrvall Ete. - Ymo Must
RECOVERED: Be Tk
Evidence

viv: - [

YEAR - YEAR RANGE END: 1995

COLOR (TOP/BOTTOM): Red/Red
IDENTIFICATION MARKS: Black Pinstripe Both Sides
owner: NG

rpossessor/USER: [IINENGEEE
LICENSE: - Passenger Car, IL

EXPIRES: Apr-2011

REASON: Hold For Investigation

VEHICLE THEFT Vin Verified
RMATION: Doors Were Locked

PERSONNEL Detective/investigator
ASSIGNED: GARCIA, Marco A #21408

HILL, Donald W #21426

Reporting Officer

AZZARETTO, Brian M # 7041 BEAT: 1012
CRIME CCDE 0110 - Homicide - First Degree Murder
SUMMARY: 0910 - Motor Vehicle Theft - Automobile

4220 - Kidnapping - Aggravated

041A - Battery - Agaravated: Handgun

IUCR ASSOCIATIONS: g i { Victim )
{ Victim )
{ Otftender )

( Victim )
{ Cffendear )
4220 - Kidnapping - Aggravated

{ Vietim )

.
H

{ Offender )

oy

[Victim)
{ Oftender

{ Offender)

FPage: 5 of17 Printed By: ADAMIK, Jefirey { PCLGHY0
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—NCIDENT NOTIFICATION: NOTIFICATION DATE & TIME: 12/11/2010:163100

REQUEST TYPE: Notification
PERSON NAME:  Mary

v LADENT NOTIFICATION: NOTIFICATION DATE & TIME: 12/11/2010:164000

REQUEST TYPE: On Scene
PERSON NAME: Marco,Garcia
STAR#: 21400

INCIDENT NOTIFICATION: NOTIFICATION DATE & TIME: 12/11/2010:164000

REQUEST TYPE: On Scene
PERSON NAME: Donald,Hill
STAR#: 21428

INCIDENT NOTIFICATION: NOTIFICATION DATE & TIME: 12/11/2010:183000

REQUEST TYPE: On Scene
PERSON NAME: ,Dunigan
STAR #4047

INCIDENT NOTIFICATION: NOTIFICATION DATE & TIME: 12/11/2010:184000

REQUEST TYPE: Notification
PERSON NAME: |Clay
STAR #: 12871

"NCIDENT NOTIFICATION: NOTIFICATION DATE & TIME: 12/11/2010:184700

REQUEST TYPE: Notification
PERSON NAME: ,Obrien
STAR # 5834

REPORT DISTRIBUTIONS: No Distribution
INVESTIGATION:

{ i e | 5? i
B omity members to Beat 1012 stated they were currently on the
way 1o Area Four Detective Division with and || N -

THIS REPORT SHOULD BE READ IN CONJUNCTION WITH ALL OTHER REPORTS
SUBMITTED UNDER THIS RD#.

PLEASE SEE OTHER CLEARED OPEN SUPPLEMENTARY REPORT FOR SPECIFICS
REGARDING THE FORMAT SECTION.

Narrative:

R/Det's were assigned this investigation by Sgt. GUZMAN #1725 of this command as an immediate
follow up to a Kidnapping that just occurred in the 010th district. R/Det's were made aware that a
second victim was currently in the 010th district with beat 1012, P.O. Sanchez #9621, and P.O.
Azzaretio #7041,

R/Det's spoke o beat 1012 who related they were currently in the 010

Upon arrival to Area Four Detective Division beat 1012 P.O. Sanchez #9621 and P.O. Azzerelio

; : WAL {5 AT AT [ryeene ~ - eirtesrd D AT A
rinted onr 289-MAR-2016 1347 Page: 8ol 17 Frinted By, AD/

A1t [P s IO A
;z:’ig z}{:%géj{j‘}; L COEhu0 )
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#7041, related the following in essence and not verbatim.

‘Beat 1012 related they were dispatched to a call of a "Kidnapping" that just occurred at 4158 W.
Cermak Rd. Beat 1012 stated they relocated to 4158 W. Cermak and were notified by OEMC that

the victim was currently in the 010th district. Beat 1012 related they relocated to the 010th district
and spoke to* who related the following in essence and not verbatim.

Related on Dec 11, 2010 victim receaved a phone ca

black inquiring as to the availabil a’{y of victim rental mperty atW
llinois. The victim received this call from a cell ihone i informed this
unknown male black that he is not currently at was available to sh
property. stated that a male black never came to the house to view the apartment.
stated that later returned to and a short time iaterﬁ received

another cell phone call from the same unknown male black and this male requested that he now be

allowed to view the apartment. tated that [l 2¢vised this male black that he is at the
apartment and can show the residence himself.

B oG he was inside of the 1st floor rear apartment at I - fling floor tile inside
of the kitchen pantry when he heard several male blacks and a female black inside of the apartment:
speaking with stated he then heard [ state "hey, hey, hey" at which time
wknown male black confronted rom behind and stated "shut the fuck up, don't movel"

stated one of the male blacks restrained him with Duct Tape and then dragged him from the
kitchen and placed him inside of a tub in a bathroom. stated that while he was being dragged
into the bathroom this unknown male black struck him in the head with a handgun. This male black
now kicked NIl and stated "I told you not to move". [Jllstated that Wemearcﬁ the
unknown male black state to | that they wanted $500,000 dollars. stated that
I colicd *! can give you $1,000". -stated he heard this male black state "you think I'm
crazy? | want my $500,000!" stated he could hear victim | being beaten. R
was then heard yelling believed that was bemc restrained with duct tape

because of the sound of the tape being unraveled. stated thai is the second floor
ienant at

-sia‘{ed he heard [ orunting as if he was being beaten. M stated that this grunting
continued for approximately 25-40 minutes. One of the unknown male blacks then stated "where's
the bleach?" “staﬁed that he no longer heard anyone in the apariment and believing
that the offenders had left free himself from his restraints. I siated he left the
residence (identified as the brother-in-i

apartment and walked 1o
_ihen called vsct;m wﬁe and

then drove to the 10th district police station and reported this crime. -stated he had nothing
further to add and this interview was ended.

Atter speaking to I R/Det's spoke to — _ vho related the

3
Fonit o & o o omnird eyt ve f;'\ ¥
?&;?3%5;?&‘; in essence and not verbalim.
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_ did not understand this person and gave the phone to her son |[v/4/16) to transiate. T
stated that the caller, believed to be a male black, demanded $500,000 dollars within two

urs for the safe return of urther related that his father got on the phone
.ad stated in Spanish "Estoy Bien" which means "I'm fine". related he then handed his
motherihe phone when the line became disconnected. R/Det's were provided with the
victim's cell phone number and service provider, U.S. Cellular. R/Det's ended the interview at this
time.

R/Det's contacted U.S
the victim's cell phone

. Cellular and SEake to agent NI 26 requested the Mudds and Tolls for

do to exigent circumstances.

At 19:17hrs, R/Det received E} fixed copy of the call log from victim's cell phone. R/Det then re-
contacted U.S. Cellular agent and asked her of the last location for the

qcen
phone. JJl-ciated they could not give up to the minute location of the cell phone but coul reiai

the last cell tower where the signal was received, which was in the area of
-in Chicago.

R/Det's notifed Gang Investigations Section, Patrol Division personnel and assisting detectives of
the information received from U.S. Celiular agent [JJJi] R/Det's related the last location the
victim's cell phone made contact with a cell tower was in the area of the H/Detl's
requested grid searches be conducted by assisting units, within the area o and

for the victim and his vehicle. The vehicle was described as 1995 Chevrolet Blazer

red in color bearing Il license ptate-

Ipon reviewing the cell phone calls, R/Det noted one phone _{NKA phone used b
JHender ﬁ, had called victim [l tvice. at the approximate times victim i
related his boss, victim [l had received the two calls from a prospective renter.

R/Det determined the carrier for cell phone— was Boost mobile which is managed by
Sprint Corporation. R/Det contacted Sprint Corporation and requested these phone records (Muds
and Tolls) based on the exigent circumstances.

On Dec 11, 2010, R/Det faxed a request to O.E.M.C. to perform an All-Call broadcast notitying all
Chicago Police Department Units they should be on the look out for the victim's vehicle, recorded
under AMFN #104061. R/Det's then contacted the LLE.A. Q S. desk and requested the victim's
information and vehicle information be entered inio L.E.A.ID.S., which is recorded under #525863.

ec 11, 2010 at 19:21hrs, R/Det received the telephone records from Sﬁrint for ceii—

Upon reviewing the records the R/Det observed the caller from the used the
*87 function to block his telephone number when he called the victim's cell phone on both
occasions. R/Det also observed the user of cell immediately prior to and after

speaking with victim Il cated telephone N (NKA cell phone used by offender
, detaiis of the calls are noted below with times.

Qﬂ Dec 11, 2010 user of cell NG :cc e following telephone calls.

300 hours called (KA T ohone)
1 é@*: hours calied (victi m. phone)
1306 hours called {(NKA phone)

Printed on; 28-MAR-2016 13:47 Page: B of 17 Printed By: ADAMIK, Jeffrey { PCOGSS0 |
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1335 hours called
1340 hours called icti phone)
-1341 hours called

R/Det during fu i ction of the phone records of— observed the user had
Wmumple times during on Dec 11, 2010. R/Det then noticed the user of cell

had called the viglim e. A possible connection was then established
between the users of cell phonesWand B -/Det then checked the cell
phone and learned it was also a Boost mobile cell phone which is managed by

Sprint Corporation. R/Det re contacted Sprint agent nd ordered the cell phone records
for as part of this investigation due to the exigent circumstances.

llular agent- and asked her of an

On Dec 11, 2010 at 19:43 hrs, R/Det re-contacted
related there was no change in the last

update on the location for the victim's cell phone.
location she had given.

R/Det's contacted units from Gang Investigations, Patrol Division and assisting detectives and were
notified the grid searches for the victim and his vehicle had not yielded any leads.

On Dec 11, 2010 at 19:48hrs, R/Det spoke with Sprint agent -who "pinged"” cell-
and determined the phone was in the area of Parrish Ave and Cleveland Street in
Hammond, Indiana.

On Dec 11, 2010 at 21:05hrs, R/Det received the cell phone records (Muds and Tolls) from Sprint
agent NG o P A review of the phone records determined the
subscriber name used is |l with the generic pay as you go blanket address for Boost Mobile
P.O. Box 54988, Irvine California. The subject using cell phone_aned the victim two

times and then immediately called the subject using cell phone —detai!s of the calls
are noted below with times.

The following calls were made on Dec 11, 2011,

At 10:14 hours subject using—caned victim ||
At 10:15 hours subject using called subject using

At 1302 hours subject using calted victimjJLA
At 1306 hours subject using called subject using #

s

R/Det's were notified several hours later from units of Gang Investigations, Patrol Division and
assisting detectives that their grid searches for the victim and his vehicle have not yielded the victim,
his vehicle or new leads at this time,

Special Agent (S.A) N. DOORLEY and TFO PIERSANTI from the Federal Bureau of Investigations
task force arrived at Area Four Detective Division to aid in this investigation. Special Agents from the
FBI were debriefed in regards to the status of this investigation and missing victim || Nl i

On Dec 11, 2010 at 22:05 and 23:30 hrs, R/Det's re-contacted Sprint agent or a
current location{the phone was pinged) for subject using and learned they was no
change in the location of the phone which was in the area of Parrish Ave and Cleveland Street in
Hammond, Indiana.
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At 22:30 hrs, S.A. Sean Burke telephonically contacted the deputy A.U.S.A. Renato Mariotti, and
advised A.U.S.A. Mariotti the details of the kidnapping to date. S.A. Burke reguested exigent
~ircumstance approval for pen registers on the following cell phonesﬁ ,

U.S. Cellular phone*target Sprint phone number and Nextel
boost phone number | At 23:12 hours AUSA. [I-ontacted SA 2
advised that the pen register had been granted by Deputy Assistant Attorney General Kenneth
Blanco.

On Dec 11, 2010 at 23:30 hrs, F{iDiii ri-ioitacted Sprint agent | for a current location

(ping phone) for subject using The results were a fail. Sprint agent
then told the R/Det's to wait on the line and he would "re ping" phone to double check it and the
phone was located in the area of 1800 -1900 S. Christiana.

S.A. DOOLEY and T.F.O PIERSANTI! advised the R/Det's they did not have their technical
equipment and team to assist at this time. S.A. DOOLEY further related it would take several hours
Wch team to arrive and assist in locating the cell phone signal of the target phone

R/Det's advised S.A. DOOLEY and T.F.O PIERSANTI that the Chicago Police Deparnment
(CPD) Tech Lab personnel and equipment were present at the Area to assist.

On Dec 12, 2010 at 00:15hrs, R/Det's re contacted Sprint anor a current location
(ping the phone) for both subject phones _and and learned their was no
change in their locations.

Due to exigent circumstances and believing victim |l was in grave danger, S.A. DOOLEY and
TFQO PIERSANTI, along with CPD personnel (Tech Lab, Area Four Detectives and members of the

«ang Investigation Section) re located in the area of target phone I Chicago Police
Department Gang Intelligence Units and F.B.l. personnel were able to identify the cell phone signal
for phone was coming from At 0113

hours on Dec 12, 2011 C.P.D. personnel along with F.B.l. personnel secured the residence Located
at The h cell phone was located in the
pocket of

stated he had used his wife's cell phonew
o pick up his cousin earlier in Chicago. Based on the information et's
established in this investigation and NG - ccd io assist B/Det's in
this investigation and voluntarily relocated to Area Four to assist in the safe return of

On Dec 12, 2010 at apprcximate!i 02:00hrs,

I - - -
Area Four Detective Division.

is placed into interview room D" and —is placed
into interview room "E" by Sgt. BOCARDO #857 and Detective SWIDEREK #20130. The following
statements are in essence and not verbatim.

Related he used cell phone | I -ccause his cell phone is out of minutes,
related he called a "Mexican” guy about renting an apartment in the area of 1800 5. Karlov on

. S <'2tec he can't remember the guys name but thinks it's [ ENEGEG—_z6zc
< B ¢ s sure on the name when states the name
he victim's first name). R = ics knowing anything further and the

"y

Printed By: ADAMIK, Jefirey { PCOGSS0 )
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Sgt. BOCARDO #857 and Detective Swiderek # 20130 interviewed | ||| Gz o reaec

the following in essence and not verbatim.

Wwas at a house at Cortez and Cicero waiting for his un

refated -uvas going to pick up him and his girlfriend and drive
them to il residence in lndiana&related he and were going 10 work security
at the house for a party. Il stated he called his mother to inquire if she could get a hold of her
brother (his uncle |} At approximately 16:00 hours I arrived at his house and picked
them up. I stated they then began to drive to Hammond Indiana. stated as they drove
to Hammond he overheard s cell phone conversation, stated "the Mexican lady
doesn't speak English. We need someone who speaks Spanish to speak to her.” [ llllstated he
then heard state "the deal was for him to get $50,000. | didn't stand in tWor nothing".
B Oclicved I was there when the Mexican man was kidnapped. stated that
B ccived another phone call and he overheard il stated he had thrown the "Mexican's
keys and cell phone battery out the window". then spent the next several calls attempting to
assist the subject on the phone with communicating with the victim's wife. [IIlhen related these
guys can't do anything right. stated he had nothing further 1o add and this interview was
ended.

{o arrive.

Based on the interview with STIDWELL, Sgt. BOCARDO #857 and Detective SWIDEREK returned
to interview room "D" to speak with|j|  EGcB

On Dec 12 2010 at 02:40hrs, Sgt. BOCARDO #857 and Detective SWIDEREK advi {
his Miranda rights and that he was under arrest for the kidnapping of

denied any involvement and re iterated the same statements as previously related to Sgt.
BOCARDO #857 and Detective SWIDEREK.

On Dec 12, 2010 at approximately 02:00 hrs, Detectives [JJJljand along with _assisting
detectives from Area Four relocated to the area of 1900 S. Christiana to meet S.Ahand his

team while they were trying to pinpoint the target cell phoneli N

R/Det's were notified by S.A. -that S.A. l—iocated the target cell phone-
I coming from a multi unit apartment building at ||| G e further investigation from
_ it was determined the signal was not emitting from this

inside the building located at

building. S.A. _then relocated next door to an identical apartment building at
S.A. was then able to narrow the signal down to four apartment units within
the building. mwas able to determine the strongest signal was emitting from
apartmentfjMovement was heard inside the apartment and officers repeatedly announced thei
office and pressed the apartment door bell. The apartment buzzer became stuck and an audible
sound was heard. The officers again received no response and fearing victim | I /e was ir
grave danger forced entry was made into the apartment.

Two subjects were located inside the apartment (NKA

who were subsequently detained. An immediate cursory searcn

apartment io locate victim| I was conducted with negative resuits. i ph

iocated in the back beadroom belonging o I follow-up cursory search was conducted by
a

i \
H ¥
officers o assist in the safe recovery of evidence that would lead officers 1o victim S.A
imor the waahi 3 el ik e s tard i $3 by A
-rﬂm:&: the washing machine running, which was located in the hallway. S.A.
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. gpened the washing machine and noticed clothing and a pair of men's work boots in the wash. S.A.
: _eia’ted the boots appeared to have red colored stains on them, consistent with blood
2ins and the water inside the machine was reddish in color. Further evidence of this crime located
.uring cursory search for victim revealed two blue steel semi-automatic handguns a large canvass

taundry bag, inside of this bag were clothes and a roll th the clothes and the Duct
Tape appeared 1o have fresh Blood stains on them. immediately placed in
custody and transported to Area Four detective division. oluntarily agreed to

come into Area Four detective division 1o be interviewed,

At aﬁﬁmximateii 03:30 hours at 3336 w — R/Det M. -aﬂﬁ Det R.

conducted an initial interview of | "he following is a brief
summary and not a verbatim account of the interview.

-tated she has known—f approximately eight years and they have dated on
and off over that time frame. R/Det noticed the Wwag exiremely nervous and asked her why
she was so nervous? Il cplied that while she was lving in bed sleeping she was awakened
by a lot of noise coming from the front of the a aﬁment,ﬁ stated she heard the buzzer going
off but thought it was an ex-girifriend of B i riher related ghe then began to get
nervous when she heard someone at the door knocking and observed Hfrantic!y
placing items into the wash machine. NIl further relaied she thought this to be unusual.
| FEIENE that Jlfiooked at her and told her to get back in bed and he quickly followed her
to the rear bedroom. I ated she still heard noise coming from the front room at which time
I si2ted "I'm going away for a long time and | love you.” IINIEEMM stated shortly after she heard
someone yelling "Police” [jifexited the room followed by her and both were detained. R/Det asked

if she would relocate with R/Det's to Area Four Detective Division to be interviewed

regarding this investigation. Jfacreed and was brought to Area Four Detective Division to be .
interviewed. '

The apartment was secured by Police personnel from Mobile Strike Force. While R/Det's retumned 1o
Area Four and drafted Search Warrant #10SW9458, for the residence located at

street, Apartment JJJJIChicago, Cook County, llinois. The above evidence and any additional
evidence will be listed in the format section of this report.

Detectives HILL and M. GARCIA while at Area Four spoke with Sgt. BOCARDO #857 and Detective
SWIDEREK who related in essence the statements given to him by

2, 2010 at 04:15hrs Detective Jacobson #20031 entered interview room "B" and read -
his Miranda rights. waived his rights and agreed to speak to Detective
Jacobson. The following is 2 summary and not a verbatim account of the interview.

related that he has lived at the residence atq approximately one year.
further related he has a residence in Brookfield, lllinois. stated that he went io a
basketball game at Westinghouse High School on Dec 11, 10 approximately 17:00 hrs.

watched the game with persons unknown. hot baskets after the game. INEMstated that
5 asketball. The F/Det observed an abrasion
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nvxé_went to sleep in the rear bedroom. related he was awoken by a large noise

t his front door. went to investigate and observed a large police presence in his residence.
ﬂs&a’ieﬁ that he did not know why the police came 1o his residence.

-stated that he has two cellular telephones w;th the assigned numbers of and
was shown a p

' hotograph of 'stated that he has
known sin was younger. ﬂcccas;onauy sees in the area of Latrobe
and Fulton where grew up. h related he calls _‘ his nickname.

_demed seeing B - - /ic today and statin to—"Baby I'm going away for a

fong time" when police entered his residence. was asked {0 submit to a Buccal swab.
ﬁ refused and invoked his right to remam silent at 11:45 hours on Dec 12, 2010. The
interview was ended at this time.

Detective SWIDEREK attempted to re interview -at which time he invokes his Miranda
rights at 06:05 hours.

The following is a re interview of — which occurred on Dec 12, 2010 at

approximately 10:00 hrs by Detectives D. GARCIA #20429 and SWIDEREK #20130.

stated on Dec 11, 2010, he was at his residence at with his girlfriend

‘ B siotcd ot approximately 11:00-11:30 hrs he went to "JB's" clothing store
with his ﬁ‘iendd B cicd after shoppin e clothes he arrived
home at approximately 12:15-12:30 hrs and stated | sister M(iater spoken with by
R/Det close friend of was at the house.

Lﬁtate’d approximately twenty minutes_after returning from the store his aunt -

called him to confirm th d-were still going to work security for her kid's

birthday party in Hammond, Indiana. Wstated he responded "ya" and that they needed an hour

to ﬁet ready old him to call her back when they were ready. |l stated

would pick them up. related that at approximately 13:45-

14:00 hrs he attempted to call his aunt back on her phone number a couple of times, but no one
answered.

ot he then called his mother JEIIII 2nd toid her to call his aunt to see what was taking
so long. I stated he and I waited around for quite awhile and at approximately 15:00 or
15:30 hrs he received a phone call from his aunt cell phone). answered the call, but
his uncle R vas the caller. stated related he was running late and would be
there in twenty minutes. I stated that didn't arrive until 16:10 hrs and he knew this
because he looked at his phone when pulled up in front of the house.

B staied he and [Jlfpacked an overnight bag and went out to | car
he sat in the fr Jﬁ% seal passenger seal and _ sat in the rear passenger side seal,

stated they drove west bound to Lavergne and south at Cortez. stated as they drove south
on Lavergne [ sicwed down by the alley reached intg the center console below the radio,
grabbed a set of keys and then threw them out the window. stated then threw what
he believed o be the back of a cell phone also out the window.

Sio

i

= Ts"

I 2 cc they then got on the Dan Ryan express way and headed to Indiana
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they dro

CWsana Darnell received a phone call from aunt asking if they were on their
way anciil tated the were.istated that received another cell phone call and
thing out of i mouth was "What, the bitch can't speak Engiish?"istated

he fi
ﬂto!d the caller on the phone to find someone who speaks Spanish and W(j the caller

if they had got in touch with the cousin and tell the cousin to piay his part. stated after
jung up he received a third call and [|JJJJlreard say "My cut was supposed to be
$50,000 and | was just supposed to come out, grab him and take him 1o the spot. | didn't come out

in the cold for shit.* The interview was ended at this time.

Detectives and Gang Investigation personnel continued to conduct grid searches for the victim and
his vehicle with negative resulis.

On Dec 12, 2010 at 13:00 hours Search Warrant #10SW9458 was executed at_
Apartment -Zhicagog Cook County, Hlinois. All evidence recovered will be listed in the format
section of this report.

R/Det's contacted the Cook County Felony Review and speak with Assistant States Altorney

Thomas Sianis and advised hi he facts of this investigation. A.S.A. Sianis arrived at Area Four
and spoke with who memorialized her statement into to writing.

_ was asked if he would participate in a polygraph examine which he agreed.

On Dec 12, 2010 at 2300 hours Poly
performed the exam. During the exam
during his conversation with
Cuban because he was fighting with them". During the ride
window at 1007 N. Lavergne. The exam was ended.

miner BARTIK #3078 arrived at Area Four and

ated neyd ion about the incident in that
told him he had to “cut the
threw a set of keys out the car

On Dec 12, 2010, Detectives THELEN and De CICCO proceeded to the area of the 1000 block of
North Lavergne and observed the area covered in fresh snow. Detectives conducted a systernatic
search but were unable 1o locate keys. Deteclives contacted the Crime Lab and Beat 5804 F.L
HARVEY #10582 and Sgt GRANT #802 responded to the area. A systematic search was then
conducted with the aid of a metal detector.

On Dec 13, 2010 at 00:05 hrs, Crime lab personal located a key ring which contained several keys
and a vehicle's alarm remote (which was subsequently identified by victim's wifc] i | | N M =5
the victim's keys and car alarmy}, iterns were recovered and inventoried under #12198457.

Detectives HURLEY and D, GARCIA advised that they recovered the keys and showed
hirm a picture of the keys Darnick signed the piclure which was inventoried under #12292739.
then began to re tell the facts he previously old detectives and continued on and stated the
foliowing addilional information.

hung up the phone

taiking about hi

» they were driyg
08s heing wel
reached ¢

¢ ihen threw the shoe out of
inclow at approximately 63rd m{- i
sther shoe and threw it out the car window around 73rd sirect. [ NI ated that after
the shoes out the window and kept saying he walches too much "First 48."

astgted that while i
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-stated—ihen began to tell him what was going on. _stated "man, we just

grabbed a Cuban.” kept talking and said "We were at the spot and | left for a few seconds,
-and | came back and heard struggling and went inside and saw blood everywhere.” -stated
that went on to say that the Cuban had been struggling too much and they had to cut him.
tated when *We made a cutting motion with his finger going across his ribs
from the right back to the front. further related that Illllold him that he was to be paid for
grabbing the "Cuban" and taking him to the "spot'(a location to secure him for a while).
related told him that he grabbed the “iiiiiig" and ﬁut him into a garbage can and then put
the garbage can into the "Cuban's" truck. tated receijved another phone call and
talked to the caller about finding someone to communicate with the Cuban's wife.

B -tco after the phone caii-be

ﬁan to talk to him about what he was going 1o do with
his share of the money when he received i stated the rest of the ride to Indiana consisted
mostly of small talk.

stated when they got to his aunt's house in Indiana [ =
door with his socks on and walked inside while he and

followed him inside.
further related as soon as they were in the house

took off his clothes and placed them inside
a black plastic garbage bag and spun it closed. I sioied put on new clothes, grabbed

lighter fluid from under the sink, and went outside for approximately five to six minutes.
returned into the house without the bag of ciothes. The interview was ended at this time.

Approximately 09:00 hrs contacted —by telephone and asked
her 1o cooperate in this investigation. agreed and related she woul

d need a ride to Area Four.
At 1045 Hours Det. ANDRAS #21277 and Det. FIEDLER # 20532 drove fo Hammond and brought
I 0:ck to speak with detectives. ’

At 13:14 hrs Detective GARCIA spoke with —who related the foliowing in essence

and not verbatim.

R/Det askec-g describe her W{j details of Dec 11, 2010 stated on Dec
11th 2010 she woke up at home at - BRI was the only

other person al homa whe she woke up. further related that Darrick left the house o by
called around Tlam. lo see é?_amfii

some clothes when s aunt
wanted to go to Hammond, Indiana to work securily for a party. tated she would but needed
1o ask if he would when he got hame.i, stated around noon arrived at home

and called his Aunt and agreed to work the parly.
were

-stated a little after noon, her play sister came over for a few hours while the
getting ready and stayed afte/jjjjjjiliand I <ft. tated prior to leaving called

his Aunt back and no one_answered. stated | caled her cell phone again at
approximately ?SWané answered and told him that he would pick them up in
twenty minutes. s otc is Aunt's husband. [Jated the

hung out wailing for a while for to show up. stated a litile after 16:00 hrsi
called them and told them he was outside. -psiaiec% they got there stuff together and went

outside. IS ated when she went outside she observed leaning into the trunk of his car

but he closed it belore she got there. stated she sat in the rear passenger seal behind
and 5 he nassenger seat. Jtated that they pulied off and made a left

on Lavergne Street. -statas’;‘ they passed an alley between Cortez and Augusta Ave on
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. Lavergne Street when mmtated that she saw [ with a pair of keys in
his right hand, roll down the driver side window and throw those keys out the window. -stated

at asked JJlllwhy he threw the keys out the window and replied that they
seren't his. -tated that il 2'so threw out a part of a cell phone out ot the window.

-stated that they then got onto the expressway and started heading to Indiana. [ stated
while | JJllvzas getting on the expressway she over heard Il say to someone on his cell
phone "l don't have the keys, | threw them out of the window if you want them they past the alley on
Lavergne and Augusta il you wani them go get them." IINJiurther related while on the
expressway between 31st and 71st was saying that his feet were wet and he threw his
shoes out of the driver's side window. tated around the same time [l as on the phone
and saying something like "dude not cooperating, he better cooperate." NI stated after that he
was on the phone again and he was saying something about Cuban girlfriend or wife didn't speak
Englishﬁ_stated that han said "Well she don't speak English, say money, money, she
gonna understand that." also related that she heard iay the name IIIIcuring the
phone call Il aiso stated that she saw |JJJillcialing a few times and using *67 to hide his
number. [JJlfstated they kept driving and eventually arrived at %_and‘ house in
Hammond, Indiana.

-Stated after they got there- ran into the house without his shoes and when she got
insid took off his pants and [} saw him put his pants in the a black garbage bag. *
stated took the bag outside to the back yard and [l saw some fire. JJj said she
could see this because she was sitting in the kitchen near a window that faces the backyard. S
stated from her seat she could see the glare of the fire. {llllstated after this occurred

rent to sleep and she didn't really see him until later when he pushed a car into the driveway.
_tated the police came later and that's all that happened that night. |JJjrad nothing further to add
and this interview was ended at this time.

Detective Garcia advised Detective Hill that during his conversation with_he was made
aware of a potential additional witness named iand given her contact information.

On 13 Dec 2010 at 1435 hours while Detective GARCIA was walking -to the bathroom
began to ask Detective GARCIA about the investigation. Detective_GARCIA
advised [ he had invoked his 5th Amendment right to remain silent, at which time

related he wishes waive his rights and speak with detectives.-was returned to interview
room advised his Miranda rights _again_and he waived them| then related the victim's
cousin set the whole thing up. ﬂaiso stated he spoke to the victim || GTczNNG o
Wed De eet him to pick up an application at 1800 S. Avers about a rental property. On

\’ Saturdawelated he met the victim sometime in the morning at 22nd and Keeler to return
the application, and that was the last time he saw the victim. Interview was ended at this time.

-és then re-interviewed by Detectives CORLET L and MAT?AS_W@S confronted

about the fact that the victim's keys have been located. admitted 1o thro ;x;"s"sg them out the

window. Detectives then confronted about throwing his shoes out the car window.
admitted to throwing the shoes oul the window but stated he didn % hurt the victim
then related that the victim's cousin -ﬂ{} further information) set up the kidna F,mg.
further denied of knowing where the victim was, - \en invokes his Miranda rights.

nterview is ended at this time.

0
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R/Det's re-contacted the Cook County Felony Review Office and ASA Erik BASHIRIAN was updated

with the facts and additional withesses. A.S.A. BASHIRIAN arrived at Area Four. A. S A. BASHIRIAN
then memorialized the statements of and | vritino.

On at 16:04 hours R/Det HILL contacted

withws in essence and not a verbatim statement.

- related on Saturday Dec_d best friend —
residence. The residence is located at - related she was there
for several hours visiting. | leated boyfriend was also there. | related

that stated that she and I were going to |l Aunt's house in Indiana.They were
going to work security for a house party and that they were waiting for a ride from uncle,
who was running late.

by telephone, the following statement

related that at approximately 16:00 hours a car pulled up in front of the residence and -
and tated that was their "ride” and they left o go to Indiana. left a short time later.
Interview was ended at this time.

in the late afternoon of the 13th of Dec 2010, R/Det's were contacted by Special Agents from the

F.B.l. who notified the R/Det's with the following information. Special Agents had completed a
historical study of the cell phones used byh and and had found a possible

dditiong! target. The new unknown target was in constant contact with Offenders
during the commission of this crime. The unknown 3rd offender was using cell
Further details of the new suspect are detailed in reports by the F.B.1 Special Agents.

On Dec 13, 2010 at 18:00 hours ASA Bashirian approved charges agains’t-and at 18:07
hours ASA Bashirian approved charges against &‘or the offense of Aggravated Kidnapping.

T SHOULD BE NOTED THIS REPORT IS CONTINUED ON MULTIPLE REPORTS DUE TO THE
LIMITATIONS OF THE CHRIS REPORTING SYSTEM.

Report of:

Detectives D. Hill #21426
Detectives M. Garcia #21408
Area Four Detective Division
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CHICAGO POLICE DEPARTMENT

CASE SUPPLEMENTARY REPORT

—3510 S. Michigan Avenue, Chicago, llinois 80653

‘s use by Chicago Police - Bureau of investigative Services Personaal Only}

HV319005

Case i 8843844
Bupid: 9975170

CASR33Y

I~ "EARED/CLOSED|(ARREST AND

PPROVAL'COMPLETE " -

_ Dffenss Classiication/Re-Classifiaton 7 Gode WCRCode ...
HOMICIDE / First Degree Murder ’ 0110 HOMICIDE / First Degree Murder 0110 ’
| Address of OCoUlencs e 89"“"*0“?”‘ 4444 No of Victims NoofOffenders : MNoofAmested | SoRNo ..
7111 S WESTERN AVE . 832 1 1 1
Logation Type B { Location Gade _ | Secondary Location ..[ate Crime
Parking Lot/Garage(Non.Resid.) 277 No
Dale Of QOCUITENCE | eereese s sssesss o sisess e 9 nit Assigned 1 Date RO Arrived i, Fire Related? : Gang Related? iDomestic Related?
04-JUN-2012 22:25 0851R 04-JUN-201 2 22:28 NO NO NG
Reporting Officer i Siaf No H ‘;;;{‘wing Supenvisor L Slar No Primary Detective Assigned Star No
SIPCHEN, David 20714 PRUGAR, James 2048 MEDINA, Debi 21613
Date Submitted : Bate Approved Assignment Type
AR S B0 23APR20131603 ........................... i N

THIS IS A FIELD INVESTIGATION CLEARED CLOSED (ARREST AND PROSECUTION) REPORT

VICTIM(S):

OFFENDER(S)

TYPE:
Male / Black / 30 Years

pos: I

DESCRIPTION: 6'11,210,Black Hair,
Brown Complexion

SOBRIETY:
GANG INFORMATION:

Unknown

LISTED CRIMINAL ORGANIZATION:
GANG IDENTIFIERS:

-~ In Custody--

Male [ Black / 24 Years

pos: N

DESCRIPTION: Black Halr, Dreadiocks Hair Siyle,
RHES:

we: R c:+

WEARING: Top- Red Shirh Top - Red Shint
SELATIONSHIP OF VICTIM TO OFFENDER:

I X

Short Hair Style,

Individual

Brown Eyes, Medium

Gangster Disciples

e P B PN R W

inknown

~r
i
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VICTIM INJURIES

TRANSPORTED TO:

VEHICLE INFO:

- .TION OF
INCIDENT:

DATE & TIME OF
INCIDENT:

DEATH INFORMATION:

AUTOPSY
INFORMATION:

MOTIVE CODE(S):
CAUSE CODE(S):
METHOD CODE(S):
CAU CODE(S):

PERSONNEL
ASS'INED:

I
ITEM USED:
Weapon

Tvype
Gun Shot Wound

EXTENT: Fatal
Injured by Offender

Weapon Used
Handgun

- Unknown

Weapon Description
Other - Unk

Chicago Fire Department Provided First Aid

CFD RESPONDING UNIT: Engine 41
By Body

Automobile, 2 4-Door

VIN:
YEAR (RANGE):

2008

COLOR(TOP/BOTTOM): Black / Black
I

OWNER:
POSSESSOR/USER:
LICENSE:
EXPIRES: Dec-2012
7111 S Western Ave
Chicago IL

277 - Parking Lol/Garage(Non.Resid.)

04-JUN-2012 22:25

DATE OF DEATH: 04-JUN-2012 22:44
PRONOUNCED BY: Inv. King #41
on 05-JUN-2012 §2:50

PERFORMED BY: Goldschmidt

CAUSE OF DEATH: Gsw
HOMICIDEFILE #: 090

MEDICAL EXAMINER #: 0047JUN12
Armed Robbery

Dna

Person(3) Shot

Robbery Related incident

Passenger Car, iL

Detectivefnvestiaator
SIPCHEN, David W

Peporting Officer
BANUELOS, Miguel A

#20714

# 10237

(Victim)

(Victim)

J0851R
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BEAT:

prpovoons | pT——
he . JLVED:

ADDITIONAL VICTIM
INJURIES

CRIME CODE
SUMMARY:

IUCR ASSOCIATIONS:

INCIDENT NOTIFICATION:

REPORT DISTRIBUTIONS:
REPORT DISTRIBUTIONS:

INVESTIGATION:

RDi#
HV-3180058

DATE & TIME ASSIGNED:

Male ! Black / 54 Years

DESCRIPTION: 5'11,197,Grey/Part Grey Hair, Short Hair Style, Brown Eyes,

Medium Brown Complexion

. -

Type Weapon Used Other Weapon Used
Gun Shot Wound Firearm (Type Unknown) Other - Unk
EXTENT: Serious

Injured by Offender

Chicago Fire Department Provided First Aid
CFD RESPONDING UNIT: Ambulance 30

HOSPITAL: Christ Memorial
PHYSICIAN NAME: Dr

0110 - Homicide - First Degree Murder

0110 - Homicide - First Degree Murder

( Victim )
{ Offender )

NOTIFICATION DATE & TIME: 06/04/2012:230200
REQUEST TYPE: Request

PERSON NAME: ,Caldwell
STAR #: 12312

No Distribution
No Distribution
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Monday 04 Jun 12 @ 2230hrs

VICTIM (DECEASED):

Gang Affiliation:
Gangster Disciple per CPD Data Warghouse

ADDITIONAL VICTIM (AGG.BATTERY: HANDGUN):

M/1/54
DOB:

Gang Affiliation:
Denied, None per CPD Data Warehouse

IN CUSTODY:
M/1/23

GANG AFFILIATION:
Gangster Disciple

ARRESTING OFFICERS:

P.0. K. Brogan #10005 Bt 6510C
P.0O. K. Kilroy #10398 Bt 6510E
Sgt. J. Lopez #809 Bt 6510

DATE, TIME & LOCATION OF ARREST:

W o

CHARGES:
720 ILCS 5/8-1-A-1 Murder First Degree
720 1LCS 5/8-4  Attempt Murder First Degree

TOURT DATE & BRANCH:
41 Aug 2012
Branch 66
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INJURIES:
B S\ o left chest (T & T) Pronounced DOA by CFD#30 at 2244hrs

- SV to right chest (lodged) Stable condition per Dr.Omi

TAKEN TO:
Cook County Morgue
Christ Hospital by CFD#30
WEAPON:

Unknown make/model handgun, not recovered

LOCATION:

Walgreen's parking lot located at
7111 S.Western Ave.

Chicago, IL

DATE, DAY, & TIME OF OCCURRENCE:
MONDAY 04 Jun 2012 @ 2225hrs

WEATHER & LIGHTING: .
Clear, Approximately 65 degrees/ Area illuminated by lights in parking lot and street lights

PRONQUNCED BY:
CFD#30 at 2244hrs on scene at 2339 W.71st St. (alley)

M.E.#:
0047Junet2

EVIDENCE:
INV# 12628823

One Remy Martin Fine Champagne Cognac Metal Container inventoried by 008th Dist P.O. Starks
#4728

INV# 12628825

Clear Plastic Baggie containing green leafy substance, suspect cannabis inventoried by 008th Dist
P.0O. Starks #4728

INV# 12628811

Broken Silver Plastic Interior Door Release Handle recovered from front passenger floor of 2008
Black BMW

INV# 12628912
Fired Bullet recovered on curb near rear passenger side of 2008 Black BMW

INV# 12628913
Silver "GM B102" key recovered from ground near rear passenger side of 2008 Biack BMW

INV# 12628914
Empty "Courvoisier Cognac" 375 mi glass bottle with cap recovered from ground near rear driver

IO S 73
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side of 2008 Black BMW

NV# 12628916
Nhite "Dart" Brand plastic cup recovered from parking lot pavement near driver side of 2008 BMW
White "Dart" Brand plastic cup recovered from parking lot near front passenger side of 2008 BMW

INV# 12628917
White Handkerchief with embroidered red "S" recovered from driver's seat of 2008 Black BMW

INV# 12628018

Black "New ERA" ball style cap with white "NY" insignia recovered from passenger side of rear seat
of 2008 Black BMW

Black "Auburn Sport" Brand Jacket recovered from passenger side of rear seat of 2008 Black BMW

INV# 12628920
Swab box containing (2) blood swabs recovered from driver's seat backrest of 2008 Black BMW

INV# 12628921

Swab box containing (2) swabs (wet/dry) for DNA recovered from front passenger side area of 2008
Black BMW

Swab box containing (2) swabs (wet/dry) for DNA recovered from rear passenger side area of 2008
Black BMW

INV# 12628923

Tinger Print Lift Ridge impression from/on exterior front passenger side door window
Aidge impression front/on exterior rear passenger side door window

INV# 12628981

Sealed Brown Envelope containing “Blood" card from victim (047 Jun 12} recovered from Medical
Examiner Doctor

INV# 12628982
White sleeveless shirt, white short sleeve shirt recovered at M.E. Office

INV# 12628985

Clear zip lock bag recovered from ME Dr. from Victim (047 Jun 12) containing 2 small zip lock bags
with green plant like substance, suspect cannabis

INV# 12660118
ISP Buccal Swab obtained from || EGcNININIE

INV# 12663833
Red light camera video

INV# 12669522
Consent form for Biological sample signed by || GKGccIEzNzNzNG

NVH# 12668526
Records from cell phone subscriber information from victim, || KGGcTcNzNB
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INV# 12674987
Photo advisory form

INV# 12674996
Photo advisory form

INV# 12675778
Cell Phone:Black Samsung Cricket Cell Phone bearing —

INV# 12675830 \
Worthless Document:CPD Consent to Search Form

INV# 12676133
Pellet/bullet recovered from Christ Hospital

INV# 12684450

Records phone subscriber for ||| | GTccNIEEIE

INV# 12763131
Color Photo

INV# 12763134
Line up advisory forms

INV# 12763137
Video recording from Walgreens

INV# 12676868

Buccal swab recovered from ||| EEGTGNGEGEGEG

INV# 12846962
Other:Search Warrant and Complaint for Search Warrant for Buccal Swab of | I I

Crime Scene Photographs:

O/A Scene and surrounding areas at 7111 S.Westemn
O/A victim | GGG /£#047Jun12 on the ground in the alley
at 2338 W.71st St

o/a & c/y Wounds to victim [ G0 v 5#047Jun12 left chest and
’ right rear flank area

o/A &c/u wound to victim ||| G 54047 Junt2 right wrist
/A& c/  Hole in victim | GGG v =1047un12 shirt

o/A & c/u  Tattoo to victim || VE#047Jun12 back

O/A & C/UU  Address at 2339 W.71st St.

O/A & C/U  South view down the gangway locking south toward victim

I C/047Juni2 in the alley

O/A & C/U  White handkerchief on the front driver seat of black BMW

O/A & C/J  Black "New Era" baseball hat from rear seat area of black BMW

O/A & C/U lack Jacket from rear seat area of black BMW

O/A & C/U  Mrk#1 interior door release handle on the front pass. side floor

Printor POMARZOI6 1142 ane’ - Pivirmimel B ATYARAIY  Iafeny [ DOMESGG0 Y
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S area of black BMW
- O/A&C/U  Mrk#2 fired bullet near the fence on the rear pass. side area
behind BMW

A& CIU  Mrk#3 "GM" key behind the rear of BMW near the fence
Q/A&C/J  Mrk#4 bottle of Couvoisier behind the BMW near the fence
O/A&C/M Mrk#s "Dart" empty plastic cup in parking lot in front of BMW
O/A&C/U  Mrkitg "Dart" empty plastic cup in parking lot in front of BMW
O/A& C/U  Damage to the rear passenger side of BMW
O/A & C/U  Apparent blood stain on the backrest area of the front drivers

seat of BMW

FP Ridge impressions on the front and rear pass. side door windows
{exterior)

O/A Buildings on the northwest corner of 71st and Western

O/A View from the buildings on the northwest corner of 71st and

Western looking toward the parking lot at 7111 S.Western
O/A & C/U  Video cameras on the "Checks Cashed" building
O/A & C/U  Video cameras on the "Baba's" building

E.R.L VIDEQO #'s:
Start Date/Time End Date/Time Area Room Video #
06 Jun 12/1404hrs 06 Jun 12/1408hrs 1 HQ V65997

29 Jul 12/175%hrs 29 Jul 12/0540hrs

b

6 V66261
- 30 Jul 12/0435hrs 30 Jul 12/0555hrs 1 1 V66262
"30 Jul 12/2135hrs 30 Jul 12/2154hrs 1 6 V66266

31 Jul 12/0912hrs 31 Jul 12/0943hrs

e
\4

V66267

PERSONNEL ASSIGNED:
Bt.851R (paper car)

P.O, Banuelos #10237
P.0. Oliveras #7691

Bt.821R (crime scene)
P.O Wilson #5998
P.0O. Vera #9589

Bt.832 (crime sceneg)
P.0. Hodap #9136
P.O. Legut #5028

B31.840
Sgt. Conners #1182

B1.846
O. Murphy #19354
~.0. Stark #4728

L tmBtesag {00
#, Jatirey ( PUDGEYRU )
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Bt.6791
Lt. Darling #199

BLET11A
P.O. Hardy #16834

Bt.6711B
P.O. Marriano #6691

Bt.6711C
P.O. Spegal #12661

Bt.6711D
P.O. Pozulp #17342

BL.6711E
P.O. Brandon #18866

Bt.6711F
P.O. Veg,a #13853

BL.6711G
P.O. Villareal #12846

Bt.6711H
P.O. Bozek #16328

Bt.6714
Sgt. Poppish #1109

Bt.6714F
P.O. Lanning #11945

Gang Investigations:
Sgt. J. Lopezi809

P.0. K. Brogan #10005
P.O. K. Kilroy #10398
P.O. H. Matthews #3698
P.0. C. Aubert #5668
P.O. P. Heyden #13461
P.O. D. Davis #17934
P.O. J. Hunt #13810

Marquetie Park Patrol
Car#

Clifton #7200

Car#fz

Anderson #3484
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Bt.5183

Det. Rivery #21613
Det. O'Brien #20466
Det. Sipchen #20714

Bt.5182
Det. Cunningham #20651
Det. Smith #21586

Bt.5185
Det. Benigno #20807
Det. Nemickas #20656

Bt.5180
Sgt. Prugar #2048

Bt.5802 (Crime Lab)
F.1 Kolssak #6091
F.I Szwed #4781

B1.5811
E.T.Rodriguez #17413

Bi.5814
E.T.Williams #6529

Bt.5800
E.T.Dawson #9881

Bt.5811
E.T.Stec #3294

M/1/19

M/AN7
DOB)

RA/BT
JOB:
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Retired Cook County Sheriff

Investigation:

This investigation is written in summary and not verbatim with the exception of anything written
within quotations denoting a verbatim statement or comment. This report is to be read in conjunction
with all other reports generated under RD#HV-318005

On 06 Jun 12 and 10 Jun 12 R/D relocated to Christ Hospital to interview [ R

. I - -cd, in essence, the same account of the incident as
previously given to R/D's. |l 2dded that after Jlll had asked to be taken to

Bt in contact (by both texting a | is cell phone) with the individua! i} was
 supposed to meet. When they arrived at they both got out of vehicle and
approached the house, but did not enter because felt it was not safe. stated they

then drove to the Walgreens at 71st and Western where [JJJlij got out of the vehicle and appeared
to use his cell phone. [l stated that they left the Walgreens but ] convinced him to go
back to meet who he had been calling. ]l stated he drove back to Walgreens and backed into
a parking spot at which time i} again got out of the vehicle and appeared to use his cell phone.

stated an unknown M/1 then got into the front passenger seat, displayed a black revolver
and announced a robbery. |l provided, in essence, the same description of the offender as
previously given to R/D's. %d he attempted to grab the gun from the offender who then
shot him once in the chest. stated the offender then exited his vehicle where he
encountered and shot || I o' to fleeing on foot.

On 06 Jun 12 Det.Sipchen requested subscriber information along with MUDS/TOLLS for the
cellular phones of both —— and
dbetween the time period of 03 Jun 12 and 06 Jun 12.

R/D's subsequently received the non-published telephone information for both phone numbers

(Inv#'s 12684450 & 12669526). A review of ‘phone records showed a total of
approximately forty five communications between cellular phone and phone
numbe | N bctvveen 19:03:21 hours and 22:21:35 hours on 04 Jun 12. It should be noted
that the listed time of occurrence is 2225 hours on 04 Jun 12 and at no time after 22:21:35 howrs is

there any communication between | IIINNN:EEEE <! phone and the phone number
. cview of I ohone records showed no_suspicious activity
including no communication between his cellular phone and the phone numberi

R/D's contacted Sgt.Jose LOPEZ #8089 of the Gang Investigations Division and requested his
assistance in obtaining subscriber information and possible electronic location of the cellular phone

bearing the number Sat.Lopez subsequently learned that the subscriber for cellular
phone IR = ited a5 o I

On 12 Jul 12 Det's Sipchen and Rivery relocated to 8015 S.May 1o obtain a Buccal Swab for
elimination purposes from | KGKGTcNEGEGINGEGEGE B - ocscnied with, read and
signed a Consent to Collect Form for Biological Samples which was inventoried under
Inv#12669522. E.T.Scarriot #5753 arrived at that location and administered a Buccal Swab
Collection kit whic 18.

h was inventoried under Iinv#126801
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On 20 Jul 12 Gang Investigati ivisi m 6510 utilized electronic means to locate the
cellular phone bearing the number Team 6510 proceeded 1o the area of 76th and
Hamilton and utilized fixed and mobile surveillance to monitor the area. The R/O's soon observed an

individual who matched the physical description as well as the photographxc image (INV# 12763131)
from the original crime scene. B1.6510A proceeded t e stop at 1942 hours at

2100 W.78th St The individual identified himself as m
—a birthday of -and a cell phone number of

was observed to have a five pointed star tattooed on the front of his neck. Sat.Lopez verified that
was in possession of said cell phone by calling and observing ﬂanswer the
was then allowed to continue on his way. Further investigation found

to have been paroled to
residence of his grandmother

phone.

On 222 Jul 12 — agreed to meet R/D's at 6120 S.Racine to view a ph
Det!

to the
ofo arr
crealed a photo array which contained a photograph of ﬂ
and relocated to that location. Prior to viewing the photo arra
was presented with gad cigns Array Advisory Form I (¢ viewed the array and
positively identified as the person that showed him a gun prior 1o entering the
Walgreens parking lot at 71st & Western and then ran past him with the gun after the shooting. The

advisory form and photo array were subsequently inventoried under #12674996 and are the subject
of a separate Supplemental Report.

On 29 Jul 12 members of Team 6510, aware that had been positively
identified in a ihota array, proceeded to the area of 76th and Hamilton and conducted surveillance.

was observed at that location by Team 6510, into custody and
ransporied to Area Central for processing. At the time of{ still had in his
possession a black Samsung Cricket Cell Phone bearing which was inventoried

under Inv#12675778

On 29 Jul 12, at approximately 1758 hours, R/D's activated the Electronic Recording
Interrogation system for Room #6 at Area Central and was placed into the
interview rcom. The following is a summarized account of the statement of
should not be interpreted as a detailed chronicle of the interaction between

the investigating detectives. For a compiete account, the in-custody video and audio faped
recording of

should be viewed in its entirety. At apmeS hours
Det.Rivery advised of his Miranda Rights with Det.O'Brien present. tated he

understood these rights and requesied 1o call an atiomey. The interview was immediaiely
terminated.

mately 1955 hours Det.Sipchen and Det.Rivery re-entered Room #6 and provided

cigarette at which time ﬁ@ nitiated the interview process. waived

his right éu council and expressed his desire to speak to R/D's without a lawyer present.

stated he had never been on 71si St or in the Walgreen's parking lot at 71st and Westemn Ave.

Throughout the inierview MM -ontinued 1o deny any knowledge of the shooting of [N
i ly 2018 hours the interview was terminaled with

eak with Det.Sipchen on a one o one basis without

‘y’ 2022 hours Det.Sipchen re-entered Room #6.

fiedg% @‘5 he shooling throughout the interview which was lerminaled at

mmzj 2d {o deny :Eﬂg Kn
approximaltely 2031 hours,
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R/D's contacted Felony Review and apprised them of the facts of the case as stated above with
A.S.A.Torry subsequently arriving at Area Central.

R/D's contacted NE—— T who all
agreed to come to Area Central to view a physical line-up and speak with A.S.A's. B/D's altempted

to contact oth in person and via telephone with negative ng at
2250 hours on 29 Jul 12, and read

rESH inn
and signed advisory forms prior to viewing a physical line-up containing —
* immediately identified [l lll8 2s the person that showed him a gun prior to

entering the Walgreens parking lot at 71st & Western an i ith the gun after the
shooting.

immediately identified as the pm
entered his vehicle and shot him in the chest. 7 entatively identified
as the individual he saw running from the crime scene as reported under HV-319005. The advisory

forms were inventoried under INV#12763134 and the line-ups are the subject of a separate
Supplemental Report.

AS.ATorry interviewed || EGEB. with all three individuals
providing, i sence, the same account of the incident as previously given to R/D's. :
and both agreed to have their statements memorialized on video. At approximately 0443
hours on 30 Jul 12 the Electronic Recording Interrogation system was aclivated in Room #1 at Area
Central and Det.Sipchen accompanied A.S.ATorry and

I o t
where provided a videotaped statement. At approximately 0511 hOUFSW
provided videotaped statement with both A.S.A.Torry and Det.Sipchen present in Room

#1.

On 30 Jul 12 A.S.A. y C.I'd the investigation pending a request for the medical protocol report,

viewing of the Phone Records, interview with Sgt.Lopez and further attempt to contact
withess

Jul 12 at approximately 2136 hours Det.O'Brien entered Roormn #6 and requested if
would submit to a Buccal Swab to collect biological ev‘;dence.- refused 1o
submit to a Buccal Swab and a Search Warrant was prepared by Det.Rivery, approved by

A.S.A.Corbin and signed by Judge James RYAN at 0855 hours on 31 Jul 12. The Search Warrant
was inventoried under Inv#12846362.

On 31 Jul 12 R/D's requested an Evidence Technician to perform a Buccal Swab Oﬂ-

At approximaiely 0932 hours E.T.Williams #6529 arrived at Area Central to obtain the

Buccal Swab. R/D's informed that a Search Warrant had been oblained in

order for a Buccal Swab {o be taken from him. was presented a copy of the

Search Warrant by R/D's and read the warrant. complied and allowed E.T
Williams to obtain the Buccal Swab which was inventoried under Inv#12676868.

R/D re-contacted Felony Review with A.S.A.Herrera subsequently arriving at Area Central. After

reviewing the above requested information A.S.A.Herrera approved one count of Murder-First

corec 7201 CS 2 0/0-1-A-1 and one count of Attempt Murder-First Degree 720 ILCS 5/8-4 against
at 1200 hours on 31 Jut 12,

Based on the facts as staled above R/D requests this case be Cleared Closed (Arrest and
Prosecution).

;
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Report of:
Det.Sipchen #20714
Det.Rivery #21613
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STATE OF ILLINOIS )

) SS.
COUNTY OF COOK )
NO: DA 001

AFFIDAVIT

I. INTRODUCTION

L —being duly sworn, depose and state as follows:

1. I am an “investigative and or law enforcement officer” within the meaning
of Section 720 ILCS of the State of Illinois Compiled Statues; that is, an officer of the
City of Chicago, County of Cook, State of Hllinois, I am empowered by Jaw to conduct
investigations of, and to make arrests for, offenses including but not limited to Section
720 of the Criminal Code of Illinois.

| 2. 1 am currently employed by the City of Chicago, Chicago Police
Department and been so employed since November 22, 1993. I am assigned to the Gang
Iﬂvsstigétions Section of the Organized Crime Division. Ihave held this assignment and
various other aspects of the Organized Crime Division for approximately 11 years.

3. Prnior to my current assignment, [ was assigned as a Task Force Officer with
the United States Department of Justice (herein DOJ) working in conjunction with the
Drug Enforcement Administration (herein DEA) for approximately 4years.

4. During my assignmeni(s) to the Organized Crime Division and DEA your
affiant has received countless hours of training as it relates to criminal investigations and
have experience in investigating violations in both federal and state narcotic laws
including but not lirited to, Title 21, United States Code; Section 841, 843, 846 and

Section 720 of the Criminal Code of Hlinois. Some of the specialized training [ have



received includes but not limited to, classroom instruction concerming narcotics
smuggling, money laundering, and conducting conspiracy and complex investigations.
have participated in investigations that have resulted in seizures of controlled substances
including cocaine, methamphetamine, marijuana, heroin, ecstasy (herein GHB) and other
controlled substances. T am familiar with and have participated in all of the normal
investigative methods including but not limited to; affixed and roving visual surveillance,
debriefing of witnesses and defendants as well as others who have knowledge of the
methods involved in the diét}'ibution, transportation, storage and importation of Cannabis
and other controlied substances.

I have also been the affiant for numerous search and arrest warrants, court
approved consensual overhears orders (herein COH’s) and Electronic Surveillance
Orders (herein ESO). Additionally, I hax;e been responsible for the debriefing of
defendants, informants, and witnesses, as well as others who have knowledge of the
methods involved in the distribution, transportation, storage and importation of cannabis
and controlled substances.

5. Iknow based on my training and experience that drug traffickers utilize
telephones, pagers, computers and other technology to facilitate their illegal activities. |
also know that narcotics traffickers often use coded language to identify themselves, the
nature of the communication, to avoid being detected by law enforcement personnel.

6. As a result of my personal participation in this investigation and my
conversations with other law cnfbrcsz?’w;m personnel involved in this investigation, [ am
familiar with all aspects of this investigation including, but not limited to the following:

(1) reports made by other law enforcement officers; (2) telephone subscriber records,



airtime records of incoming and outgoing telephone calls, telephone muds and toll
records, pen register information; (3) information obtained from public records and law
enforcement databases.
18 PURPOSFE. OF THIS AFFADAVIT

7. Based on the information contained in this affidavit, my experience and
training, and on the basis of other information that I have reviewed and determined

reliable, [ believe that the facts establish that there is probable cause to believe that

— {also known as-} (herein - -

and others known and unknown have committed, are committing,

and will continue to commit the following offenses (herein “subject offense™):
a. Possession with Intent to Deliver and Delivery of a Controlled Substance, in
violation of 720 Section 570/401 of the Hlinei‘s Compiieﬁ Stgtutes;
b. Criminal Drug Cogspiracy in violation of Section 720 of the Illinois
Compiled Statutes Section 570/405.1

Possession with Intent to Delivery and Delivery of Cannabis, n violation of

o

the Cannabis Control Act Section 720 of the Illinois Compiled Statutes

i
Section 550/1.
8. This affidavit is submitted for the limited purpose of showing that there is

arder {0

Offenses” that they surreptifiously uses their cellular telephones i

communicate with their co-conspirators; and the use of a digital analyzer device fo

ol



“Subject Offenses”.

9. Because this affidavit is being submitted for limited purpose of using a digital
analyzer, I have not set forth.each and every fact known to me concerning this
ivestigation.

1II. PROBABLE CAUSE

10. Since November 2009, members of the Chicago Police Department, Gang
Investigation Section and High Intensity Drug Trafficking Agency (herein HIDTA), have
been investigating the violent crimes and narcotics trafficking of members of the Four
Corner Hustlers” street gang on the Chicago’s Westside. The Four Corner Hustlers’ strest
gang controls various open air drug markets in the geographical areas within the

Westside of Chicago.

This investigation focuses on but not limited to the boundanes of Division Street
North to Grand Avenue and Central Avenue East to Cicero Avenue. Specifically,
members of the Gang Investigations Section are investigating the narcotics operation and

other related activities of —During the course of this

investigation it was learned that_is a ranking member of the Four Come

Hustlers’ street gang and is believed to be responsible for supplying others, mainly

-vith quantities of marijuana and cocaine. It was also learned ihai-is

also a member of the Four Comer Hustlers’ street gang and is a major component to

_narcctics operation and others known and other yet known.

11. On 12 November 2009, a narcotic and gang investigation was imtiated in the
arca of Wabansia and Laramie upon the request of the Area Five Deputy Chief, the

Commander of the 0257 District and based on community complaints regarding narcotic



sales and gang activity in that location. It :ghall be noted that Little People Keeper
Daycare at 5164 W. Wabansia, DeGeorge Play lot Park at 4901 W. Wabansia, Prayer of
Faith MB Church at 5216 W. North Ave and New Philadelphia Pentecostal House of
Prayer at 5122 W. North Ave all in Chicago, Cook County, Illinois are located within the
immediate vicinity of the targeted location.

Members of the Gang Investigation Section, Squad 50 developed a plan, which
included surveillance of the area of Wabansia and Laramie to investigate the gang and

narcotic activity which was occurring in the area.

12. On 29 December 2009, members of Squad 50 were able to identify one of

is known to sell cannabis from the residence and gangway 0f

utilizing the Chicago Police Data Warehouse system, Your Affiant along with all
members of Squad 50 including all surveillance officers, were able to view a previous
arrest photo of -and become familiar with his demog;c:aphics.

13. On 30 January 2010, members of the Gang Investigations Section, developed

plans to make a controlled drug purchase from - At approximately 3:15pm,

undercover officer (herein UCO) _piaced a telephone call using an
undercover telephone numbel- to cellular phone number—

{(Subject Phone #1) and spoke to an individual who UCO -recognized as

- uco -asked i.f- was able to sell “28” (code term used for an

ounce of cannabis). -esponded that he had the “28” and was on Wabansia.

-agreed to meet U.C.Q,_xﬁthin twenty (20) minuotes of the phone call.



At approximately 3:20pm, your Affiant observed two African American males,

who he recognized as -(based on reviewing a Chicago Police Data Warehouse [-

Cam photo of Il 2t the inception of this investigation) and —

leave _and enter a silver Chevrolet Aveo four door with Illinois license
plate number -F his vehicle is registered to - of t-

_ The vehicle then headed eastbound on Wabansia

and then northbound on LeClaire.

At approximately 3:35 p.m. your Affiant observed the Chevrolet Aveo parked and

Members of Squad 50 have knowledge of] -hrough the Chicago Police

database ICLEAR system arrest photographs. On 28 January 2010, a street stop was

conducted by Officers | INNEEN - . - T oo~

Laramie. A contact card was completed for narcotics related loitering in the 1600 block

of North Laramie is an area known for narcotic sales. At Homan Square, Officer

I oducted a computer inguiry based on the information provided by-
and retrieved an ICLEAR photograph. After obtaining this photograph, all team members
of Squad 50 and your Affiant had an opportunity to view this photo and became familiar
wit |

At approximately 3:40pm UCO -piacsd a phone call to - at

-(Sub}'ect phone #1) and received a voicemail message, and UCO
_parked nearby the target location to wait for phone contact with -
After receiving no response from - Uuco -Eecided to drive ia-
-tc male contact with -




At approximately 3:55pm, UCO .ﬂ“ived at- UCco

_wa?ked down the east gangway and knocked on the side door of the residence.
An unknown Female/Black answered the door and asked UCO 4- “what he

wanted™? UCO- responded that he was looking for- a street nickuame for

- The unknown Female/Black instructed UCG-to come inside and
uco -compliﬁd. The unknown Female/Black asked UCO -if he

“wants some bags?” UCO -;tated that he was looking for the “28”, a street term
for 28 grams of cannabis. The unknown Female/Black stated that uco -would
have to wait for- because she did not have that much there.

At approximately 3:57pm, UCC— placed a phone call to-to
inquire about his location and -relate{i that he “was around the comer and would

be there in a minute”. UC(}-etumed to his vehicle and waited outside for

At approximately 4:00pm, your affiant observed - and -exit

-0 gether and enfer the same silver 2008 Chevrolet Aveo - Your
Affiant Gbsgrved— travel westbound on Bloomingdale,

southbound on Laramie and then eastbound on Wabansia to approximately -

-At approximately 4:01pm, after the vehicle was parked at this location,

surveitlance Officers — and your Affiant observed-
exit the front passenger side of the vehicle and approached :—whcrﬁ
surveillance officers observed UCO -{)HG\N-{O the side gangway of

_ UCO - ﬁ}iiawed- instde the restdence. At which

time, -emo\f@d from his left coat pocket (1) one clear plastic bag containing



crushed-green plant-like substance suspect cannabis and handed the item to UCO
- uco -then imdered-ﬁs 100.00 of CPD official advanced pre-
ecorded 1505 funds. UCO -exited the residence and transported the suspect

cannabis to Homan Square.

At a short period of time, surveillance personnel obsewed-exit the

gangway of —and reenter the front passenger side of the same silver

Chevrolet Aveo with Illinois iicense- The driver of the vehicle then traveled

eastbound on Wabansia and then southbound on Cicero Avenue. The surveillance was

then terminated.

Once at Homan Square, Sgt -performed a field test on the

suspect cannabis. Sgt. | vtilized 2 NIK systems field testing kit which indicated a
positive presence for cannabis. The suspect cannabis was then inventoried under
inventory #11915564 and submitted to the [llinois State Police Cnme Lab for testing and
analysis which revealed a positive indication for 27.3 grams of Cannabis.

15. On 06 February 2010, members of the Gang Investigation Ses&ion‘Squad 50,

formulated plans to make an undercover drug purchase of 56 grams cannabis from the

above offender. At approximately 1311hrs, UCO -aiied ()ffem:ier- at
_(‘Ruhjeat phone #1) and inquired if he was able to sell two "“28's” of

cannabis to i,?C(}- “28" 135 a sireet term used to describe an ounce of cannabis.
-TCSp{}Ddtd that he had two “28's and let me know when you are close”. UCO
,-infmméad-ﬁ'zai he wanted to talk to the offender about something but

not on the phon -Gi@au to have a conversation when the UCG -
armived UCO -:fms} -‘smfef‘ to meet within thirty minutes of the phone



call. At approximately 1334 hrs, UCO -aemact@d _zmd informed him
that he (UCO - was in the vicinity._stated that he was on Laramie and
Wabansia. At approximately 1336 hrs, UCO -arrived and parked at 5164 W.

Wabansia. UCO -abserved a stiver 2008 Chevrolet Aveo bearing Hlinois plate

_parked directly in front of the covert vehicle. UCO _exited his covert
vehicle and walked down the east gangway of — As UCO -

ap;}machcd,-opened the door and stated “What up man”? and allowed UCO

- to step inside the kitchen and closed the door. Once inside the kitchen,

-askeé Uco -tated “what you want to talk about”? The following is

a summary and should not be considered verbatim. UCO -statad that he had a

connection at DePaul University and customers there were looking for Ecstasy pills.

-responéed that he had a Puerto Rican connection that could get the pills and

would charge $4.00 per pill. -ihen asked if UCO -vame(‘} “weight”

(which is a street term used to describe a larger amount of narcotics). UCO_

stated that twenty pills would be fine aﬂd.-agreed to the transaction. _

then removed two knotted plastic bags containing suspect cannabis and handed the bags
to the UCO -Iﬁ return, UCO - handed $200.00 U.S.C. pre recorded
Chicago Police 1505 funds to fh@_staied “Let me make some calls

and "1l get back to you in an hour”. UCO _ understood this to be in reference to

the Ecstasy pills. At approximately 1338 hrs, UCO - left the residence, entered
his covert vehicle, and drove away from the area. UCO - informed fellow

members of Squad 50 the buy was a positive for cannabis. UCO _ further



informed members of Squad 50 the details pertamning to the potential purchase of Ecstasy
pills.

A series of telephone calls placed between - and UCO -
attempted to finalize the purchase of the aforementioned Ecstasy pills. - related
to UCO -thai he was having trouble getting the Ecstasy pills. Af that tme,

O nd - agreed to meet in the near future to complete the
transaction.

Police personnel relocated to Homan Square to process the cannabis purchased
fr«:}m- Once at Homan Square, the suspect cannabis was field tested by Sgt.

—using a NQK. Systems Field Testing Kit which indicated a positive
presence for Cannabis. The cannabis was inventoried under #11922271 and sent to the
Illinois State Police Crime Lab for further analysis which revealed a positive indication
for 54.6 grams of Cannabis.

16. On 11 February 2010, members of the Gang Investigation Section Squad 50,

formulated plans to make an undercover drug purchase of 56 grams of cannabis from the

above offender. At approximately 1326hrs, UCO -aiicd offfmde-at
-‘Qabject phone #1), and informe -ihd{ e wanted to purchase

two “28°s" which is a street term used to describe an ounce of cannabis. -vfeed
and further informed UCC)-hat “he had heard back from tus source for the
Ecstasy pills and the source would be around this Saturday”. UCO _‘espendeé,
in summary, that was good information but the UCO _was still going to come

$..5%

gel the two “28's” and would be there within thirty minutes.



At approximately 1354 hrs, UCO -amvéd and parked at approximately

—UC{) -exited his covert vehicle and walked down the east
gangway of — As UCC-approached, Uco —

overheard a woman's voice state ‘||, somebody’s at the door™. -then opened

the door and stated “What up man”? and allowed UCC_entry into the

residence. Once inside of the residence,-nstmcted Uuco -to “vait

right here I got to go get it”. -momentaﬁiy left the kitchen and returned holding

two knotted plastic bags each containing suspect cannabis and handed the bags to the

uco -Iﬂ return, UCO-handed $200.00 U.S.C. pre recorded Chicago
Police 1505 funds to ihf:- At approximately 1359 hrs, UCO -ieﬁ the

residence entered his covert vehicle, and drove away from the area. UCO -
informed fellow members of Squad 50 the buy was a positive for cannabis and relocated
to Homan Square for further processing.

Once at Homan Square, the purchased suspect cannabis was field tested by Sgt.

-zsing a NIK Systems Field Testing Kit which indicated a positive

presence for marijuana. The cannabis was inventoried under #11922271 and sent to the
{llinois State Police Crime Lab for further analysig which revealed a positive indication
for 55.2 grams of Cannabis.

17. On 16 February 2010, members of the Gang Investigation Section Squad 50,

formulated plans to make an undercover drug purchase of 28 grars cannabis from the

above -f"xt approximately 1126hrs, UCO -caliﬁd-ﬁ -
-Sui}jes{ phone #1), and informed -'L”nat the UCO - was going to

come by the target location and pick up one “287. “28” is a street term used to describe an



ounce of cannabis.- rephied in summary “that it was ok to come by and he had
the “28" with him already”. -also stated that the “28" he had in his possession
was “a real good one” (referring to the quality of the cannabis).

At approximately 1348hrs, in accordance with consensual overhear 2010COH30,

Uco -placed a recorded telephone call to the above offender informing

-hat UCO-waS in the vicinit-espsnded that he would be

there in ten minutes.

At approximately 1403 hrs, UCC-xrrived and parked at approxumately

— Uco - exited his covert vehicle and walked down the east

gangway of — AsUCO -pproached the door, an unknown

young teenage black male then opened the door and stated “What up man”? The
unknown male then allowed UCO -entry into the residence. Once inside the

unknown male stated “How much you want”™? UCO -stated he was there for

the “28", and the voung male extended his hand and accepted $100.00 U.S.C. in official
advanced Chicago Police pre-recorded 1505 funds, and the young male then handed the

1505 funds tc—stated “I'Hl be with vou in one minute” and briefly left

the kitchen are&._mtumed with a clear knotted plastic bag containing suspect

cannabis and handed the bag to UCO — then stated, in summary, “this
weed 15 some of the best stuff he’s ever had for sale and that ”GCO-wou’;d be
happy with 17, UCO -nd-hook hands. At approximately 1408 hrs,
UC{-%& the residence entered his covert vehicle, and drove away from the
arca. UCO -mi‘bm‘s@{i fellow members of Squad 50 the buy was a posilive for

cannabis and relocated to Homan Square for further processing.



Once at Homan Square, the purchased suspect cannabis was field tested by Sgt.
using a NIK Systems Field Testing Kit which indicated a positive
presence for marijuana. The cannabis was inventoried under #11930787 and sent to the

Ilinois State Police Crime Lab for further analysis which revealed a positive indication
for 27.5 grams of Cannabis.

18 On 18 February 2010, P.O. ;-nd P.O.-

-f the Chicago Police Gang Investigation Section, interviewed a cooperating

individual (herein C/I). This C/I stated he/she was capable of providing -zmd

\Vith the cellular telephone numbers for a target in this ivestigation -

telephone numbers are —an.d-Based on information gathered

during this investigation, police personnel leamed that -is a ranking member

of the Four Corner Hustlers street gang and it is believed thaﬁ-s responsible

for supplying -and other yet known with large quantities of marijuana, cocaine
and other forms of narcotics.

19. On 25 February 2010, armed with the above facts, Assistant State’s Attormey
Paul Sabin under Cook County Grand Jury Feb 2300, requested subscriber and telephone
call records {rom U.S. Cellular as they pertain to cellular telephone ﬂ.umbﬁy-

(Subject phone #1). After receiving the requested telephone records ibr-

(Subject phone #1) members of HIDTA conduct a detailed analysis of the

telephone records. The cellular telephone records for ’-Subjesﬁ phone #1)

revealed from 01 January 2010 to 25 February 2010, therc was a total 0f 13,729 calls of

which 5,340 were oulgoing and 8,389 were incoming.



Further analysis revealed that from 30 January 2010 to 24 February 2010, there
were a total of 242 telephone calls between the cellular telephone used by —
-(Subjeci phone #1) to or from the cellular telephone provided by the C/ as

— cellular Ee}ephnne_

Further analysis revealed that on 06 February 2010 at approximately 1336 hrs,

O - purchased 58 grams of cannabis from -During this purchase

O - inquired about the possibility of purchasing quantities of ecstasy pills

from— stated he would contact his guy and telephone records indicate
he later contacted f-eiluiar tei,ephane—

Further analysis revealed that on 16 February 2010 at approximately 1126 hrs,

Uco -comiacted -caiiuiaf telephone -(Subject Phone

#1) to arrange a purchase of cannabis. At the conclusion of that call, at approximately
1129 hrs, contacted an unknown individual at - Shortly after that call

conc}uded,-again contacted UCO -at 1145 hrs,

20. On 16 March 2010, members of the Gang Investigation Section Squad 50,

formulated plans to make an undercover drug purchase of 113 grams cannabis from

_At 1337 hrs, UCO- arrived at — and approached the

east gangway on foot. UCO Qbserved-and an unknown male in the rear yard

caring for {2) large gray pit bulls. - wmvited UCO -o the rear yard and

UCO camphed. While in the rear yard, UCO and - had brief conversation about

the dogs, and then above offender invited UCO inside the residence as-



Once inside the residence,_in&;uired what UCO -wanted to talk

about. In summary, UCO informed- that the UCQO had family down south that
were in need of cocaine for the purpose of starting their own narcotics operation.
- responded that he does not deal with cocaine personally but has a cousin that
gets kilograms of cocaine at a time. }- further related that he would be willing to
sell the cocaine to the UCO.

During the above conversation‘,-nstructed Uco -o come 1o

the very rear bedroom in the residence. UCO -observed numerous people
moving around the house and having conversations with each other. Once inside the
bedroom, -and UCO finished their conversation and - inquired as to the
amount of cannabis the UCO wanted to purchase today. UCO responded that he wanted
(4) “28's” and above offender related that he had to “go get ii”.-thcn instructed
the UCO to remain in the room and offender would return shortly. UCO observed
-reiscate to a small room (directly next to the room the UCQO was in) and shut
the door. After a short amount of tims,- exited the room holding a large zip lock
bag containing a large clear piastic bag which contained a large amount of cannabis.
-rﬁiat{éd he did not have any smaller baggies and would like to place all the
cannabis in one zip lock bag. UCO agreed, and observed -break small chunks of
canmabis from the main piece and weighed the chunks on a small scale that was already
present in the room. After weighing out the quarter pound of cannabis, offender then
placed the cannabis inside a zip lock bag and handed 1t to U/C. U/C placed the bag inside

UCQO jacket and removed $400.00 in official advanced Chicago Police pre-recorded 1505

funds and handed it to above Dﬁ:@ﬂd{‘;{.-i"i;’.m()va(,i {1} $20.00 bill from the 1505



funds and handed it back to the UCO - -{hen related that he could not

charge UCO the full amount for buying so much at one time. UCO thanked - for
his generosity and exited the residence at 1344hrs. UCO - then entered his
covert vehicle and relocated to Homan Square.

21. On 05 March 2010, P.O.— along with UCO |
as a consenting party, obtained a Court Approved Consensual Overhear (herein C.O.H.)
2010 COH 056 which was approved by the Honorable Judge Evelyn B. Clay.

In accordance with 2010 CO¥ 056, the following are summaries of recorded

telephone conversations involving UCO nd- On 22 March 2010 at

approximately 1930 hrs, UCO -cai_led - and had a conversation
concerning a cocaine transaction between UCO -and - The recording

device had a malfunction and the first outgoing call was not recorded, however alf

following calls were recorded.

22. On 22 March 2010 at approximately 1932 hrs,-caiied UCo
-md informed him that he had just called his source for the cocaine and his
source wants to charge UCO - $1.100.00 for an ounce of powder cocaine. UCO

-f:xpressed that the dollar amount seemed excessive and UCO -wau 1d

have to talk to “his people” to confirm that they were willing to pay the specified amount.

On 22 March 2010 at approximately 1934 hrs, UCO -:aiied -
and tried to negotiate the price for the ounce of powder cocaine. UCO -

attempted to get the ounce of cocaine for $1,000.00, and -espeﬂdﬁd that he

would have to talk to his source again and give a return call to UCO -

[



On 22 March 2010 at approximately 1935 his. [ llcatec uco |
and stated that the best price he could get from his source is $1050.00. UCO-
agreed on the price and informed offender that UCO_wouid call offender when

he had the money ready anc-agreed to complete.

23. On 25 March 2010 at approximately 1215 hrs, UCO- called
-and informed him that UCO _“peopic” had trouble getting the
money together for the ounce of powder cocaine. UCO -informed-
that UCO -was going to help “his people” by supplying the money for the

ounce of powder cocaine. UCO_infomeé -that Uuco -:mly

has $900.00, and would that be enough money to buy ¥ ounce of powder cocaine?

- responded that the price would go down if UCO-bought the cocaine

already “hard”. “Hard cocaine” is a street term used to describe powder cocaine that has

been made into crack cocaine. -further related that he would be able to sell an

ounce of “hard” cocaine for $850.00 to $900.00, unless UCO -“peopie”

wanted to “cook” the cocaine themselves. To “cook” cocaine describes the process of

turmning powder cocaine into hard crack cocaine. UCO-greed to buy the ounce

of crack cocaine and offender responded that- would attempt to get a discount on

the price and sell the ounce of crack cocaine for $800.00. UCO-expressed that

he was thankful for the discount anci-and UCO_agrczed to complete

the transaction in the near future.

24. On 31 March 2010, members of the Gang Investigation Scetion Squad 50,

formulated plans to make an undercover narcolics purchase of 28 grams of cocame {from

- Afier a sertes of telephone calls between UCO - to and {rom



-ceiiu?ar teiephone- at approximately 1323 hrs,-igreed
to sale UCO _he 28 grams of cocaine for $800.00. -fmm informed

UCco -ihat he had to contact his “source” (street term for narcotic supplier) to

get the requested cocaine.

Police persormel assigned to this investigation reviewed the data captured on a
court approved Pen Register 2010PR038, where they discovered a pattern of calls made

to and fmm-elluiar telephone - (Subject Phone #1)to an

unknown cellular ieiephone-Sﬁbject Phone #3) a short time after
speaking with UCO ,-Fm‘ example; at approximately 1359 hrs, UCO -
wntactedo ascertain his -whereabouts‘ Immediately after this call,

At approximately 1423 }Hs,-contasted uco -and informed
him (UCO) that his source was unavailable. At approximately 1540 hrs, UCC
placed a follow-up call te- and inquired if ﬁ_soux*ce was available?
-s‘iated he had called the “‘source” and is awaiting a return call. - further
informed UCO - that he weuid call the (UCO) once he had the

cocaine in his possession.

Al approximately 1614 and 1647 hrs, -aikté-{Saibjeat
Phone #3). From 1647 to 1650 hus, -gﬂaced a series of telephone calls to UCO
_ informing UCO
-s"n‘.bzmsd

travel to meet

héiuw:te:n-and -Siii}jeﬂ Phone #3).

Subject Phone #3).

hat he had the cocaine in his possession. UCO

that 1t would take approxumately an hour for the UCO to
! 3

From 1653 to 1740 hrs, there was a series of telephone calls



In addition to the UCO purchase of cannabis, surveillance officers have been able

to observe other individuals approach the location of ||| | IR cnter the

side gangway. These individuals have remained at the location for a brief time and then
exit the gangway. This behavior was observed to be i a similar fashion to the drug
delivery that was conducted with UCO | N NNIR

At approximately 1806 hrs, UCO | EEMc-ontzcted M 2nd informed
him that he (UCO) would be arriving shortly. At approximately 1812 hrs, UCO
B :ivcd o N (. orc-arranged meet location). UCO
B iccd the residence with B - UCO I 5 chased 29 grams
of crack cocaine from [ cxchange for $800.00 pre-recorded Chicago Police
1505 funds.

At approximately 1817 hrs, after the undercover purchase, B icdiately
contacted | N Subiect Phone #3). At approximately 1827 hrs, surveillance

personnel observed the driver of a blue Dodge Caravan bearing Iilinois license plates

B ivc aud parked in front of | NN This vehicle is known to be
driven by || N ¢ rczistered to NN - < iend R
formerly of [ NS

At approximately 1828 hrs, HI rcceived an incoming call from TR
-(Sﬁi)ject Phone #3). Surveillance personnel observed || R immediately exit
the gangway of — and enter the blue Dodge Caravan and the driver
drove the vehicle away from the location.

Surveitlance personnel monttored the direction of travel and observed the

unknown driver park the vehicle at approximately —



Surveillance personnel discovered || RN s--t<< on the porch at [
I (s s (e address listed by | 25 bis residence
during a prior arrest. Surveillance personnel further observed | ] I 2s he exited the
porch and opened the front passenger side of the blue Dodge Caravan. Surveillance was
terminated and ||| NN - - << -

UCO I :clocated to Homan Square to process the contraband. Once at
Homan Square, the cocaine was inventoried under #11973322 and sent to the Illmois
State Police Crime Lab for further analysis which revealed a positive inciicati(m for 28.5
grams of Cocaine.

25. Members of the Gang Investigation Section Squad 50, formulated plans to
make an undercover narcotics purchase of 56 grams of crack cocaine from || R At
approximately 1240 hrs, UCO | 2« I - . -/ informed
- Uco I o aive at his place of residence at approximately
1630 hrs to complete a (2) ounce crack cocaine transaction. ||| llelated that 1630
hrs, was a good time and he would be ready when UCO || NGB zr7ived =t R
I

At approximately 1623 hrs, B o R ¢ informcd
him that UCO | 25 ready to come ©o | NN - : - that
he would be at ||| I - 2opoximately 1650 brs. UCO 1R inquived i1
B o have the (2) ounces of crack cocaine ready, and R ccizted that he

4

had picked up the crack cocaine earlier in the day.

At approximately 1655hrs, UCO | NGB « G- -

. and

o

approached the east gangway on fool. UCO | NN <ocked on the side entranc



an unknown female black answered the door. U/C informed the female that the U/C was

af [T - scc B - ickname for [T c fcmale instructed
UCO I o conc inside the house and UCO | complied. The female
related that v as not at the location but she would call him on the phone. The female
then placed a phone call. After the phone call ended, the female related thaJJJJJlj would be
there shortly. UCO | rquired if UCO I o wait in the house or
outside. The female related that UCO | should wait outside because her aunt
\f;’euiai be angry if UCO B 2incd in the residence. UCO I
exited the residence and reentered his covert vehicle.

At approximately 1704 hrs, UCO I <c:ived an incoming call from
I - -cd that he would arrive [ B

At approximately 1727 hrs, UCO - s B dovn the east
gangway of | N | }J NI :ring 2 white t-shirt with a black pattern and dark
olored jeans. | 2~ towards UCO I covcrt vehicle and entered the
passenger side. | NI »formed UCOIR 2t the crack cocaine was at his
“peoples” house and instructed UCO | NGB drive]] I o s2id house.
I :uco B¢ directions while the vehicle was in motion. While
UCO R s oriving the covert vehicle, B - occd 2 phone call to an
unknown telephone number and UCO | 25 ble to hear B o that
UCO I < IR << i route to pick up the (2) ounces of crack cocaine.
B¢ UCOJ o <:ive the covert vehicle to the 1700 block of North

Lorel / Once on the 17?}{: block of North Lorel Ave., | NN -structed UCO

B oo approximately B - cooakine, < codcd his

o



teft hand in the direction of UCO |l d stated ©1 gotta go get it”. UCO
B cstood this to mean that [ a0ted the $1,600.00 and would return
with the (2) ounces of crack cocaine. UCO | Mcormplied and gave |
$1,600.00 in official advanced Chicago Police 1505 funds. || then cxited the
vehicle and ran North bound towards Bloomingdale Ave. Through the rearview mirror,
B - ob< to observe [ run onto the front stairs at ||| G_NG
I 2::d meet an unknown male black wearing é.plain white t-shirt. This male handed
I s in exchange for items from R band M 2ccepted said
items with his right hand and immedigtely placed his right hand into his front right pants
pocket JINIIEM then ran back south bound towards UCO [l vehicle and opened
the passenger door. |l removed (2) clear plastic bags each containing chunks of
crack cocaine from his right front pants pocket and placed the items on the front
passenger seat. stated “holla at me” and shut the passenger door. || co
entered a gray 4dr., Buick Regal bearing a temporary Illinois license plate of || | R
driven by an unknown male black. This vehicle is registered the ||| | RN - ¢
I O Mo < e fom
tocation and the gray sedan followed UCO | S 1th bound on Lorel Ave. UCO
I - iove South on Laramie Ave., and UCO | ost sight of the gray
sedan.

UCO I < surveiliance personnel relocated to Homan Square police
facility where the purchased crack cocaine was field tested by Sgt. 1. | |  GccIzN

using a NIK systerns narcotics field test kit. This test showed positive for the presence of

.3

cocaine. A field weight analysis showed the crack cocaine to weigh 57 grams. The crack

oy



cocaine was inventoried under #12013320 and Ilinois State Police crime lab reports are

pending.

B

Your Affiant reviewed thé telephone data from pen register 2010 PR 038 which
revealed that on May 12", 2010 at approximately 1240 hrs., UCO [l contacted
I o discuss the details regarding the quantity of cocaine UCOJEEE + anted
to purchase, at the conclusion of this call, [N immediately called | NEGG_G_G_G
Additionally, at approximately 1720 hrs, |l cccived another incoming call from
IO I oick<d up I 2! 2pproximately 1721 hrs, and once
inside of UCO | s v<hicle, I p1aced 2 call to an unknown individual and
UCOIE couid overhear M statc “he was on the way to get the (2) ounces”.
Upon further review of pen register 2010 PR 038 revealed that the only call made in the
presence of UCO |G 2s to —at approximately 1724 hrs.

Based on the above events, there is a possibility that || NGB is vsing cellular
telephone numbers || NI (Subiect Phone #3) and Verizon Wireless telephone

number || (S ubicct phone #4) to facilitate his narcotic operation.

in addition to the UCO purchases of cannabis and cocaine, surveillance officers
have been able to oi’}sewg other individuals approach the location of ||  GGTGTcTcNcNB
and enter the side gangway. These individuals have remained at the location for a brief
time and then exit the gangway. This behavior was observed to be in a similar fashion to
the drug delivery ﬁzz"ﬁ was conducted with UCO | Gz
V. SUBJECT'S CRIMINAL BACKGROUNDS

2. B s 2 convicted felon with a suspended Tlinois Drivers license.

B oo 2 plea of guilty to Possession of a Controlled Substance on 21 April



1997 under | + 25 sentenced to eighteen months probation by the
Honorable Rodolfo Garcia. A review of |} Chicago Police criminal history report
indicates | Hscd toc I cr<ss in Chicago as his place of
residence on a previous atrest dating back (o June 2005,

b. | 2 convicted felon in that on 06 January 1998, _
entered a plea of guilty to Possession of 30-500 grams of Cannabis under | | j | | IR
and was sentenced to 30 months intensive probation. On 22 Aug 1997, | EENEILIEB
entered a plea of guilty to. Possessing a firearm under ||| ¢ was sentenced to
30 months probation which was consecutive to ]

¢. I - Male/Black/22 years of age with Chicago Police | IR
and Ilinois State Bureau number I His date of birth is — with a
last known address of || | KTz

criminal convictions.

26. Based on information gathered during this investigation, your Affiant
believes that ||| ¢ B 2:c major sources of cannabis and cocaine in the

Chicago area. It is further believed that || N D N T - < imediate access

to a large quantity of cannabis and cocaine. Due to the conversations that UCO
B - i 2o vitnessed by other police personnel, your Affiant
betieves that || N vtiizing tetephone number | NS :bject Phone #1)
to engage in harcotic related conversations and to coordinate the distribution of maryjuana

and cocaine in the Chicago area. Based on information gathered from || GzBG-o

res there is a possibility that || NGNGB csiog celiviar

eV

s 1

register, your Affiant be

o

o

telephone || NGNGB S bicct Phone #3) and Venzon Wireless telephone number



I S bjcct phone #4) to engage in narcotic related conversations and to
coordinate the distribution of marijuana and cocaine in the Chicago area. It is believed
that the use of a digital analyzer device would assist your Affiant in focating and
obtaining the cellular telephone numbers used by [ NN -
identifying their suppliers and customers, as well as to identify locations where | NNENIGIN

anci I siore cocaine and/or marijuana or assets derived through the sales of

narcotics.

27. Based upon the foregoing information developed in this investigation, your

i.

affiant believes that the subject, ||  KNGTcTcTcINGEGEGEGEE s vsi: 2nd will continue to

use U S Cellular number || S vbicct Phone #1), and there is a possibility

that || N -y bc usiog Platinum Telecommunications|iiili
—(Subject phone #3) and Verizon Wireless telephone number | N | R N EEE

(Subject phone #4) to assist in conducting his drug activity. At this point in this
investigation, police personnel has been unsuccessful at ascertaining the telephone
number used by |G 2nting the approval using a digital analyzer device to
capture the telephone number used by 11 assist vour affiant, members of the
Chicago Police Department and members of the Cook County State’s Attorey’s Office
in the furtherance of identifying and ultimately apprehending drug associates of [ i
1 B |
|

28. Based on my expenence that individuals involved in organized criminal
activity such as drug trafficking will often purchase caiftﬁar telephones for use in

connection with their criminal activities. Such phones will be utitized for hnted penods



of time to communicate with co-conspirators, after which time they will be discarded or
deactivated. Members of organized criminal activity will also use multiple telephones for
brief periods of time in order to shield their activities from electronic surveillance by law
enforcement. Specifically, by using a telephone under a fictitious name for a limited
peried of time, individuals engaged mn organized criminal activity hope to evade detection
of their use of a particular telephone, and thereby how to frustrate law enforcement
attempts to overhear or capture data from their telephone calls.
| V. REVELANCE AND MATERIALITY OF USE OF A PEN REGISTER IN THE
FORM OF A DIGITAL ANALYZER DEVICE

29. A digital analyzer device 1s a device operated by; law enforcement officers
that detects radio signals that are emitted automatically at the time a cellular telephone is
turned on, and periedica}iy th.eréafter as long as the phone remains on, regardless of
whether a call is being made, to register the cellular telephone to nearby cell towers.
These signals contain identifying numbers for the telephone (e.g., the cellular telephone
number and electronic serial number (“ESN™) or international mobile subscriber
identification number (“IMST”). A digital analyzer device does not intercept any content
of communicatious, but rather searched for the autonomous registration signals emitted
by the target telephone, which are identified through its identifying numbers.

30. When a digital analyzer device is pointed in the direction of a particular
target cellular telephone, 1t will reveal the cellular telephone’s “ESN” or “IMSI”. The
digital analyzer device will furthermore show the “ESNs” and “IMSIs” for cellular
telephones in the immediate arca Although the digital analyzer device will likely capture

the “ESNT or “IMSI” for many, if not all, of the cellular telephones operating near the



target phone, the agents vtilizing the device can 1solate the “ESN” or “IMSI”
corresponding to the target cellular telephone by utilizing the digital analyzer device in
the direction of the target cellular telephone at two or three different physical locations.
By determining ihe “ESNs” or “IMSIs” present at the locations, the agents through
process of elimination can isolate the “ESN” or “IMSI” corresponding to the target
cellular telephone. Once the agents have ébtained the target cellular telephone’s “ESN”
or “IMSI”, the agents can obtain the cellular telephone number by subpoenaing the
information from the particular service provider. Identification of any and all telephones
used by | tbrough the use of a digital analyzer device will constitute and lead to
evidence concerning his commissioun of the “Subject Offenses”.

31. To the extent the use of a digital analyzer device reveals that || NG s
using multiple telephones for a short period of time, in addition to his prior use of other
telephones, will itself constitute evidence that he is engaged in efforts to shield his
criminal activities from detection. As discussed above, it appears that | NEGNGNININM0@ 25

changed his telephone several times and is no longer usingjj | I (Subject

1)

phone #2), which suggests that he is actively engaged in efforts to shield his criminal
activities from detection.

32, Moreover, your Affiant knows from his experience that narcotics traffickers
will frequently use fictitious subscriber names in order to shield their identities from law
enforcement. By identifying the telephones currently used by || R, vour Affiant

will be able to determine through a review of available telephone records whether such

telephones are subscribed under a real name. 1f they are not, then |||||NGNGBEs vsc of



telephones with fictitious subscriber information will itself constitute evidence that he 1s
engaged in criminal activity.

33. Finally, discovering the identity of the telephones numbers used by
B i) 2150 permit law enforcement to establish a factual predicate for
interception of wire communications over these telephones in furtherance of the current
investigation.

34. Based on the forgoing, vour Affiant believes there is probable cause that
B - his associates are committing the “Subject Offenses” and that
I s 2nd will continue to use multiple telephones to communicate with his co-
conspirators. Moreover, your Affiant believes that identification of such secret
telephones will lead to evidence concerning the commission of the “Subject Offenses”.

35. In addition, I believe there is good cause to permit the use of a digital
analyzer device at any tume of the day or mght. Cellular telephone users may utilize a
telephone or possess one at any time of the day or night to conduct personal and or illegal
activity., Accordingly, in order to effectively collect information through the use of a
digital analyzer device, including its use in conjunciion with contemporaneous physical
surveillance and otherwise, it is necessary for law enforcement to be able to emiploy a
digital analyzer device at any time of the day or night without geographic limitations
the State of Jllinois.

VI CONCLUSION

36.  For the foregoing reasons, your Affiant respectfully and other law

enforcement officer(s) requests the approval to use a digital analyzer device for sixty (60)

days without geographic limitations in the State of Hlinois to wdentify the cellular




telephones used by | NG (' icvice vill be
primarily operated by the following police personnel assigned to the Chicago Police
Department Technical Service Section: Sgt. | R RSN »-C. NN
B O-. I - I - o.
I o I - O I - o
I O I O I ¢ O
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FURTHER AFFIANT SAYETH NOT.

Gang Investigation Section
Organized f:l‘i{'{hj)i%!i?}i(}i}
£l

oo E
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-fore pie this ?Zf?f day of

L1 -, 2010

Judge of the Circuit Court of Cook County Judge’s #



STATE OF ILLINOIS)
) SS

COUNTY OF COOK.)
IN THE CIRCUIT COURT OF COOK. COUNTY

COUNTY DEPARTMENT, CRIMINAL DIVISION

ORDER AUTHORIZING THE USE OF A DIGITAL ANALYZER DEVICE

NO.: DA 001

This matter coming on to be heard on the Petition for the use of a Digital Analyzer
Device filed by the People of the State of Illinois and supported by the affidavit of Chicago
police Officer || I Upon examination of the Petition and the supporting affidavit,

1 find it states facts sufficient to show probable cause that use of a Digital Analyzer Device will
produce evidence of a crime.

1 therefore authorize Police Officer ||| I -f the¢ Chicago Police Department
and members of any law enforcement agency working with him including Chicago Police
Sergeant _ Police Officer || TG D:-c:v- G
B Poiico Office: NN Folic Officor N
Chicago Potlice Officer ||| N NG roiice Officer |G Chicaqo
police Officer || NG ?olice Officer Christopher || I rolice
officer || TG 7o — Police Officer [
B oiicc Officer [IEGEGE - c: Oficer TGN - <
Police Officer || NEGTEGzgGE o vtilize 2 Digital Analyzer Device for (60) sixty days at
any time day or night without geographic limitations in the State of Hlinois to capture the “ESN”
or “IMSI” of the cellular telephones operating near the target cellular phone.

I further authorize members of any law enforcement agency working with Affiant
Sherman Jefferson, including members of the Cook County State's Attorney's Office to utilize

this device for the period commencing with the entry of this order and continuing for a period of

& —

sixty (60) days. 1 —. ,
H H -
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STATE OF ILLINOIS)
) ss.
COUNTY OF COOK )

IN THE CIRCUIT COURT OF COOK COUNTY
COUNTY DEPARTMENT, CRIMINAL DIVISION

PETITION FOR USE OF A DIGITAL ANALYZER DEVICE

NO.: DA 001

NOW COME, the People of the State of Illinois, by ANITA ALVAREZ, State’s Attormney
of Cook County, by her Assistant, Paul Sabin, and moves this Honorable Couwst for an order
allowing the State’s Petition for the use of a Digital Analyzer Device and the People submit the
following:

1. That | s :nder investigation for violation of the Illinois Compiled
Statutes, Controlled Substance Act, Chapter 720, Section 570/401 for Possession With Intent to
Deliver or Delivery of a Controlied Substance, Criminal Drug Conspiracy in violation of the
Itlinois Compiled Statutes, Chapter 720 Section 570/405.1 and viclation of the Cannabis Control
Act under the Iilinois Compiled Statutes, Chapter 720 Section 550/1 for Possession With Intent
to Delivery Cannabis and Delivery of Cannabis. This is a long term investigation undertaken
with members of the and the Chicago Peolice Department.

2. That the attached Affidavit shows that || KKGczcGENGINGEEEEEEEEEEE
is using various cellular telephones to facilitate his criminal enterprise.

3:  That members of the Law Enforcement Agency are in possession of a device that
detects radio signals that are emitted automatically at the time a cellular telephone is turned on,
and periodically thereafter as long as the phone remains on, regardless of whether a call is being
made, fo register the cellular telephone o nearby cell towers.

4. That these signals contain identifying numbers of the telephone (e.g., the cellular
telephone number and electronic serial number ("ESN™) or intemational mobile subsceriber
identification number (“IMSI”). A digital analyzer device does not intercept any content of
communications, but rather searched for the autonomous registration signals emitted by the target

.elephone, which are identified through its identifying numbers.



5. That based on the foregoing filed affidavit there is probable cause to believe that the
use of a digital analyzer device will produce evidence of a crime.

WHEREFORE, the People pray this Honorable Court for an order authorizing the use of
a digital analyzer for sixty (60) days without geographic limitations in the State of Illinois to

identify the cellular telephones used by

Respectfully submitted,

ANITA ALVAREZ
State’s Attorney of Cook County

Assistant State’s Attorney



STATE OF ILLINOIS)

) S8 fff\ ;
COUNTY OF COOK ) o
Q Ie
B Sy
IN THE CIRCUIT COURT OF COOK COUNTY ;—»féfg{:},%ﬂ;z{;? 4
COUNTY DEPARTMENT, CRIMINAL DIVISION ¢ afzgss,é?gg y
A

IMPOUNDING ORDER

NO.: DA 001

THIS MATTER having come before the court and the court having issued the said order;

IT IS HEREBY FURTHER ORDERED that the original pc?tiﬁn%\and order, which I have

N

placed 1n an envelope and signed and secaled, are to be impounded and held™n the custody of the

Clerk of the Circuit Court until otherwise ordered by the cowt.
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/ s /?'5/*7 gfy ) e

Received by: ,
Clerk of the Circuit Court ”
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Date:
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STATE OF ILLINOIS)
) SS.
COUNTY OF COOK )

IN THE CIRCUIT COURT OF COOK COUNTY
COUNTY DEPARTMENT; CRIMINAL DIVISION

PETITION FOR USE OF A DIGITAL ANALYZER DEVICE

NO.: DA 004

NOW COME, the People of the State of lllinois, by ANITA ALVAREZ, State’s Attorney
of Cook County, by her Assistant, Daniel Maloney, and moves this Honorable Court for an order
allowing the State’s Petition for the use of a Digital Analyzer Device and the ?ebpié submit the
following:

1. That | - - inivestigation for violation
of the Illinois Cornpiled Statutes, Controlled Substance Act, Chapter 720, Section 570/401 for
Possession With Intent to Deliver or Delivery of a Controlled Substance, Criminal Drug

Conspiracy in violation of the Illinois Compiled Statutes, Chapter 720 Section 570/405.1 and

_violation of the Cannabis Control Act under the Hlinois Compiled Statutes, Chapter 720 Section

550/1 for Possession With Intent to Delivery Cannabis and Delivery of Cannabis. This is a long
term investigation undertaken with meuibers of the and the Chicago Police Department.

2. That the attached Affidavit shows that || EGcTczc_ENENIGIGgGgG@EEEEEE
aré using various cellular telephones to facilitate their criminal enterprise.

3. That members of the Law Enforcement Agency are in possession of a device that
detects radio signals that are emitted automatically at the time a cellular telephone is turned on,
and periodically thereafter as long as the phone remains on, regardless of whether a call is being
made, to register the cellular telephone to nearby cell towers.

4. That these signals contain identifying numbers of the telephone (e.g., the cellular
telephone number and electronic serial number (“ESN”) or infernational mobile subscriber
identification number (“IMSI). A digital analyzer device does not intercept any content of
comrmunications, but rather searched for the autonomous registration signals emitted by the target

telephone, which are identified through its identifying numbers.



5. That based on the foregoing filed affidavit there is probable cause to believe that the
use of a digital analyzer device will produce evidence of a crime.

WHEREFORE, the People pray this Honorable Court for an order authorizing the use of
a digital analyzer for sixty (60) days without géographic limitations in the State of Illinois to

identify the cellular telephones used by

Respectfully submitted,

ANITA ALVAREZ
State’s Attorney of Cook County

Danie] Maloney /

Assistant State’s Attorney




STATE OF ILLINOIS )
) sS
COUNTY OF COOK )
NO: DA 004
AFFIDAVIT

L  INTRODUCTION
., T i duly swofn, depose and state as follows:

I am an “investigative and or law enforcement officer” within the meaning
of Section 720 ILCS of the State of Illinois Compiled Statues; that is, an officer of the
City of Chicago, County of Cook, State of Illinois, I am empowered by law to conduct
investigations of, and to make arrests for, offenses including but not l;mi.ted to Section
720 of the Criminal Code of Illinois.

I am cuirently e;nplpyed by the City of Chicago, Chicago Police
Department and been so employed since November 22, 1993. T am assigned to the Gang
Investigations Section of the Organized Crime Division. I have held this assignment and
various other aspects of the Organized Crime Division for approximately 11 years.

Prior to my current assignment, I was assigned as a Task Force Officer with

the United States Department of Justice (herein DOJ) working in conjunction with the

Drug Enforcement Administration (herein DEA) for approximately 4years.

During my assignment(s) to the Organized Crime Division and DEA your
affiant has received countless hours of training as it relates to criminal investigations and
have experience in investigating violations in both federal and state narcotic laws

including but not limited to, Title 21, United States Code; Section 841, 843, 846 and



Section 720 of the Criminal Code of Illinois. Some of the specialized training [ have
received includes but not limited to, classroom instruction concerning narcotics
smuggling, money laundering, and conéucting conspiracy and complex investigations. |
have participated in investigations that have resulied in seizures of controlled substances
including cocaine; methamphetamine, marijuana, heroin, ecstasy (herein GHB) and other
controlled substances. I am familiar with and have participated in all of the normal
investigative methods including but not limited to; affixed and roving visual surveillance,
debriefing of witnesses and defendants as well as others who have knowledge of the
methods involved in the distribution, transportation, storage and importation of Cannabis
and other controlled substances.

1 have also been the affiant for numerous search and arrest warranis, court
approved consensual overhears orders (herein COH’s) and Electronic Surveillance
Orders (herein ESO). Additionally, I have been responsible for the debriefing of
defendants, informants, and witnesses, as well as others who have knowledge of the
methods involved in the distribution, tm;nsportatien, storage aﬁdfimpg}rtaiion of cannabis
and controlled substances.

I know based on my training and experience that drug traffickers utilize
telephones, pagers, computers and other technology to facilitate their illegal ;ctiviﬁes. [
also know that narcotics traffickers often use coded language to identify themselves, the
nature of the comhmnicaticm, to avoid being detected by law enforcement personnel.

As a result of my personal participation in this investigation and my
conversations with other law enforcement personnel involved in this investigation, [ am

familiar with all aspects of this invesiigation including, but not limited to the following:



(1) reports made by other law enforcement officers; (2) telephone subscriber records,
airtime records of incoming and outgoing telephone calls, telephone muds and toll
records, pen register information; (3) information obtained from public records and law
enforcement databases.
11 PURPOSE OF THIS AFFIDAVIT

Based on the information contained in this affidavit, my experience and
training, and on the basis of other information that I have reviewga and determined

reliable, I believe that the facts establish that there is probable cause to believe that

I BN - others known and unknown have

cominitied, are committing, and will continue to commit the following offenses (herein
“subject offense™):
a. Possession with Intent to Deliver and De}.iv_ery of a Controlled Substance, in
violation of 720 Section 570/401 of the Illinois Compiled Statutes;
b. Criminal Drug Conspiracy in violation of Section 720 of the Illinois
Compiled Statutes Section 570/405.1
c. Possession with Intent to Delivery and Delivery of Cannabis, in violation of
the Cannabis Control Act Section 720 of the Illinois Compiled Statutes
Section 550/1.
This affidavit is submitted for the limited purpose of showing that there is
probable cause to believe that |G - oihers known and vet
known are committing the “Subject Offenses” that they surreptitiously uses their cellular

telephones in order to communicate with their co-conspirators; and the use of a digital



analyzer device for the purpose of identifying these telephones wil result in evidence of
the commission of the “Subject Offenses™.

Because this affidavit is being submitted for limited purpose of using a digital
analyzer, I have not set forth each and every fact known to me concerning this
mvestigation.

[II. PROBABLE CAUSE

Since August 2009, members of the Chicago Police Department, Gang
Investigation Section and High Intensity Drug Trafficking Agency (herein HIDTA), have
been investigating the violent crimes and narcotics trafficking of members of the Four
Corner Hustlers’ street gang on the Cﬁicago’s Westside. The Four Corner Hustlers’ street
gang controls various open air drug markets in the geographical ateas within the
Westside of Chicago.

This investigation focusés on buﬁ not limited to /the boundaries of Division Sireet
North to Grand Avenue and Central Avenue East to Cicero Avenue. Specifically,
members of the Gang Investigations Section are investigating the narcotics operation and
other refated activities of || | | I i )¢ course of this
investigation it was leamned that || s 2 ranking member of the Four Corner
Hustlers’ street gang and is believed to be responsible for supplying others, mainly
B quontities of marijnana and cocaine. It was also learned that [Jecd
B 250 members of the Four Corner Hustlers® street gang and are major
components 1o || NN naccotics operation as well as others known and others yet
known.

IV, SUBJECT’S CRIMINAL BACKGROUNDS



a. s 2 convicted felon with a suspended Illinois Drivers license.
B :icicd 2 plea of guilty to Possession of a Controlled Substance on 21 April
1997 under | 20d was sentenced to eighteen menths probation by the
Honorable Rodolfo Garcia. A review of | Chicago Police criminal history report
indicates _ used the || 2cdrcss in Chicago as his place of |
residence on a previous arrest dating back to June 2005.

b. | - convicted felon in that on 06 January 1998, | EGEGcNB
entered a plea of guilty to Possession of 30-500 grams of Cannabis under ||| | | |
and was sentenced to 30 moriths intensive pr@bation‘n On 22 Aug 1997, ITGGNGR
entered a plea of guilty to Possessing a fircarra under || N I and was sentenced to

30 months %)ro,bation which was consecutive to ||| IGz&

c. TGN - - o - black, 37 years of age and is a
ranking member ‘of the Four Corner Hustler’s stieet gang who 1s currently on parole.
Il is - convicted felon in that on 24 March 2003, there was a finding of guilty of
Manufacturing/Delivery of a Controlled Substance cocaine andjJJj was sentenced to

4 0% FaAY 7
bﬁ\fbs.}{i}
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rears in the Ilinois Department of Corrections under case number |||  Gz&G
Additionally, [JJJlziso on 26 July 2002, entered plea of guilty to Residential Burglary
and was sentenced to five (5) years in the Iilinois Department of Corrections under case
number || e aforementioned sentences were to be served consecutively. On
03 March 1998, JJkctcred 2 plea of guilty to Possession of a Controlled Substance
and was sentenced to 18 m(}z}f}zs probation which was terminated unsatisfactory and
B - ubscquently sentenced to one (1) vear in the Illinois Department of

Corrections under case number ||| | R On» 29 Jun 1993, [ cvtered a plea of



guilty to Possession of a Stolen Motor Vehicle and was sentenced to four (4) years in the
[ihinois Department of Corrections und;:f B C: (6 Scptember 1992, IR
entered a plea of guilty to Possession of a Controlled Substance and was sentenced 0
four (4) yeats probation under case number ||| | || . T 2150 entered & plea of
guilty to Possession of a Stolen Motor Vehicle and was sentenced to four (4) years
probation under case number ||| Tl These sentences were to be served
concurrently.

Based on information gathered and investigative tactics used during this
investigation for exarﬁpi&; surveillance, interviews of confidential sources, 15 undercover
purchases for quantities of marijuana and cocaine from ||| GzNGEGE iov: 2ffient

learned that || GG - 2o sources of cannabis and cocaine
in the Chicago area. It is further believed that ||| GTcGGGGEEEEEEE -
immediate access to a large quantity of cannabis and cocaine. Due to the conversations
that UCO | - 2¢ vith I 2nd withessed by other police personnel, your
affiant is aware that ||| s vtilizing telephone numbe: || G (1272t
Phone #1) to engage in narcofic related conversations and to coordinate the distribution
of marijuana and cocaine in the Chicago area. [} is vtilizing telephone number [}
B (G occt Phone #3) andhas also used || Target Phone #2), and
B cccontly utilized telephone numbers ||| Gz (7arget Phone #Ha)
and telephone number || T Caxget Phone #5).

Based on information gathered from pen registers and intercepted calls on
electronic surveillance orders (herein ESO’s) 2010-ES0-019 and 2010-E80-021] that

were utilized during this investigation, your affiant learned that ||| |  GcGcNING =<



B sing the aforementioned cellular telephones to engage in narcotic related
conversations and to coordinate the distribution of marijuana and cocaine in the Chicago
area.

On November 7, 2010 pursuant to 2010-ESO-021 call 420 was intercepted at
11:35 a.m. Anunknown male called B 1accct Phone 3 and ask foi | EGEGN
cellular telephone number. B i formed the unknown male that || ost bis
cellular phone referring to Target Phone 4. Your affiant reviewed the data gathered on
2010-PR- 154 and discovered a drastic decline of i:ncomiﬂg and outgoing call for Target
Phone 4, which led your affiant to believe that I Gic lose Target Phone 4.

On November 11, 2010 pursuant to 2010-ESO-021 call 645 was intercepted at

1:02 p.m. A male (now known as ||| | ||| G c2cc I o: Target Phone 3
and asked for || S ccllular telephone number. | then iostrocted
B covitec N - e I i I

- On Novemiber 11, 2010 pursuant to 2010-ESO-021 call 646 was iniercepted at
1:03 p.m. [ vsed Tz;'rget Phone 3 to contact || Nlon Target Phone 5.
delivered || NGB ocssacc o GGz ' Vou 2ffiant
believes that Target Phone 5 was || NN o+ ccliular telephione number.

On November 11, 2010 pursuant to 2010-ESO-021 call 649 was intercepted at

1:49 p.m. | esed Target Phone 3 to contact || on Target Phone 5. IR
informed [ that he had 30.2 grams (referring to a quantity of cocaine).
I socicd [l o make it into “28” (street term for an ounces of narcotics)

and further stated ‘| is coming to getit.



Based on the above information, surveillance was established in the vicinity of
I <sidence and observed |- i ve in his vehicle and parked across
form I residence located at [ S N - it [ =nd-
surveillance personnel observed I reccive an unknown item from IR
After engaging each other in conversation [JJJllentered his residence and | RN
reentered his vehicle. After a short period of time, ||| NI drove away from the
area.

Surveillance personnel monitored| | I cirsction of travel and observed
I ok his vebicle in the 1700 block of North Linder. As enforcement officers
approacied B -icc. B i ocdiately exited his vehicle and
began to approach a residence. Enforcement officers called out to || | | qJE N 2t which
time he looked in their direction and dropped two small pieces of crack cocaine to the
ground which was immediately recovered by enforcement officers. - RS
detained and interviewed. Enforcement officer conducted a search of ||| | | R
vehicle which revealed a clear knotted plastic bag containing additional crack cocaine.
Due to the nature of this on-going investigation, [N MMl s not arrested at this
time.

On November 11, 2010 pursuant to 2010-ESO-021 call 665 was intercepted at
5:50 p.m. | vscd Target Phone 5 to contact Il on Target Phone 3. D
this conversation ||| I s:ccied I o stop vsing that phone line. || EEGzGzB
further stated that it only takes a couple of {;az}var;a‘gims on the phone and “your ass is

cone.” || R fother stated that he and I where 2oing to the phone shop on

uring

o
4]



North Ave., to obtain new phone lines. || N stated that he and Il could get
two phones for $100.

Based on this conversation between |||l d Il scussing their
intentions to obtain new phone lines, your affiant believes that | NN »formed

I o1 the cvents surrounding being stopped and having the cocaine he received

from [Jscized prompted N 220 o obtain new cellular telephone

numbers.

It is believed that the use of a digital analyzer device would assist your affiant in
locating and obtaining the cellular telephone numbers used by ||| KGN 2
B identifying their suppliers and customers, as well as to identify locations
where | I storc cocaine and/or marijuana or assets derived through
the sales of ﬁarcc}tics.

Based upon the foregoing information developed in this investigation, vour affiant
believes that the subject, |l is using and will continue to use cellular telephone
sumber | NG (arget Phone #1), s vtilizing cellular telephone number
I 1~ rgct Phone #3) and [ bas previously used telephone
numbers ||| GGG aget Phone #4) and telephone number ||| GNB
(Target Phone #5) to assist in conducting their drug activity.

At this point in this investigation, police personnel has been unsuccessful at
ascertaining the newest cellular telephone numbers used by B o D
Granting the approval using a digital analyzer device to capture the telephone numbers
used by | o< | 11 2ssist vour affiant, members of the Chicago Police

Department and members of the Cook County State’s Attorney’s Office in the



furtherance of identifying and ultimately apprehending drug associates of || | [GcNEB
I -

Based on my experience, individuals involved in organized criminal activity such
as drug trafficking will often purchase cellular telephones for uise in connection with their
criminal activities. Such phones will be utilized for limited periods of time to
communicate with co-conspirators, after which time they will be discarded or
deactivated. Members of organized criminal activity will also use multiple telephones for
brief periods of time in order to shield their activities from electronic surveillance by law
enforcement. Specifically, by using a telephone under a fictitious name for a limited
period of time, individuals engaged in organized (criminai activity hope to evade detection
of their use of a particular telephone, and thereby how to frustrate law enforcement
attempts to overhear or capture data from their telephone calls.

V. REVELANCXE AND MATERIALITY OF USE OF A PEN REGISTER IN THE
FORM OF A DIGITAL ANALYZER DEVICE

A digital analyzer device is a device operated by law enforcement officers that
detects radio signals that are emitted automatically at the time a cellular telephone 1s
turned on, a;z}d periodically thereafter as long as the phone remains on, regardless of
whether a call is being méde, to register the cellular telephone to nearby cell towers.
These signals contain identifying numbers for the telephone (c.g., the cellular telephone
number and electronic serial number (“ESN”) or international mobile subscriber
1dentification number (“IMSI”). A digital analyzer device does not intercept any content
of communications, but rather searched for the autonomous registration signals eimitted

by the target telephone, which are identified through its identifying numbers.

fo—
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When a digital analyzer device is pointed in the direction of a particular target
cellular telephone, it will reveal the cellular telephone’s “ESN” or “IMSI”. The digital
analyzer device will furthermore show the “ESNs” and “IMSIs” for cellular telephonesin
the immediate area Although the digital analyzer device will likely capture the “ESN”
or “IMSY” for many, if not all, of the cellular telephones operating near the target phone,
the agents utilizing tﬁe device can isolate the “ESN” or “IMSI” corresponding to the
target cellular telephone by utilizing the digital analyzer device in the direction of the
target cellular telephone at two or three different physical locations. By determining the
“ESNs” or “IMSIs” present at the locations, the agents through process of elimination can
isolate the “ESN” or “IMSI” corresponding to the target cellular telephone. Once the
agents have obtained the target cellular telephone’s “ESN” or “IMSI”, the agents can
obtain the cellular telephone h{imbex“ by subpoenaing the information from the particular
service provider. Identification of any and all telephones used by || N through the
use of a digital analyzer device will constitute and lead to evidence concerning his |
commission of the “Subject Offenses”.

To the extent the use of a digital analyzer device reveals that ||| s vsing
multiple telephones for a short period of time, in addition to his prior use of other
telephones, will itself constitute evidence that he is engaged in efforts to shield his
criminal activities from detection. As discussed above, it appears that [JJJjobtained a -
new cellular telephone number and ||| 225 changed his telephone several times
and is no longer using | NN T 2rzet Phone 4) and [ Target

Phone #5); which suggests that he is actively engaged in efforts to shicld his criminal

activities



Moreover, your Affiant knows from his experience that narcotics traffickers will
frequently use fictitious subscriber names in order to shield their identities from law
enforcement. By identifying the telephones currently used by |||  GczNcIENINGE
your affiant will be able to determine through a review of available telephone records
whether such télephones are subscribed ‘under a real name. If they are not, then e
and || usc of telephones with fictitious subscriber information will itself
constitute evidence that he is engaged in criminal activity.

Finally, discovering the identity of the telephones numbers used by/ <
B | 2iso permit law enforcement to establish a factual predicate for
interception of wire communications over these telephones in furtherance of the current
investigation.

Based on the forgqin‘g, your affiant believes there is probable cause that ]
I (i associates are committing the “Subject Offenses” and
that | - - il continue to use multiple telephones to
communicate with his co-conspirators. Moreover, your Affiant believes that
identification of such secret telephones will lead to evidence concerning the comimission
of the “Subject Offenses”,

In addition, I believe there is good cause to permit the use of a digital analyzer
device at any time of the day or night. Cellular telephone users may utilize a telephone or
possess one at any time of the day or night to conduct personal and or illegal activity.
Accordingly, in order to effectively collect information through the use of a digital

analyzer device, including its use in conjunction with contermporancous physical



surveillance and otherwise, it is necessary for law enforcement to be able to employ &
digital analyzer device at any time of the day or night without geographic limitations.
VI. CONCLUSION

For the foregoing reasons, your Affiant respectfully and other law enforcement
officer(s) requests the approval to use a digital analyzer device to identify the cellular
telephones that are currently being used by —
. B5 |
B T device will be primarily operated by the following police personnel
assigned to the Chicago Police Department Technical Service Section: Sgt. |||
I 0. I - I . o
ey g
I ©-O. I O I, O
I O I .o I O

FURTHER AFFIANT SAYETH NOT.

—

gy o

Gang Investigation Section
Organized Crime Division

Subscriber and sworn to before mg this

/ _ day of November 2010.
,».w»»w;'::‘i} 4

Judge



STATE OF ILLINOIS)
) 8.
COUNTY OF COOK )

IN THE CIRCUIT COURT OF COOK COUNTY
COUNTY DEPARTMENT, CRIMINAL DIVISION

ORDER AUTHORIZING THE USE OF A DIGITAL ANALYZER DEVICE

NO.: DA 004

This matter coming to be heard on the Petition for the use of a Digital Analyzer Device
filed by the People of the State of Illinois and supported by the affidavit of Chicago Police
Officer | Gz Uoor cxamination of the Petition and the supporting affidavit, I find
it states facts sufficient to show probable cause that use of a Digital analyzer Device will produce
evidence of a crime.

1 therefore authorize Police Officer | NN of thc chicago Police Department

and members of any law enforcement agency working with him including Chicago Police

Sergeant || GG oic: Oficer TTNGEGEGEE - I
I ©olice Officer N - i O

~ Chicago Police Officer || [ | I - - I
Chicago Police Officer | EGNGNNGNGNGEGE ©oiicc OSce N 2 oicc Officer
I o oiice Officer . ©oiicc Officer ]
i Officer GGG o icc Ofice: TGN o 2olice
Officer | GG o 2:iizc 2 Digital Analyzer Device for sixty (60) days at any

time day or night without geographic location sin the State of [llinois to capture the “ESN” or

“IMSI” of the cellular telephones operating near the target cellular phone.
[ further authorize member of any law enforcement agency working with Affian | I
B i cuding members of the Cook County State’s Attorney’s Office, to utilize this device

for the period commencing with the entry of this order and continuing for a period of sixty (60)

days.




STATE OF ILLINOIS) ¢ f
) SS. Yoy 5‘
COUNTY OF COOK ) ‘

IN THE CIRCUIT COURT OF COOK COUNTY 7
COUNTY DEPARTMENT, CRIMINAL DIVISION 7

IMPOUND ORDER

NO.: DA 004
THIS MATTER héving come before the court and the court having issued said order;
IT IS HEREBY ORDERED that the original petiﬁon and order, which I have

placed in an envelope and signed and sealed, are to be impounded and held in the custody of the
Clerk of the Circuit Court until otherwise ordered by the court.

e NSO <t /

Judge of Mﬁ it C‘méyc{

} N e
Time: / ¢ % ﬂ'\ . /
’3 )T

Received by: 4 / 7 s ’g“’ﬁ}” {
Clerk of the Cn*cmt G4 usi

Date: //r/g’/é} /2* /;ff{;fwt

Time: / r#é p M







REPORT OF INVESTIGATION
CHICAGO POLICE DEPARTMENT / GANG INVESTIGATIONS SECTION

. REPORTED BY: 2. 3. File No.:
CROSS RELATED
j X 00 FILE FILES GIS # 65
0O New Breed
o
4. Date Prepared: O 5. File Title:
o
17 Mar 2010 0 Operation Bird Cage
6. Other Officers:  Team 6580
7. Report Re: Digital Analyzation of |JJJlllohone number

.On 13 March 2010 and 17 March 2010 a court ordered Digital Analyzer was used in the
close vicinity of ||| I -t v2rious locations. On 13 March 2010, Chicago Police
Department Tech specialist J|  lfused the digital analyzer in close proximity of _
/I W bctween the hours of 0840 and 1015. Surveillance established that || NG -
nside uring this time frame. Tech specialist || collected data four separate tlmes
between 0840hrs and 1015hrs at ||| GGG is thco observed at 1015hrs leaving
B ;o cntering his blue Buick with temporary registration ||| | || T s then
observed driving eastbound on 1290. While on surveillance at approximately 1025hrs, Tech specialist
I :scd the Digital Analyzer on 1290 in a close proximity of || lvehicie at 1290 east of Wolf
road. At appreximately 1030 hrs, Tech specialist B s the Digital Analyzer on 1290 eastbound at
Harlem and was within a close proximity of || vehicie. Surveiltance atiempted to foliow

B 5 v2s unsuccessful.

Tech specialist -analyzed the above collected data and was able to determine that
IMSI  316010151037173 was present at ||| | | | | - present at the two separate locations on
1290. ¢ ther determined that this IMSI number was the only number consistent at all of | | Gz
locations.

On 17 March 2010, surveillance was established pursuant to phone calls 110, 116, and
137 for BSO 09GI1396-2, Surveillance observ

o« |
. B {;i_ blue Buick on the 3100 block of Flournoy. Sgt. [ observed the Buick and
was able ¢ *ﬁ;_;% the driver of the vehicle. Sﬂf- ;f;éﬁgz, ed enforc

o [ bccause be has @ suspended license and was not




—- REPORT OF INVESTIGATION File #:
' CHICAGO POLICE DEPARTMENT / GANG INVESTIGATIONS SECTION Date: 22 Mar 2016

" st 1355hrs, enforcement officers conducted a traffic stop onj il 2t 3318 W. Congress. Tech
Specialist [l collected data at 3318 W. Congress twice during this traffic stop. Tech specialist [
determined that IMSI 316010151037173 was present at 3318 W. Congress during the traffic stop.

INDEX:

M/1/24 6'01 1501bs

dob N

M/1/30 6'02 300lbs

dob I

vi/1/33 6'00 270Q1bs

dob I

VEHICLE INDEX:

Blue Buick with IL. Temp reg. | <ionging to | TG

SOS 01162010 0442
STA/VALID VAL/08062009 TTL/X7239688671
B 072010 ORIG PLT LIC STX/0G9601931

I | UL T OWNER
]
I (I CAGO IL 60644-1209

Pagce 2
g
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