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Commissioners 
Cook County Board 

Re:  Resolution to compel disclosure of personal health information, including COVID-19 test 
results 

Dear Commissioners: 

The ACLU of Illinois, which has more than 70,000 members, strongly opposes Resolution 20-
2378, compelling the disclosure of personal health information (“PHI”) about people in Cook 
County who test positive for COVID-19.   Release of this confidential PHI is dangerous to the 
public health – it would create a false sense of security and actually increase risk of exposure to 
the virus – and it violates federal and state constitutional and legal privacy protections.  

Protecting the Public Health Requires Abiding by Guidances Issued by the Illinois 
Department of Public Health and the Cook County Board of Health. 

The Illinois Department of Public Health does not recommend disclosing the personal health 
information of those who test positive for COVID-19, including their names and addresses.  
According to the Department, sharing this information has “limited epidemiologic and infection 
control value” because of the large number of asymptomatic cases and cases unconfirmed by 
testing during the current pandemic. Ill. Dep’t of Pub. Health, Guidance to Local Health 
Departments on Disclosure of Information Regarding Persons with Positive Tests for COVID-19 
to Law Enforcement 2, available at
https://www.dph.illinois.gov/sites/default/files/20200401_Guidance_on_Disclosure_of_Private_I
nformation.pdf.  

Numerous other public health experts agree with this assessment. See, e.g., Nw. Cent. Dispatch 
Sys. v. Cook Cnty. Dep’t of Pub. Health, No. 20 CH 03914, *14–15 (Cir. Ct. Cook Cty. May 1, 
2020) (attached as Exhibit A) (describing “thorough and informative” affidavit from Dr. Rachel 
Rubin, Co-Administrator of Cook County Department of Public Health); Letter from Chicago 
Mayor Lori Lightfoot to Illinois Attorney General Kwame Raoul (April 23, 2020) (attached as 
Exhibit B) (describing opinion of Chicago Department of Public Health Commissioner Dr. 
Allison Arwady that there is “no public health reason for disclosure of positive COVID-19 
cases”). 

Public health experts are unified in urging first responders to treat every member of the public 
with whom they come into contact as potentially infectious because any list of people who test 
positive for COVID-19 is incomplete. More specifically:  
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 Current research suggests that 50% of those infected with COVID-19 will not begin to 
show symptoms for the first five days, during which time people are most likely to 
spread the virus to others.   

 IDPH, the Centers for Disease Control and Prevention (CDC), and other public health 
authorities report that many people are asymptomatic but still shedding the virus and thus 
pose a risk to others with whom the come into contact.   

 Further, current tests for COVID-19 could return a false negative up to 30% of the time.  
In any case, less than 5% of the Illinois population has been tested for the virus and we 
are now in a period of community spread.  

 As a result, providing information on addresses with positive tests would give our first 
responders a false sense of security when entering homes where no positive test is 
reported. 

When specifically called to homes or apartments for emergency response, first responders 
should again follow public health guidances, including those of the CDC.  The updated CDC 
guidance for first responders instructs dispatch operators to make inquiries to determine whether 
a specific caller has or may have COVID-19. Centers for Disease Control and Prevention, 
Interim Guidance for Emergency Medical Services (EMS) Systems and 911 Public Safety 
Answering Points (PSAPs) for COVID-19 in the United States (updated Mar. 10, 2020), 
available at https://www.cdc.gov/coronavirus/2019-ncov/hcp/guidance-for-ems.html. Following 
this guidance provides real-time information that is likely to be more accurate and up-to-date—
and thus more protective of first responders—than a list of individuals that likely includes people 
who are no longer infectious and that is woefully incomplete given the lack of sufficient testing 
to identify all people with COVID-19. See Nw. Cent. Dispatch Sys. at 17. 

In denying the attempt by the Northwest Central Dispatch System to compel disclosure of 
this very information, Judge Demacopoulos of the Circuit Court of Cook County, declared: “The 
harm feared by [the plaintiff dispatch system] . . . simply will not be avoided by the relief it 
seeks.” Informed by a number of factors, the judge concluded that disclosure of the names and 
addresses of people with confirmed COVID-19 would not reasonably provide meaningful relief 
to first responders, and actually would endanger them. See Nw. Cent. Dispatch Sys. at 16–17. 
Those factors include: the large number of untested people, the infectiousness of asymptomatic 
carriers, and the futility of relying on an individual’s placement on a list of confirmed cases 
when they may no longer be contagious. Id.  Moreover, Judge Demacopoulos found that 
releasing this personal health information risked harming to the [defendant health department] 
and public interest,” including the public’s privacy rights and health privacy rights, especially, 
are “real, concrete, and avoidable.” Nw. Cent. Dispatch Sys. At 18. 

Disclosing Personal Health Information in Contravention of Public Health Interests 
Violates the U.S. and Illinois Constitutions and Illinois Law. 

The Illinois Constitution provides that “[t]he people shall have the right to be secure in 
their persons, houses, papers and other possessions against unreasonable . . . invasions of 
privacy[.]” Ill. Const. art. I, § 6.  “[T]he confidentiality of personal medical information is, 
without question, at the core of what society regards as a fundamental component of individual 
privacy” protected by this provision. Kunkel v. Walton, 179 Ill.2d 519, 537 (1997). See also
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Hope Clinic for Women, Ltd. v. Flores, 991 N.E.2d 745, 762 (Ill. 2013) (“[O]ur state 
constitutional privacy guarantee protects a person’s reasonable expectation of privacy in his or 
her personal medical information.”) Because public health authorities have explicitly declared 
that sharing this information with law enforcement or other first responders is not an effective 
way of limiting the spread of the virus, the release of this information is “unreasonable” and thus 
runs afoul of the Illinois Constitution. See also People ex rel. Director of Public Health v. Calvo, 
89 Ill.2d 130, 137 (1982) (State’s Attorney could not subpoena reports of individual cases of 
sexually transmitted disease from the Department of Public Health) 

The federal courts have also identified protections for an individual’s interest in the 
privacy of medical and other sensitive information arising from the Due Process Clauses of the 
Fifth and Fourteenth Amendments to the United States Constitution. See, e.g., Wolfe v. Schaefer, 
619 F.3d 782, 785 (7th Cir. 2010) (“[C]ourts of appeals, including this court, have interpreted 
[Supreme Court precedent] to recognize a constitutional right to the privacy of medical, sexual, 
financial, and perhaps other categories of highly personal information[.]”); Coons v. Lew, 762 
F.3d 891, 900 (9th Cir. 2014) (recognizing a “fundamental privacy right in non-disclosure of 
personal medical information”); Burns v. Warden, USP Beaumont, 482 Fed.App’x 414, 417 
(11th Cir. 2012) (recognizing a constitutional interest in avoiding disclosure of personal matters); 
Gruenke v. Seip, 225 F.3d 290, 302–03 (3d Cir. 2000) (recognizing right to protection against 
disclosure of medical information).   

Infringing on this constitutional privacy interest is permissible “only upon proof of a 
strong public interest in access to or dissemination of the information.” Wolfe, 619 F.3d at 785. A 
strong public interest in access to or dissemination of information about individuals with 
confirmed COVID-19 is lacking here, because numerous experts including the Illinois 
Department of Public Health and the Cook County Department of Health’s own leadership have 
opined that releasing this information to law enforcement authorities actually has limited value in 
terms of promoting or protecting public health. See also, e.g., Grimes v. County of Cook, No. 19 
C 1691, 2020 WL 1954149, at *2–4 (N.D. Ill. Apr. 23, 2020) (denying motion to dismiss claim 
for violation of right to medical privacy under Fourteenth Amendment’s Due Process Clause 
where defendants did not argue that public interest justified disclosure of plaintiff’s transgender 
status); Fort Wayne Women’s Health v. Bd. of Comm’rs, Allen Cty., Ind., 735 F.Supp.2d 1045, 
1061 (N.D. Ind. 2010) (finding plaintiff likely to succeed on merits of due process claim where 
there was a “mismatch between the [challenged law’s] goals and the requirement for and 
inspection of patient notification forms containing patient identifying signatures”); Tucson 
Woman’s Clinic v. Eden, 379 F.3d 531, 552–53 (9th Cir. 2004) (holding regulation which gave 
agency access to unredacted medical records violated informational privacy rights of patients 
where access to the unredacted records would not actually promote government’s interest in 
health and safety); Sterling v. Borough of Minersville, 232 F.3d 190, 196–97 (3d Cir. 2000) 
(finding violation of constitutionally protected privacy interest where police officer threatened to 
reveal arrestee’s homosexuality and conceded “he would have no reason to disclose” this 
sensitive information). 

Releasing Personal Health Information Will Chill Many People from Seeking Testing and 
Exacerbates the Risk of Community Spread. 
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Protecting the confidentiality of medical information is essential to ensuring that people 
access needed medical care for appropriate diagnosis and treatment. Disclosing this confidential 
health information risks deterring people from getting tested, especially communities with 
fraught relationships with law enforcement, because many of these communities are at higher 
risk of serious complications or dying from COVID-19 – especially African-American and 
Latinx communities – any decision that deters testing in these communities will compromise 
rather than protect public health.  As a leading public health law scholar has noted: 

People suffering from or at risk of a stigmatizing condition may not come forward for 
testing, counseling or treatment if they do not believe their confidences will be respected.  
They are also less likely to divulge sensitive information about risk factors….  Failure to 
divulge health information for fear of disclosure can be detrimental to treatment and put 
others at risk of exposure to disease.  Informational privacy, therefore, is valued… to 
protect patients’… health and the health of the wider community. 

Lawrence Gostin, Public Health Law Power, Duty, Restraint 319 (2016).  

Our relatively recent experience during the HIV epidemic demonstrates that 
confidentiality protections “reduce fear of stigma and discrimination, build trust and open 
channels of communication between patients and health-care workers, lead to more ready access 
to testing services and enhance compliance with public health and clinical advice.”  UNAIDS,
RIGHTS IN THE TIME OF COVID: LESSONS FROM HIV FOR AN EFFECTIVE, COMMUNITY-LED 

RESPONSE 9, available at https://www.unaids.org/sites/default/files/media_asset/human-rights-
and-covid-19_en.pdf.  See also Janlori Goldman, Protecting Privacy to Improve Health Care, 17 
Health Aff. 47, 48 (1998), available at
https://www.healthaffairs.org/doi/pdf/10.1377/hlthaff.17.6.47.   

The Illinois Supreme Court has recognized the paramount value of safeguarding the right 
of privacy in personal medical information in a variety of circumstances. For example, in People 
ex rel. Director of Public Health v. Calvo, 89 Ill.2d 130, 137 (1982), the Court held that a State’s 
Attorney could not subpoena reports of individual cases of sexually transmitted disease from the 
Department of Public Health. In so doing, the Court recognized strong public policy 
justifications for protecting an individual’s private medical information, reasoning:  

Without an assurance of confidentiality, fear of social embarrassment resulting from 
disclosure of their identities and physical conditions might cause individuals with such a 
disease to shun treatment, while at the same time others to whom they may have 
transmitted the disease might remain unaware that they are in need of treatment. 

Id. at 132–33. See also Best v. Taylor Mach. Works, 179 Ill.2d 367, 459 (1997) (citing Petrillo v. 
Syntex Labs., 148 Ill.App.3d 581 (1986)) (“[W]e conclude that patients in Illinois have a privacy 
interest in confidential medical information, and that the Petrillo court properly recognized a 
strong public policy in preserving patients’ fiduciary and confidential relationship with his or her 
physicians.”).  
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These public policy concerns further validate the critical need to protect the 
confidentiality of those who test positive for COVID-19. 

In closing, upholding individual privacy is what will best protect the people in Cook 
County who need to access medical care, the broader public health, and first responders 
themselves during the current pandemic. For those compelling reasons, the ACLU of Illinois 
opposes the enactment of this resolution. 

Sincerely, 

Colleen K. Connell 
Executive Director 
ACLU of Illinois  
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VIA EMAIL 

 

April 23, 2020 

 

 

Dear Attorney General Raoul, 

 

I am aware of your Office’s recent efforts to provide guidance to State’s Attorneys, in its memo of 

April 3, 2020, concerning whether federal and state law “permit, but do not require, first responders 

responding to an emergency call for service at a particular address to be notified of the existence 

of a confirmed COVID-19 case at that address.”  Your guidance was premised upon the privacy 

protections flowing from the federal Health Insurance Portability and Accountability Act 

(“HIPAA”).  Respectfully, HIPAA is not relevant to the question of whether individual patient 

data can be disclosed, and particularly during a pandemic.  Your memo recognized that HIPAA 

applies only to “covered entities” (page 1, n.2), which would not include Chicago Department of 

Public Health (CDPH) functions in this context.  It also recognized (page 3) that, HIPAA and 

related federal regulations “permit states to adopt ‘more stringent’ standards relating to ‘the 

privacy of individually identifiable health information,’ 45 C.F.R. § 160.203(b).”  HIPAA thus 

provides no authority for the disclosure to first responders by CDPH or other public health bodies 

of names and addresses of those testing positive for COVID-19.   

 

I do appreciate your Office’s recognition that the Illinois Department of Public Health (IDPH) 

“does not recommend notification to law enforcement of individuals who have tested positive for 

COVID-19” (April 3 memo at page 2).  We agree with the IDPH’s conclusion but would go further.  

Our Corporation Counsel has advised me that state law does not permit this type of notification, 

at least under current facts and conditions.  Further, we are concerned such notification would 

unfairly and unnecessarily stigmatize those who have the disease; dissuade people from seeking 

testing; and even expose first responders to greater risks.  Also, no public body should be in effect 

encouraging the creation of a data base of people sick with COVID-19, which is precisely what 

your guidance would compel first responders to do. 

 

COVID-19 cases are reported to local health authorities, such as the Chicago Department of Public 

Health (CDPH), under the Illinois Communicable Disease Report Act, 745 ILCS 45/1.  That 

Illinois law, not federal law (HIPAA), applies to CDPH and other public health bodies in this 

context.1  That state statute concerns mandatory reporting of diseases such as COVID-19 to 

 
1 Your memo recognized that HIPAA applies only to “covered entities” (page 1, n.2), which would not 

include CDPH’s functions in this context.  It also recognized (page 3) that, HIPAA and related federal 

regulations “permit states to adopt ‘more stringent’ standards relating to ‘the privacy of individually 

identifiable health information,’ 45 C.F.R. § 160.203(b).”  HIPAA thus provides no authority for the 

disclosure by CDPH of names and addresses of those testing positive for COVID-19 to first responders. 
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governmental agencies and officers.  It clearly provides that such reports “shall be confidential” 

and that the “identity of any individual . . .  who is identified” in such a report “shall be 

confidential” and “shall not be disclosed publicly.”  We understand this to refer to patient names 

and addresses. 

 

Regulations promulgated under this Illinois law also indicate that, at least with respect to 

information in I-NEDSS and other IDPH registries, notification is not permissible.  I-NEDSS, as 

you know, is “a secure, web-based electronic disease surveillance application utilized by health 

care providers, laboratories and State and local health department staff” for reporting, detection, 

and analytical purposes, 77 Ill. Admin. Code 690.10.  CDPH obtains most of the information it 

has on positive COVID-19 cases through I-NEDSS.  The Control of Communicable Diseases Code 

explicitly provides that “[a] person or institution to whom information” from such databases and 

registries “is furnished or to whom access to records has been given shall not divulge any part of 

the records so as to disclose the identity of the person to whom the information or record relates, 

except as necessary for the treatment of a case or carrier or for the protection of the health of 

others.”  Id. (emphasis added).  77 Ill. Admin. Code 690.200(d)(8)(D).   

 

At the present time, there has been no showing that disclosure of the existence of a confirmed 

COVID-19 case at an address is necessary for the protection of the health of others.  This is plain 

from IDPH’s own guidance recommending against such disclosure, which your Office has 

acknowledged.  IDPH’s April 1 and 2 statements on potential disclosure to first responders of 

names and addresses of individuals testing positive for COVID-19 infection make clear that there 

is no identified public health benefit to, and many negative public health consequences from, such 

disclosure.  For example, IDPH’s April 1, 2020 Guidance states that “providing first responders 

and law enforcement with the identity of positive COVID-19 cases has limited epidemiologic and 

infection control value and therefore IDPH does not recommend notification to law enforcement 

of individuals who have tested positive for COVID-19.  Rather, IDPH recommends that first 

responders and law enforcement take appropriate protective precautions when responding to all 

calls” in lieu of “relying on reports of COVID-19 positive individuals.”  IDPH added in its April 

2, 2020 Guidance that there are “limits on the usefulness of current test result information.” 

  

We agree with IDPH’s conclusion in its April 1st guidance that the “safety of first responders and 

law enforcement is of paramount importance.”  For that reason, this guidance instructed first 

responders to “assess the likelihood that the person may be experiencing symptoms of COVID-19 

or may be under investigation for COVID-19.”   

 

IDPH’s April 1st guidance further makes clear that, because COVID-19 is “widespread in Illinois,” 

notification of the location of a confirmed COVID-19 case would in fact undermine public 

health.  That is because, as IDPH explains in this guidance, “there are likely a larger number of 

asymptomatic and cases that have not been confirmed by a laboratory in each community,” and 

provision of information only about individuals known to have been infected could “give first 

responders and law enforcement a false sense of security, as many people who are ill may not have 
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been tested yet.”  Further undermining any value to that information is the fact that, as this 

guidance also pointed out, “many who have tested positive are no longer contagious.”  

  

CDPH Commissioner, Dr. Allison Arwady, similarly found no public health reason for disclosure 

of positive COVID-19 cases.  On April 18, 2020, she opined that “at this point in the outbreak, 

there is no role for flagging addresses in respiratory/COVID patients.”  Consistent with IDPH 

guidance, she explained that, “[g]iven widespread community transmission, it is crucial that first 

responders use universal precautions, and assume that any individual or address is equally likely 

to have a person infected with COVID-19.”  (Emphasis in original.)  She pointed out (as did IDPH) 

that such disclosure could be “detrimental to protecting first responders” because it may “cause 

first responders to relax their precautions around other locations.”  Dr. Arwady also opined that 

“[w]hen it comes to first responder safety,” she is “much more concerned about the many people 

who are unaware they are infected and/or have not been tested and/or are needing transport because 

they are ill and need to be tested—so again, a universal approach to infection control and self-

protection/PPE is safer for first responders.”  Therefore, in Chicago, given the wide spread of 

COVID-19 among the population, we have advised first responders to assume that any member of 

the public might be COVID-19 positive and to take all necessary precautions. 

  

In addition to the lack of medical need for disclosure to protect the health of others, including 

emergency personnel, IDPH recognized that “protect[ing] the identity of individuals and 

prevent[ing] stigmatization of patients is also a priority.”  Given the lack of public health value to 

disclosure of names and addresses of persons testing positive for COVID-19, this important 

consideration should be paramount.  But there is more.  Singling out COVID-19 patients is 

inappropriate and could cause trauma and the possibility that people will not seek testing or 

treatment for fear of being labelled.  This is particularly true given that the impact of the COVID-

19 virus has fallen disproportionately on communities of color who for far too long have suffered 

under the yoke of racism.   No one needs to be labelled at a time when we need to be uniting all 

our residents in this fight of a lifetime.   

 

In sum, I strongly urge you to revise the April 3, guidance to take into consideration the many 

instances in state law which preclude the disclosure of individual patient identities acquired 

through I-NEDSS and other IDPH registries.  As set forth herein, any such disclosure will obstruct 

public health efforts to further identify and control the virus’s reach and scope.  That, of course, 

would be deeply counterproductive to public health, and the health of first responders.  
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I urge you to take these facts and legal principles into consideration in your direction to the 

State’s Attorneys.  Happy to discuss further at your convenience. 

 

Sincerely, 
 

Lori E. Lightfoot 

Mayor, City of Chicago 

 

 


