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INTEREST OF AMICI CURIAE 

 

 Health & Medicine Policy Research Group (HMPRG) is a non-profit organization 

dedicated to challenging health inequities and improving the health of all people in 

Illinois. Founded in 1981, HMPRG is a fierce advocate for health equity. The 

organization is a founding member of the Illinois Adverse Childhood Experiences 

(ACEs) Response Collaborative and initiated the country’s first Trauma-Informed 

Hospital Workgroup to train more than sixteen health systems on ACEs, trauma, and 

resilience. HMPRG led the coalition that resulted in the establishment of the independent 

Board for Cook County Health and Hospitals. It has developed legislation on a wide 

range of issues, including the creation of Freestanding Birth Centers in Illinois, a task 

force to establish principles and funding mechanisms for Community Health Workers, 

and state funding mechanisms that support older adults remaining in their homes and 

communities rather than being placed prematurely in institutions. HMPRG has led efforts 

to diversify the healthcare workforce including by contributing to establishment of an 

Institute for Diversity in Medicine at Blue Cross Blue Shield. Elected officials and 

community-based organizations rely on HMPRG for policy, research, and advocacy 

leadership on the full spectrum of public health issues. 

 The Illinois Coalition for Immigrant and Refugee Rights (ICIRR) is a non-profit, 

nonpartisan statewide organization dedicated to promoting the rights of immigrants and 

refugees to full and equal participation in the civic, cultural, social, and political life of 

our diverse society. In partnership with member organizations, ICIRR educates and 

organizes immigrant and refugee communities to assert their rights; promotes citizenship 

and civic participation; monitors, analyzes, and advocates on immigrant-related issues; 
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and informs the public about the contributions of immigrants and refugees. ICIRR has 

advocated for policy changes to broaden access and remove barriers for immigrants 

needing health care, and to protect the privacy rights of immigrants and refugees who 

fear that disclosure of sensitive information will lead to stigmatization, discrimination, 

and potentially arrest, deportation, and long-term separation from their families. 

League of United Latin American Citizens of Illinois (LULAC) is part of a non-

profit nationwide advocacy organization with state and local councils that seek to 

advance the economic condition, educational attainment, political influence, housing, 

health, and civil rights of the Hispanic population of the United States. National 

LULAC’s Latinos Living Healthy initiative seeks to address health disparities and to 

engage community partners to impact the healthcare related needs of Latinos in local 

communities. For example, LULAC has worked to build trust between vulnerable 

immigrant communities and the McHenry County Health Department in order to improve 

the health of the Latino community in the County. Throughout the current pandemic, 

LULAC has engaged in advocacy to improve the health and safety of immigrants and 

communities of color, including by advocating for more access to testing and treatment. 

LULAC continues to use its resources to improve health outcomes in its membership 

communities, many of which have been disproportionately impacted by COVID-19. 

ARGUMENT 

 

The state of Illinois remains in the throes of grappling with COVID-19, the 

disease caused by a novel coronavirus, which has become a global pandemic. Critical to 

our ability to prevent the rapid spread of COVID-19 is the need to ensure that people 

across Illinois who have symptoms of the disease or who may have been exposed to the 
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coronavirus promptly get tested and access crucially important medical care. But for this 

to happen, people must know their private medical information, including their COVID-

19 positive status, will remain confidential. We learned this lesson during the HIV 

epidemic, where effective public health responses to infectious disease depended on 

ensuring the confidentiality of private medical information in order to prevent stigma and 

discrimination and to encourage people—particularly people from marginalized 

communities—to seek prompt testing and treatment. 

The Circuit Court below issued a Temporary Restraining Order (TRO) that 

tramples on the right to privacy and these core public health principles by requiring the 

McHenry County Health Department (MCHD) to release the names and addresses of 

people who have tested positive for COVID-19 to law enforcement agencies. The Illinois 

Constitution, the United States Constitution, and Illinois statutes—such as the 

Department of Public Health Act and the Communicable Disease Report Act, both of 

which are applicable to county public health departments—protect such information from 

disclosure. The disclosure to law enforcement of the names and addresses of people who 

have tested positive for COVID-19 does not promote safety or health interests, and 

instead actually undermines public health and jeopardizes the health and safety of first 

responders. For the reasons set forth below, amici curiae urge this court to reverse the 

Circuit Court’s denial of Defendants’ motion to dissolve the TRO.  

I. PROTECTING THE PRIVACY OF MEDICAL INFORMATION IS VITAL FOR 

PERSONAL HEALTH AND PUBLIC HEALTH. 

    

A patient seeking medical care is in an extraordinarily vulnerable position. The 

individual tells their health care provider sensitive information and allows the provider to 

examine them in a manner they would not permit any other stranger. In exchange, the 
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patient receives assurance that the provider will keep their health information private. At 

the heart of the patient-provider relationship is thus a foundational understanding that 

personal health information is protected from disclosure.   

The principle that medical information must be kept confidential is as old as the 

practice of medicine itself. It dates back to at least the time of Hippocrates, who implored 

physicians to keep confidential any information obtained in the course of treating a 

patient. See Mark A. Rothstein, The Hippocratic Bargain and Health Information 

Technology, 38 J.L. Med. & Ethics 7, 7–8 (2010). The principles of privacy and 

confidentiality remain core components of medical ethics codes today. See, e.g., Am. 

Med. Ass’n, Code of Medical Ethics Opinion 3.1.1 (“Physicians must seek to protect 

patient privacy in all settings to the greatest extent”); Am. Med. Ass’n, Code of Medical 

Ethics Opinion 3.2.1 (“Patients . . . should feel free to fully disclose sensitive personal 

information to enable their physician to most effectively provide needed services. 

Physicians in turn have an ethical obligation to preserve the confidentiality of information 

gathered in association with the care of the patient.”). 

Protecting the confidentiality of medical information is essential to ensuring that 

people access medical care in order to be diagnosed and treated for illness. Maintaining 

the public’s confidence that public health authorities will keep personal medical 

information reported to these agencies confidential is also key to the surveillance needed 

to advance public health goals, including containing communicable diseases, for 

communities more broadly. As a leading public health law scholar explained: 

People suffering from or at risk of a stigmatizing condition may not come 

forward for testing, counseling or treatment if they do not believe their 

confidences will be respected. They are also less likely to divulge sensitive 

information about risk factors . . . Failure to divulge health information for 
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fear of disclosure can be detrimental to treatment and put others at risk of 

exposure to disease. Informational privacy, therefore, is valued . . . to 

protect patients’ . . . health and the health of the wider community. 

 

Lawrence O. Gostin & Lindsay F. Wiley, Public Health Law: Power, Duty, Restraint 319 

(3d ed. 2016); see also Janlori Goldman, Protecting Privacy to Improve Health Care, 17 

Health Aff. 47, 48 (1998) (without confidentiality, patients will be reluctant to accurately 

disclose personal information or may avoid seeking care altogether for fear of 

embarrassment, stigma, and discrimination). 

Our relatively recent experience during the HIV epidemic demonstrates that 

protecting confidentiality reduces the fear of stigma and discrimination, builds trust, leads 

to better access to testing, and enhances compliance with medical and public health 

advice. See UNAIDS, Rights in the time of COVID: Lessons from HIV for an effective, 

community-led response 9 (“Everyone . . . should be confident that their sensitive 

personal information––including name, diagnosis and medical history––is treated with 

the utmost care and confidentiality[.]”). “One important lesson we learned from the AIDS 

epidemic is that a solution to addressing the legitimate concerns of first responders is not 

to identify those living with the disease [because] it will not make anyone safer and may 

actually put first responders at greater risk.” Harvard Law Sch. Ctr. for Health Law and 

Policy Innovation, Applying Lessons Learned from the AIDS Epidemic to the Fight 

Against COVID-19 (Mar. 20, 2020) (CHLPI Letter; see also Craig Klugman, 

Commentary: Preckwinkle was right to veto COVID-19 address-sharing policy, Chi. 

Trib. (May 29, 2020) (discussing efforts to provide the names and addresses of people 

diagnosed with HIV to first responders that were rejected 35 years ago).   
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 As discussed below, state and federal law reflect these important health principles 

and provide substantial protection for a person’s privacy interest in their health 

information. There is simply no basis for invading those privacy interests here. 

II. RELEASING THE IDENTITIES OF PEOPLE WHO TEST POSITIVE FOR COVID-

19 TO LAW ENFORCEMENT ABRIDGES THE RIGHTS TO PRIVACY AFFORDED 

BY THE ILLINOIS CONSTITUTION AND ILLINOIS PUBLIC HEALTH LAWS. 

 

In numerous ways and in varying contexts, courts have extended strong protection 

to confidential medical information. As the United States Supreme Court recognized in 

rejecting a practice of turning over drug test results to law enforcement, “[t]he reasonable 

expectation of privacy enjoyed by the typical patient undergoing diagnostic tests in a 

hospital is that the results of those tests will not be shared with nonmedical personnel 

without her consent.” Ferguson v. City of Charleston, 532 U.S. 67, 78 (2001); see also 

Best v. Taylor Mach. Works, 179 Ill. 2d 367, 459 (1997) (citing Petrillo v. Syntex Labs., 

148 Ill. App. 3d 581 (1986)) (“[W]e conclude that patients in Illinois have a privacy 

interest in confidential medical information, and that the Petrillo court properly 

recognized a strong public policy in preserving patients’ fiduciary and confidential 

relationship with his or her physicians.”); Parkson v. Cent. DuPage Hosp., 105 Ill. App. 

3d 850, 855 (1982) (refusing to compel disclosure of redacted medical records, reasoning 

that “[a]s the patients disclosed this information with an expectation of privacy, their 

rights to confidentiality should be protected”). In the circumstances of this case, both the 

Illinois Constitution’s right to privacy and Illinois public health laws prohibit the 

dissemination of the personal health information Plaintiffs seek, and there are no 

countervailing factors to compel its disclosure. 
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A. Requiring Disclosure of the Names and Addresses of People who 

Tested Positive for COVID-19 Violates the Illinois Constitution’s 

Right Against Unreasonable Invasions of Privacy. 

 

The Illinois Constitution provides that “[t]he people shall have the right to be 

secure in their persons, houses, papers and other possessions against unreasonable . . . 

invasions of privacy[.]” Ill. Const. art. I, § 6.1 “[T]he confidentiality of personal medical 

information is, without question, at the core of what society regards as a fundamental 

component of individual privacy” protected by this provision. Kunkel v. Walton, 179 Ill. 

2d 519, 537 (1997) (emphasis added); see also Hope Clinic, 2013 IL 112673 at ¶ 65 

(“[O]ur state constitutional privacy guarantee protects a person’s reasonable expectation 

of privacy in his or her personal medical information.”).  

The Illinois Constitution forbids “unreasonable invasions of privacy.” Kunkel, 

179 Ill. 2d at 538. In Kunkel, the Illinois Supreme Court held that forcing disclosure in 

discovery of highly personal medical information having no relevance to the issues in a 

lawsuit was a substantial and unjustified invasion of privacy. Id. at 538–40; cf. Carlson v. 

Jerousek, 2016 IL App (2d) 151248, ¶¶ 35, 59 (2016) (finding discovery request for 

forensic imaging of computers unreasonable and hence unconstitutional where it would 

unduly burden the significant interest in privacy without offering information of 

sufficient probative value); People v. Nesbitt, 405 Ill. App. 3d 823, 830–34 (2010) 

(holding that law enforcement’s request for banking records without a subpoena, warrant, 

or consent was unreasonable intrusion on Illinois Constitution’s privacy right). 

                                                 
1 This right of privacy is distinct from that provided under the federal constitution. See 

Hope Clinic for Women, Ltd. v. Flores, 2013 IL 112673, ¶ 62 (2013). 
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Requiring the MCHD to release the names and addresses of people with 

confirmed COVID-19 to law enforcement is a textbook example of an unreasonable 

encroachment of the right to privacy in personal medical information. An individual’s 

interest in maintaining privacy over such information clearly outweighs the claimed 

governmental interest here—a desire to protect police from contracting COVID-19, 

which is an interest that will not be served by the mandated disclosure of the names and 

addresses of those who, at some point, tested positive for the disease. 

The Illinois Department of Public Health (IDPH) has explicitly declared that 

sharing identifying information about people who have tested positive for COVID-19 

with law enforcement or other first responders has “limited epidemiologic and infection 

control value” because of the large number of asymptomatic cases and cases unconfirmed 

by testing during the current pandemic. Ill. Dept. of Pub. Health, Guidance to Local 

Health Departments on Disclosure of Information Regarding Persons with Positive Tests 

for COVID-19 to Law Enforcement 2. Numerous public health experts agree with this 

assessment. See, e.g., Nw. Cent. Dispatch Sys. v. Cook Cnty. Dep’t of Pub. Health, No. 20 

CH 03914, *14–15 (Cir. Ct. Cook Cnty. May 1, 2020) (attached as Exhibit A) (describing 

“thorough and informative” affidavit from Dr. Rachel Rubin, Co-Administrator of Cook 

County Department of Public Health); Letter from Chicago Mayor Lori Lightfoot to 

Illinois Attorney General Kwame Raoul (April 23, 2020) (attached as Exhibit B) 

(describing opinion of Chicago Department of Public Health Commissioner Dr. Allison 

Arwady that there is “no public health reason for disclosure of positive COVID-19 

cases”). In fact, the MCHD itself took this position. See Aff. of Melissa H. Adamson, at ¶ 
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14 (attached as Exhibit C) (describing MCHD Public Health Administrator’s position that 

providing names and addresses is “not medically or epidemiologically appropriate”). 

The Circuit Court of Cook County relied on similar considerations to reject an 

emergency dispatch system’s request for a temporary restraining order to obtain 

identifying information about people who, at one point, had tested positive for COVID-

19. In discussing the balancing of the harms, the judge concluded that the harm claimed 

by the dispatch system would not be avoided by the disclosure, while the harms to the 

public’s privacy rights are “real, concrete, and avoidable.” Nw. Cent. Dispatch Sys. at 18. 

In fact, the judge concluded that disclosing such information could actually endanger 

first responders because of the large number of untested people, the number of non-

symptomatic carriers, the infectiousness of people in the days before they become 

symptomatic and are tested, and the futility of relying on an individual’s placement on a 

list when they may no longer be contagious. See Nw. Cent. Dispatch Sys. at 16–17.  

The Illinois Supreme Court has protected the right of privacy in personal medical 

information in circumstances similar to those posed here. In People ex rel. Director of 

Public Health v. Calvo, 89 Ill. 2d 130, 137 (1982), the Court held that a State’s Attorney 

could not subpoena reports of individual cases of sexually transmitted disease from the 

Department of Public Health. In so doing, the court recognized strong public policy 

justifications in safeguarding an individual’s private medical information, reasoning:  

Without an assurance of confidentiality, fear of social embarrassment 

resulting from disclosure of their identities and physical conditions might 

cause individuals with such a disease to shun treatment, while at the same 

time others to whom they may have transmitted the disease might remain 

unaware that they are in need of treatment. 
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Id. at 132–33. The concerns the Illinois Supreme Court recognized in Calvo are just as 

strong and relevant today as our state fights the COVID-19 pandemic. Widespread 

screening will be critical to slowing the spread of the disease. See Office of Governor J.B. 

Pritzker, Restore Illinois: A Public Health Approach to Safely Reopen Our State 6–10 

(May 5, 2020). It is therefore crucial to reduce all barriers to screening for individuals. 

But given the fears of stigma and discrimination surrounding any infectious disease, 

mandated disclosure of  identifying information to law enforcement will likely deter 

some people from being screened in the first place—particularly communities that may 

have historic distrust of the police and/or the medical profession, including people of 

color and undocumented people. Cf. UNAIDS at 9. Concerns about harassment of those 

who are confirmed to have COVID-19 are justified. See, e.g., Local COVID-19 patient 

asks people to stop threatening her, WICS NEWSCHANNEL 20 (March 16, 2020). 

In the current circumstances, the critical importance of protecting the privacy of 

health information in order to promote both individual and community health vastly 

outweighs the minimal benefit—or even negative impact—from disclosing medical 

information to law enforcement. The TRO’s mandate that MCHD provide the name and 

addresses of people with confirmed COVID-19 to law enforcement is thus unreasonable, 

and infringes the Illinois Constitution’s right to informational privacy.2 

                                                 
2 Defendants have conceded to sharing addresses where individuals confirmed to have 

COVID-19 live, while objecting to the further disclosure of names. See Exhibit C at ¶¶ 

17–21; but see id. at ¶ 19 (“[W]e understood [IDPH guidance] was not a recommendation 

to share any protected information with law enforcement[.]”) (emphasis added). 

However, sharing just addresses without names still involves the same serious concerns 

about undermining individual and public health and significant limitations on the 

usefulness of disclosing this information to law enforcement. See, e.g., Exhibit B at 3 

(discussing lack of public health justification for disclosing addresses in particular); 
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B. The Illinois Legislature Established Strong Protection for the 

Confidentiality of Private Medical Information Collected by Public 

Health Authorities. 

 

Contrary to the Circuit Court’s conclusion, Plaintiffs have no legally enforceable 

right to force broad disclosures of private medical information. See Nw. Cent. Dispatch 

Sys. at 6–12.3 Rather, Illinois public health laws recognize that strong confidentiality 

protections are necessary to achieve the compelling goals that underlie public health 

reporting requirements. Ensuring that people are not chilled from seeking medical care 

and sharing information voluntarily with health care providers and public health 

practitioners is paramount in the context of the COVID-19 pandemic. 

Illinois public health laws explicitly call on public health authorities to safeguard 

the confidentiality of private medical information that they collect as part of their public 

health mission. For example, the Department of Public Health Act provides that: 

[T]he identity of or facts that would tend to lead to the identity of the 

individual who is the subject of [a report to the Department of Public 

Health] . . . shall be strictly confidential, are not subject to inspection or 

dissemination, and shall be used only for public health purposes by the 

Department, local public health authorities, or the Centers for Disease 

Control and Prevention. 

 

20 ILCS 2305/2(i)(C). See also Department of Public Health Act, 20 ILCS 2305/2(h) 

(“[L]ocal public health authorities shall protect the privacy and confidentiality of any 

medical or health information or records or data obtained[.]”); Communicable Disease 

                                                 

CHLPI Letter (same). As a result, the sharing of addresses, even in the absence of names, 

is itself an unreasonable violation of the Illinois Constitution’s right to privacy. 

 
3 The Circuit Court of the Nineteenth Judicial Circuit reached this same conclusion as the 

Circuit Court of Cook County rejecting the Lake County Sheriff’s temporary restraining 

order request in a lawsuit nearly identical to the present case. Idleburg v. Pfister, No. 20 

MR 269, *7–13 (Cir. Ct. Lake Cnty. May 18, 2020) (attached as Exhibit D). 
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Report Act, 745 ILCS 45/1 (“The identity of an individual . . . identified in a report of . . . 

communicable disease . . . or an investigation conducted pursuant to [such report] shall 

be confidential and . . . shall not be disclosed publicly[.]”). 

 State law explicitly limits to narrow circumstances any discretion afforded to 

public health authorities to disclose private medical information about individuals. Such 

disclosure is only permitted where it would actually promote public health. The Illinois 

law requiring communicable disease cases to be reported to the state Department of 

Public Health includes a very limited exception to the general obligation to maintain the 

confidentiality of identifying information about individuals when “necessary . . . for the 

protection of the health of others.” 77 Ill. Adm. Code 690.200(d)(5). 

 Such circumstances are not present here where experts, including the Illinois 

Department of Public Health, maintain that releasing the identities of those with COVID-

19 undermines public health practice. See supra, Part II.A. Moreover, updated federal 

guidance for first responders instructs dispatch operators to make inquiries to determine 

whether a specific caller has or may have COVID-19. Centers for Disease Control and 

Prevention, Interim Guidance for Emergency Medical Services (EMS) Systems and 911 

Public Safety Answering Points (PSAPs) for COVID-19 in the United States (updated 

Mar. 10, 2020). Following this guidance provides real-time information that is likely to 

be more accurate—and thus more protective of first responders—than a list of individuals 

that likely includes people who are no longer infectious and that is woefully incomplete 

due to limitations in testing. See Nw. Cent. Dispatch Sys. at 17. 

 The only Illinois law that discusses any requirement of information sharing 

between public health authorities and law enforcement agencies—Section 2.1 of the 
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Illinois Department of Health Act—is simply not relevant to Plaintiffs’ demands for the 

names and addresses of people who tested positive for COVID-19. Section 2.1 creates a 

mandatory reporting obligation for state and local law enforcement, and a reciprocal 

obligation on IDPH and local public health authorities. 20 ILCS 2305/2.1(a)-(b). The 

specific and limited purpose of this reporting obligation imposed on public health 

authorities is apparent on the face of subsection (b) of the law—to give law enforcement 

authorities information they may need for “the purpose of conducting a criminal 

investigation or a criminal prosecution.” See Nw. Cent. Dispatch Sys. at 10.  

 Plaintiffs incorrectly relied on subsection (c) of Section 2.1 to argue they are 

entitled to receive identifying information about individuals with COVID-19. However, 

the accurate interpretation is that subsection (c) lays out the extent of permissible 

information-sharing in just the limited circumstances where disclosure is specifically 

mandated by Section 2.1—with public health departments for the purpose of 

investigating and preventing a public health emergency in accordance with subsection 

(a), or with law enforcement for the purpose of conducting a criminal investigation or 

prosecution in accordance with subsection (b). See Nw. Cent. Dispatch Sys. at 10.4  

 Plaintiffs have also suggested that the federal Health Insurance Portability and 

Accountability Act (HIPAA) regulation that permits disclosure of patient information 

without prior authorization if “necessary to prevent or lessen a serious and imminent 

threat to the health or safety of a person or the public” requires disclosure. 45 C.F.R. 

                                                 
4 Likewise, Plaintiffs’ reliance on Section 690.1405 of the Control of Communicable 

Diseases Code was misplaced, as close similarities in language demonstrate this 

regulation should be understood as merely codifying Section 2.1 and thus limited to the 

same criminal investigation and prosecution purposes. Nw. Cent. Dispatch Sys. at 11. 
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164.512(j)(1)(i). Where there is a state law that is “more stringent” and provides greater 

privacy protection than HIPAA, however, the state law controls. See 45 C.F.R. 

160.203(b); see also Nat’l Abortion Fed’n v. Ashcroft, No. 04 C 55, 2004 WL 292079, at 

*2–4 (N.D. Ill. Feb. 6, 2004). Furthermore, HIPAA requires any person making a 

disclosure pursuant to this provision to have a “good faith” belief that sharing the 

information would in fact serve this purpose, 45 C.F.R. 164.512(j)(1), and to limit the 

information disclosed to the “minimum necessary” to accomplish this purpose. 45 C.F.R. 

164.502(b). In light of the position taken by the MCHD’s own leadership that releasing 

identifying information to law enforcement about those with COVID-19 is not a good 

public health practice, this HIPAA exception is inapplicable to current circumstances—

contrary to the Office of the Attorney General’s April 3, 2020 Opinion referenced in the 

Circuit Court’s decision denying Defendants’ motion to dissolve the TRO.  

III. RELEASING THE IDENTITIES OF PEOPLE WHO TESTED POSITIVE FOR 

COVID-19 TO LAW ENFORCEMENT ALSO INFRINGES ON RIGHTS 

PROTECTED UNDER THE UNITED STATES CONSTITUTION. 

 

The Due Process Clause of the Fourteenth Amendment to the United States 

Constitution protects individuals’ interests in the privacy of medical and other sensitive 

information. See Wolfe v. Schaefer, 619 F.3d 782, 785 (7th Cir. 2010) (“[C]ourts of 

appeals, including this court, have interpreted [Supreme Court precedent] to recognize a 

constitutional right to the privacy of medical, sexual, financial, and perhaps other 

categories of highly personal information[.]”); see also, e.g., Coons v. Lew, 762 F.3d 891, 

900 (9th Cir. 2014) (recognizing a “fundamental privacy right in non-disclosure of 

personal medical information”); Gruenke v. Seip, 225 F.3d 290, 302–03 (3d Cir. 2000) 

(recognizing right to protection against disclosure of medical information). 
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An infringement on this constitutional privacy interest is permissible “only upon 

proof of a strong public interest in access to or dissemination of the information.” Wolfe, 

619 F.3d at 785. As discussed in Part II.A, supra, a “strong public interest in access to or 

dissemination” of information about individuals with confirmed COVID-19 is lacking 

here, because numerous experts—including IDPH and the MCDH’s own leadership—

believe that releasing this information to law enforcement authorities actually has limited 

value in terms of promoting or protecting public health. See also, e.g., Tucson Woman’s 

Clinic v. Eden, 379 F.3d 531, 552–53 (9th Cir. 2004) (holding regulation giving agency 

access to unredacted medical records violated patients’ privacy rights where such access 

would not actually promote government’s interest in health and safety); Sterling v. 

Borough of Minersville, 232 F.3d 190, 196–97 (3d Cir. 2000) (finding violation of 

constitutionally protected privacy interest where police officer threatened to reveal 

arrestee’s sexual orientation and conceded “he would have no reason to disclose” this 

information); Grimes v. Cnty. of Cook, No. 19 C 1691, 2020 WL 1954149, at *2–4 (N.D. 

Ill. Apr. 23, 2020) (denying motion to dismiss claim for violation of right to medical 

privacy under Fourteenth Amendment’s Due Process Clause where defendants did not 

argue public interest justified disclosure of plaintiff’s transgender status); Fort Wayne 

Women’s Health v. Bd. of Comm’rs, Allen Cnty., Ind., 735 F. Supp. 2d 1045, 1061 (N.D. 

Ind. 2010) (finding plaintiff likely to succeed on merits of due process claim where there 

was “mismatch between the [challenged law’s] goals and the requirement for and 

inspection of patient notification forms containing patient identifying signatures”). 
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CONCLUSION 

 

In the current COVID-19 pandemic, it is critical to uphold the right to privacy 

over personal medical information in order to protect McHenry County residents who 

need to access medical care and to guard the health of first responders and public health 

more broadly. The Circuit Court’s TRO requiring the MCHD to disclose the personal 

health information of individuals confirmed to have COVID-19 to law enforcement is 

contrary to state and federal protections for medical privacy.  

For the foregoing reasons, this court should reverse the decision of the Circuit 

Court below and dissolve the Temporary Restraining Order against the McHenry County 

Health Department in its entirety. 

 

DATED: June 17, 2020  Respectfully Submitted,  

/s/ Ameri Klafeta    

 Attorney for Amici Curiae 

        

Colleen Connell (ARDC No. 3126988) 

Ameri R. Klafeta (ARDC No. 6286239) 

Emily Werth (ARDC No. 6307304) 

Roger Baldwin Foundation of ACLU, Inc.  

150 North Michigan Avenue, Suite 600  

Chicago, IL 60601 

Phone: 312-201-9740 ext. 345 

Email: aklafeta@aclu-il.org 
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VIA EMAIL 

 

April 23, 2020 

 

 

Dear Attorney General Raoul, 

 

I am aware of your Office’s recent efforts to provide guidance to State’s Attorneys, in its memo of 

April 3, 2020, concerning whether federal and state law “permit, but do not require, first responders 

responding to an emergency call for service at a particular address to be notified of the existence 

of a confirmed COVID-19 case at that address.”  Your guidance was premised upon the privacy 

protections flowing from the federal Health Insurance Portability and Accountability Act 

(“HIPAA”).  Respectfully, HIPAA is not relevant to the question of whether individual patient 

data can be disclosed, and particularly during a pandemic.  Your memo recognized that HIPAA 

applies only to “covered entities” (page 1, n.2), which would not include Chicago Department of 

Public Health (CDPH) functions in this context.  It also recognized (page 3) that, HIPAA and 

related federal regulations “permit states to adopt ‘more stringent’ standards relating to ‘the 

privacy of individually identifiable health information,’ 45 C.F.R. § 160.203(b).”  HIPAA thus 

provides no authority for the disclosure to first responders by CDPH or other public health bodies 

of names and addresses of those testing positive for COVID-19.   

 

I do appreciate your Office’s recognition that the Illinois Department of Public Health (IDPH) 

“does not recommend notification to law enforcement of individuals who have tested positive for 

COVID-19” (April 3 memo at page 2).  We agree with the IDPH’s conclusion but would go further.  

Our Corporation Counsel has advised me that state law does not permit this type of notification, 

at least under current facts and conditions.  Further, we are concerned such notification would 

unfairly and unnecessarily stigmatize those who have the disease; dissuade people from seeking 

testing; and even expose first responders to greater risks.  Also, no public body should be in effect 

encouraging the creation of a data base of people sick with COVID-19, which is precisely what 

your guidance would compel first responders to do. 

 

COVID-19 cases are reported to local health authorities, such as the Chicago Department of Public 

Health (CDPH), under the Illinois Communicable Disease Report Act, 745 ILCS 45/1.  That 

Illinois law, not federal law (HIPAA), applies to CDPH and other public health bodies in this 

context.1  That state statute concerns mandatory reporting of diseases such as COVID-19 to 

 
1 Your memo recognized that HIPAA applies only to “covered entities” (page 1, n.2), which would not 

include CDPH’s functions in this context.  It also recognized (page 3) that, HIPAA and related federal 

regulations “permit states to adopt ‘more stringent’ standards relating to ‘the privacy of individually 

identifiable health information,’ 45 C.F.R. § 160.203(b).”  HIPAA thus provides no authority for the 

disclosure by CDPH of names and addresses of those testing positive for COVID-19 to first responders. 
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governmental agencies and officers.  It clearly provides that such reports “shall be confidential” 

and that the “identity of any individual . . .  who is identified” in such a report “shall be 

confidential” and “shall not be disclosed publicly.”  We understand this to refer to patient names 

and addresses. 

 

Regulations promulgated under this Illinois law also indicate that, at least with respect to 

information in I-NEDSS and other IDPH registries, notification is not permissible.  I-NEDSS, as 

you know, is “a secure, web-based electronic disease surveillance application utilized by health 

care providers, laboratories and State and local health department staff” for reporting, detection, 

and analytical purposes, 77 Ill. Admin. Code 690.10.  CDPH obtains most of the information it 

has on positive COVID-19 cases through I-NEDSS.  The Control of Communicable Diseases Code 

explicitly provides that “[a] person or institution to whom information” from such databases and 

registries “is furnished or to whom access to records has been given shall not divulge any part of 

the records so as to disclose the identity of the person to whom the information or record relates, 

except as necessary for the treatment of a case or carrier or for the protection of the health of 

others.”  Id. (emphasis added).  77 Ill. Admin. Code 690.200(d)(8)(D).   

 

At the present time, there has been no showing that disclosure of the existence of a confirmed 

COVID-19 case at an address is necessary for the protection of the health of others.  This is plain 

from IDPH’s own guidance recommending against such disclosure, which your Office has 

acknowledged.  IDPH’s April 1 and 2 statements on potential disclosure to first responders of 

names and addresses of individuals testing positive for COVID-19 infection make clear that there 

is no identified public health benefit to, and many negative public health consequences from, such 

disclosure.  For example, IDPH’s April 1, 2020 Guidance states that “providing first responders 

and law enforcement with the identity of positive COVID-19 cases has limited epidemiologic and 

infection control value and therefore IDPH does not recommend notification to law enforcement 

of individuals who have tested positive for COVID-19.  Rather, IDPH recommends that first 

responders and law enforcement take appropriate protective precautions when responding to all 

calls” in lieu of “relying on reports of COVID-19 positive individuals.”  IDPH added in its April 

2, 2020 Guidance that there are “limits on the usefulness of current test result information.” 

  

We agree with IDPH’s conclusion in its April 1st guidance that the “safety of first responders and 

law enforcement is of paramount importance.”  For that reason, this guidance instructed first 

responders to “assess the likelihood that the person may be experiencing symptoms of COVID-19 

or may be under investigation for COVID-19.”   

 

IDPH’s April 1st guidance further makes clear that, because COVID-19 is “widespread in Illinois,” 

notification of the location of a confirmed COVID-19 case would in fact undermine public 

health.  That is because, as IDPH explains in this guidance, “there are likely a larger number of 

asymptomatic and cases that have not been confirmed by a laboratory in each community,” and 

provision of information only about individuals known to have been infected could “give first 

responders and law enforcement a false sense of security, as many people who are ill may not have 



 

3 

been tested yet.”  Further undermining any value to that information is the fact that, as this 

guidance also pointed out, “many who have tested positive are no longer contagious.”  

  

CDPH Commissioner, Dr. Allison Arwady, similarly found no public health reason for disclosure 

of positive COVID-19 cases.  On April 18, 2020, she opined that “at this point in the outbreak, 

there is no role for flagging addresses in respiratory/COVID patients.”  Consistent with IDPH 

guidance, she explained that, “[g]iven widespread community transmission, it is crucial that first 

responders use universal precautions, and assume that any individual or address is equally likely 

to have a person infected with COVID-19.”  (Emphasis in original.)  She pointed out (as did IDPH) 

that such disclosure could be “detrimental to protecting first responders” because it may “cause 

first responders to relax their precautions around other locations.”  Dr. Arwady also opined that 

“[w]hen it comes to first responder safety,” she is “much more concerned about the many people 

who are unaware they are infected and/or have not been tested and/or are needing transport because 

they are ill and need to be tested—so again, a universal approach to infection control and self-

protection/PPE is safer for first responders.”  Therefore, in Chicago, given the wide spread of 

COVID-19 among the population, we have advised first responders to assume that any member of 

the public might be COVID-19 positive and to take all necessary precautions. 

  

In addition to the lack of medical need for disclosure to protect the health of others, including 

emergency personnel, IDPH recognized that “protect[ing] the identity of individuals and 

prevent[ing] stigmatization of patients is also a priority.”  Given the lack of public health value to 

disclosure of names and addresses of persons testing positive for COVID-19, this important 

consideration should be paramount.  But there is more.  Singling out COVID-19 patients is 

inappropriate and could cause trauma and the possibility that people will not seek testing or 

treatment for fear of being labelled.  This is particularly true given that the impact of the COVID-

19 virus has fallen disproportionately on communities of color who for far too long have suffered 

under the yoke of racism.   No one needs to be labelled at a time when we need to be uniting all 

our residents in this fight of a lifetime.   

 

In sum, I strongly urge you to revise the April 3, guidance to take into consideration the many 

instances in state law which preclude the disclosure of individual patient identities acquired 

through I-NEDSS and other IDPH registries.  As set forth herein, any such disclosure will obstruct 

public health efforts to further identify and control the virus’s reach and scope.  That, of course, 

would be deeply counterproductive to public health, and the health of first responders.  
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I urge you to take these facts and legal principles into consideration in your direction to the 

State’s Attorneys.  Happy to discuss further at your convenience. 

 

Sincerely, 
 

Lori E. Lightfoot 

Mayor, City of Chicago 
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IN THE CIRCUIT COURT OF THE 22ND JUDICIAL CIRCUIT, 
McHENRY COUNTY, ILLINOIS 

McHENRY COUNTY SHERIFF, ) 
) 

Plaintiff, ) Nos. 20 MR 373, 
) 20 MR 386, 

v.        ) 20 MR 387 
) (consolidated) 

McHENRY COUNTY HEALTH DEPARTMENT,  ) 
et. al., )            

Defendants. ) 

AFFIDAVIT OF MELISSA H. ADAMSON 

COUNTY OF McHENRY ) 
) ss. 

STATE OF ILLINOIS ) 

I, Melissa H. Adamson, after being duly sworn under penalty of perjury, do depose and 

state as follows: 

BIOGRAPHICAL BACKGROUND 

1. I am the Public Health Administrator for the McHenry County Department of

Health (the “Health Department”), and have served in this position since

November of 2018.

2. Prior to this position, I received a Masters of Public Health Degree from the

Emory University Rollins School of Public Health in 1999, and have worked in a

variety of public health policy and administration positions for the last

approximately 21 years. I worked as the Director of Community Health Policy

and Planning/Assistant Administrator for the Peoria City/County Health

Department for just over four years prior to my current role in McHenry County.
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3. As part of my duties as Public Health Administrator, I manage the day-to-day 

operations of the Health Department, including, but not limited to overall, 

administration, leadership and management of the Health Department and its 

employees, subject to the approval and direction of the McHenry County Board of 

Health. 

4. Throughout my career I have had substantial policy and practical experience with 

the Health Insurance Portability and Accountability Act of 1996 and its associated 

federal regulations (commonly referred to as “HIPAA”). 

FACTUAL INFORMATION 
5. The role of the McHenry County Department of Health, and its Board, are to 

identify and investigate health problems and health hazards in the community, as 

well as to educate and empower people about health issues, and to 

mobilize community partnerships to identify and solve health problems. This is 

done largely through the development of policies and plans that support 

individual and community health efforts, including enforcement of the McHenry 

County Health Ordinance.  

6. The McHenry County Board of Health is currently made up of ten persons, 

including two Medical Doctors, one Dentist, a Registered Nurse, one member of 

the County Board, and five members of the general public including one 

Firefighter-Paramedic. 

7. The Health Department, in February 2019, assisted the McHenry County Sheriff 

and Corrections Facility staff, to address a mumps outbreak, providing them 

consultation and guidance on how to properly quarantine and isolate detainees 



and inmates within the corrections facility. The Health Department also closely 

worked with their staff, and assisted with the vaccination of staff, detainees and 

inmates.   

8. During the COVID-19 outbreak, the Health Department is working closely with

the Illinois Department of Public Health (“IDPH”), to investigate instances of

COVID-19 and its transmission throughout the community, and to help

coordinate the medical, educational, and resource response to COVID and other

infectious diseases.

9. Due to our close working relationship with IDPH and other State entities in

responding to the outbreak of COVID-19, I am aware that testing throughout the

state, and in McHenry County in particular, is extremely limited. Currently to

qualify for public testing, through an IDPH lab for COVID-19, an individual must

be symptomatic in the hospital, or from a congregate setting, or at risk for severe

illness (i.e., has co-morbidity and/or greater than 65 years of age), and/or a first

responder or healthcare worker with symptoms. Commercial lab and hospital-

based lab testing is available and only provided to symptomatic patients

presenting to primary care providers and hospitalized patients. Test results are

provided, by law, to the local health department in the jurisdiction in which the

patient resides for the public health investigation. Completed case investigations

are submitted from the local health department to IDPH via the Illinois-National

Electronic Disease Surveillance System (I-NEDSS) and are considered Protected

Health Information (“PHI”) and subject to HIPAA. The purpose of this

information exchange is to allow the Health Department to reduce the further



spread of the communicable disease by investigating the individual cases and 

issuing “isolation orders” to prevent further exposure to others and quarantining 

contacts already exposed. 

10. On or about 12:28 PM on Thursday, March 26, 2020, I received an email from the 

Assistant State’s Attorney, Norm Vinton, regarding disclosure of PHI in response 

to the recently released U.S. Health Department and Human Services (DHHS) 

guidelines. His email noted the McHenry County State’s Attorney’s Office 

(“SAO”) had gotten many inquiries from local law enforcement agencies. He 

stated the DHHS guidelines allowed disclosure of PHI on COVID-19 infected 

individuals. Before communicating with local agencies, the State’s Attorney’s 

office wanted to give us a heads up and opportunity discuss any questions or 

issues we may have. 

11. On or about 2:54 PM on Thursday, March 26, 2020, I received a “Use of 

"Premise Alert" by Sheriff - COVID-19” memorandum from the SAO. The memo 

was a review by the SAO on the DHHS memorandum regarding the disclosure of 

PHI during the COVID-19 Pandemic. It was the State’s Attorney’s opinion that 

the Health Department may disclose PHI of COVID-19 cases to dispatch to 

provide information to first responders about the status of the premises they are 

responding to. 

12. On or about the morning of March 28, 2020 I emailed Norm Vinton indicating we 

had concerns regarding the limitations of the PHI information being requested.  

13. On or about March 30, 2020, my staff and I met, through a phone conference, 

with the Sheriff’s office, including McHenry County Sheriff Prim. That meeting 



concerned the SAO’s memo and the request of law enforcement to share the 

names and addresses of positive COVID-19 cases.  

14. On or about March 30, 2020, I met with my staff, including the Health 

Department’s Public Health Nursing Director, Susan Karras, R.N., and my 

Department’s Medical Advisor, Doctor Laura Buthod, M.D. We carefully 

considered the guidance provided via a phone call with IDPH, as well as our 

medical and public health expertise, and determined a number of reasons exist 

why providing the information requested by the Sheriff and SAO is not medically 

or epidemiologically appropriate. Among those reasons are the limited nature of 

the testing; the widespread community spread; transmission of cases of COVID-

19 that are not being tested, (reinforcing the CDC’s guidance that all first 

responders should treat every person as though they are presumptively positive 

for COVID-19 and wear appropriate PPE); the delays between testing and 

reporting/confirmation of a positive test, which is currently about 3 days for the 

state lab, and 10 days for private sector labs, while the incubation period is 

believed to be 14 days; an individual’s infectious period of 9 days or more, 2 days 

before symptoms and at least 7 days following symptom onset; the likelihood that 

everyone in a household would have been exposed at the address of an infected 

individual; the risk of stigma to individuals with COVID-19 that are named, and 

subsequent unwillingness of citizens to be tested or cooperate with our 

investigation of cases or potential exposures knowing the privacy of their PHI 

could be violated; and the potential that releasing individual names could create a 

false sense of security in Law Enforcement personnel that could lead to less than 



the recommended use of PPE when dispatched to a call resulting in subsequent 

infection of those officers. We also agreed that we had concerns related to 

HIPAA’s requirements that such information could only be disclosed under 

limited circumstances, and that our medical professionals’ oaths and licensures 

require us to protect patient’s health information.  

15. On or about March 31, 2020, I and Susan Karras, RN, had a phone conversation 

with Norman Vinton from the State’s Attorney’s office. Despite our reservations, 

but due to the pressure from the Sheriff and State’s Attorney’s Office, we shared a 

preliminary list of addresses and persons who had tested positive for COVID-19. 

16. On or about April 1, 2020, IDPH provided written guidance which we understood 

from this memo to be suggesting that sharing with first responders of address 

information of persons tested positive for COVID-19 would be permissible, but 

was not mandatory, and further that additional identifying information, including 

identity would serve limited epidemiologic or infection control value since many 

people may be asymptomatic and others may not have been tested yet. That 

guidance is attached as Exhibit 1.  

17. As a result of this IDPH memo, we, on April 1, 2020, immediately informed the 

State’s Attorney that we would no longer provide names of persons, but in the 

interests of compromise, would continue to provide addresses of such persons 

with dates where the household should no longer be infectious.  

18. On or about April 1, 2020, the Illinois Attorney General also issued guidance on 

the propriety of releasing such information. We also understood that guidance to 



say that such disclosures were permissible but not mandatory. That memo is 

attached as Exhibit 2. 

19. On or about April 2, 2020, we received further written guidance from IDPH 

which we understood to clarify their prior guidance, we believed to understand to 

mean that disclosure of addresses was permissible. However, we understood that 

this was not a recommendation to share any protected health information with law 

enforcement or first responders. That guidance is attached as Exhibit 3.  

20. On or about April 3, 2020, I spoke with several officers of the Board of Health 

individually, who affirmed their support for our Department’s position.  

21. On April 3, 2020, at about 3:16 PM I sent an email to State’s Attorney Kenneally 

explaining my and my staff’s position that this information should not be shared, 

and expressing our concerns with their guidance, although we agreed that the 

IDPH guidance allowed us to share addresses with first responders, but holding 

firm that we could not provide names of individuals infected. That email is 

attached as Exhibit 4. 

22. On April 3, 2020, at or about 3:30 PM a conference call occurred with myself, 

Susan Karras, RN, Patrick Kenneally and Norman Vinton. On this call we 

reinforced earlier points. The State’s Attorney was adamant that we should release 

this information. 

23. At or about 3:30 PM on April 6, 2020, my staff and I had a conference call which 

included the State’s Attorney, the Sheriff, and several other officials, including 



several police chiefs. We reiterated our position as to why the individual names 

would not be shared.  

1. Following our meeting on April 6, 2020, at or about 5:00 pm, I returned a call 

from one of the assistant states’ attorneys informing me of a conflict of interest 

between the State’s Attorney and the Health Department and that the Health 

Department would no longer be represented by their office on this matter. I was 

also informed that MCDH could retain its own counsel regarding this matter.  

2. Later that evening, at or about 7:42 pm on April 6, 2020, I received the attached 

email, Exhibit 5, from Mr. Kenneally, indicating that his department would no 

longer represent us in this matter.  

3. On or about April 10, 2020, I received further guidance from IDPH in the form of 

a “SIREN” email, hereto attached as Exhibit 6, again underscoring that release of 

addresses is the maximum information PHI release that is appropriate and it 

further recommends a process for the information’s release which is not entirely 

consistent with the breadth of the TRO issued on April 10, 2020.   

  
 
Melissa H. Adamson. 
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No. 2-20-0339 
 

 

IN THE APPELLATE COURT OF ILLINOIS 

SECOND JUDICIAL DISTRICT 
 

 

MCHENRY COUNTY SHERIFF, 

 

Plaintiff-Appellee, 

 

v. 

 

MCHENRY COUNTY HEALTH 

DEPARTMENT, 

 

Defendant-Appellant. 

 

 

CITY OF MCHENRY, an Illinois municipal 

corporation; VILLAGE OF ALGONQUIN, an 

Illinois municipal corporation; CITY OF 

WOODSTOCK; an Illinois municipal 

corporation; and VILLAGE OF LAKE IN 

THE HILLS, an Illinois municipal corporation,  

 

Plaintiffs-Appellees, 

 

v. 

 

MELISSA H. ADAMSON, in her official 

capacity as Public Health Administrator for the 

McHenry County Department of Health; and 

the MCHENRY COUNTY DEPARTMENT 

OF HEALTH, 

 

Defendants-Appellants. 

) 

) 

) 

) 

) 

) 

) 

) 

) 

) 

) 

) 

) 

) 

) 

) 

) 

) 

) 

) 

) 

) 

) 

) 

) 

) 

) 

) 

) 

) 

 

 

Appeal from the Circuit Court of the 

Twenty-Second Judicial Circuit 

McHenry County Illinois 

 

Case Nos. 20 MR 373 and  

20 MR 387 

 

The Honorable Michael J. Chmiel, 

Judge Presiding 

 

 

 

NOTICE OF FILING and PROOF OF SERVICE 

 

I certify that on the 17th day of June, 2020, there was electronically filed and served upon the 

Clerk of the above court the BRIEF OF AMICI CURIAE HEALTH & MEDICINE POLICY 

RESEARCH GROUP, ILLINOIS COALITION FOR IMMIGRANT AND REFUGEE 

RIGHTS, AND LEAGUE OF UNITED LATIN AMERICAN CITIZENS OF ILLINOIS IN 
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SUPPORT OF DEFENDANTS-APPELLANTS, and that true and correct copies of the same 

were served upon the counsel for the parties by electronic mail at the email addresses listed as 

follows: 

State’s Attorney Patrick Kenneally 

Assistant State’s Attorney Jana Blake 

PDKenneally@mchenrycountyil.gov 

  JEBlake@mchenrycountyil.gov 

  Counsel for McHenry County Sherriff 

 

  David W. McArdle 

  Kevin A. Chrzanowski 

  dmcardle@zrfmlaw.com 

kchrzanowski@zrfmlaw.com 

Counsel for City of McHenry, Village of Algonquin, City of Woodstock, and 

Village of Lake in the Hills 

 

Robert Long 

Douglas Dorando 

rlong@dlplawyers.com 

ddorando@dlplawyers.com 

Counsel for McHenry County Health Department and Melissa Adamson 

 

Under penalties as provided by law pursuant to Section 1-109 of the Code of Civil Procedure, the 

undersigned certifies that the statement set forth in this instrument are true and correct. 

/s/ Ameri Klafeta   

Attorney for Proposed Amici Curiae 
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