SUPPORT SB 2273

PROTECT HEALTH DATA PRIVACY ACT

SPONSORS: Villanueva

The Protect Health Data Privacy Act ("PHDPA") will help safeguard the privacy of every lllinoisans'
sensitive health information by implementing new privacy protections that will significantly reduce the
likelihood that any lllinoisan’s health information will end up in the wrong hands.

The PHDPA requires companies that collect health data and/or offer health services (“regulated entities”) to offer greater
privacy protections to all lllinoisans over their health data. The PHDPA is built on three pillars: (1) transparency, (2)
consent, and (3) rights. Under the PHDPA, regulated entities must:

1. be more transparent about the details of their health data collection practices,
2. obtain a person's consent prior to processing (includes collecting, sharing,
selling or storing that person's health data, and
3. provide people with rights to control their health data, such as the ability
to request that health data be deleted from a regulated entity’s systems.

In addition, the PHDPA requires regulated entities to implement reasonable security
measures to protect health data, prohibits such entities from discriminating against
people who exercise their privacy rights under the law, and also authorizes those whose
rights have been violated to seek damages in court.
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