SUPPORT HB 3494 :

PROTECT HEALTH DATA PRIVACY ACT

SPONSORS: Canty, A. Williams, Stava, Cassidy, B. Hernandez, Lilly, Buckner, Katz Muhl, Hirschauer, Guzzardi, Mah, Yang
Rohr, Croke, Syed, Jimenez, Avelar, Olickal, Moeller, Faver Dias, Stuart, Evans, Mayfield, Blair-Sherlock, Gong-Gershowitz,
Gabel, Ortiz, L. Davis, Crawford, Cochran, Slaughter, N. Hernandez, Hoffman

The Protect Health Data Privacy Act ("PHDPA") will help safeguard the privacy of every lllinoisans'
sensitive health information by implementing new privacy protections that will significantly reduce
the likelihood that any lllinoisan’s health information will end up in the wrong hands.

The PHDPA requires companies that collect health data and/or offer health services (‘regulated entities”) to offer greater
privacy protections to all lllinoisans over their health data. The PHDPA is built on three pillars: (1) transparency, (2)
consent, and (3) rights. Under the PHDPA, regulated entities must:

1. be more transparent about the details of their health data collection practices,

2. obtain a person's consent prior to collecting, sharing, selling or storing |
that person's health data, and

3. provide people with rights to control their health data, such as the ability /
to request that health data be deleted from a regulated entity’s systems.

In addition, the PHDPA requires regulated entities to implement reasonable security measures s
to protect health data, prohibits such entities from discriminating against people who exercise @
their privacy rights under the law, and also authorizes those whose rights have been violated to seek damages in court.

Greater Transparency About Your Consent is Key Real Rights to Privacy

How Companies Handle Your o . _

Health Data Companies in the United States today share most ~ The PHDPA establishes
people’s personal information without their consent.  new privacy rights to

The PHDPA makes consent an essential empower lllinoisans to
prerequisite to the collection, sharing, sale or storing  protect their health data.
of any health data. Under the PHDPA, consent is
defined as “a clear affirmative act by a consumer
that unambiguously communicates the consumer's
express, freely given, informed, opt-in, voluntary,
specific, and unambiguous written agreement.”

The PHDPA will require regulated
entities to adopt and publish a
Health Data Privacy Policy. This
policy must be written using plain
language, and must disclose: (a)
the specific types of health data
being collected and why it is being

These rights include: (a)
the right to confirm
whether a regulated
entity is collecting,
selling, sharing, or storing

collected, (b) where the health + Under the PHDPA, regulated entities will notbe  any of the consumer's
data originated from, (c) third allowed to collect, share, sell or store your health  health data, (b) the right
parties with whom the health data data without your consent (or unless strictly to request that a

may have been shared, (d) necessary to provide you with any health services  regulated entity delete
information about how you can or products you requested). health data, and (c) the
assert your rights under the + The PHDPA also prohibits regulated entities from  right to bring a lawsuit
PHDPA, and (e) other categories selling your health data unless you provide written ~ against any regulated
of information that provide greater consent in a separate agreement specifically entity that violates the
transparency into how companies authorizing the sale of your health data. law.

collect and use health data.
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SUPPORTING ORGANIZATIONS:

AAUW-IL (American Association of University Women-IL)
ACLU of lllinois
AIDS Foundation Chicago
Chicago Abortion Fund
Chicago NOW
Friends Who March
lllinois Choice Action Team
lllinois Handmaids
lllinois National Organization for Women
Men4Choice Advocacy
Midwest Access Coalition
National Council of Jewish Women Chicago North Shore
National Council of Jewish Women South Cook Section
Personal PAC
She Votes lllinois

Team BluePage
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