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Senate Bill 2400 — The Biometric Information Privac  y Act

What Are “Biometrics”?

Biometrics of the human body — fingerprints, hand geometry, an iris scan, a voice print, or scans
of unique facial features — are increasingly stored in databases to identify individuals and
authenticate financial transactions in lllinois.

Biometrics, however, are unlike other unique identifiers that are used to access finances or
other sensitive information. For example, social security numbers, when compromised, can be
changed (albeit at a high cost to the individual). Biometrics, however, are biologically unique to
an individual. Once compromised, the individual has no recourse — one cannot change his or
her fingerprints. This leaves the individual at heightened risk for identity theft and more likely to
withdraw from biometric transactions.

Where are “Biometrics” Being Used?

As the average cost of the optical sensors underlying many biometric scanners has dropped in
cost from $100 to $3 or $4 per device,' there has been a boom in biometric applications in the
private marketplace.

For example, biometric scan and “print match” technologies — linking a customer’s unique
biometrics to his or her bank account or credit card — are increasingly prevalent at many lllinois
grocery stores, gas stations, banks, and school lunch counters.

- Grocery Stores: After pilot testing fingerprint scanners at Chicago-area Jewel grocery
stores in October 2005," SuperValu — the parent company behind many
dominant Illinois grocery chains — introduced “Pay By Touch” scanners in
its Albertsons, Cub Foods, Jewel, Jewel-Osco, and Farm Fresh stores."
SuperValu’s rollout of fingerprint scanners was widespread. For example,
as of March 2006, nearly 10,000 people (mostly lllinoisans) had signed up
at 204 Jewel and Jewel-Osco stores."” Two years later, however, Jewel is
unable to produce current estimates of the total number of customers
enrolled in Pay By Touch.” Moreover, enrollment figures for other
SuperValu chains were not readily available at the time this document
was finalized. Sunflower Market, a separate Chicago grocery store, also
used Pay By Touch, with only 2 percent of its customers signing up for
this payment option."

- Gas Stations: In November 2007, Shell Corp. selected ten of its Chicago-area gas
stations as pilot testing sites for Pay By Touch scanners.”

- Banks: In 2006, the then-parent company of Chicago-area LaSalle Bank pilot
tested banking by voiceprint, eliminating the need for a customer to
provide his or her PIN number to a bank teller to authorize a transaction
over the phone.™ It remains unclear whether this method of banking will
be rolled out in Illinois following Bank of America’s take over of LaSalle
branches is complete.

- Lunch Counters:  Various school districts across the country, including many in lllinois,
have purchased or leased fingerprint scanning technologies to replace
student meal cards and lunch lists.” For example, the Ball-Chatham
Board of Education, in Sangamon County, lllinois, purchased a biometric
system in November 2007 and began using it in January 2008.”
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Public Concern & the Collapse of Pay By Touch

Early evidence points to a cautious response by lllinoisans to this biometrics boom. For
example, a December 2007 Time Out Chicago survey shows that 83 percent of the public is
opposed to Shell Corp.’s unrestricted fingerprinting at the pump.

And, this public skepticism appears to be borne out by recent events. Solidus Networks Inc.,
the San Francisco-based company doing business as Pay By Touch in hundreds of Illinois
grocery stores and gas stations, and its CEO and founder, John Rogers, have recently faced a

slew of legal and tax problems:

Sept. 11, 2007:

Oct. 31, 2007:

Oct. 31, 2007:

Dec. 14, 2007:

Former-Pay By Touch executive vice president and
investor files a securities fraud suit against Pay By
Touch’s CEO and founder, accusing Rogers of
“concealing facts regarding an unsavory
background” (inclusive of criminal and civil
complaints from Minnesota between 1992 and
2000 and Minnesota tax liens from 1992 and
1996).“

Pay by Touch’s CEO and founder files for personal
bankruptcy.™

Four Pay By Touch employees, alleging $60,000 in
unpaid wages, file a petition for involuntary
bankruptcy against the company.

Pay By Touch, in turn, voluntarily files for
bankruptcy.™
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On March 19, 2008, with little notice, Pay By Touch informed Jewel and other Illinois merchants
that (1) it would discontinue biometric verification services the next day (March 20, 2008); (2)
counter to what had previous been communicated to retailers, that the check-out finger
scanners and other equipment actually did contain sensitive consumer data; and (3) retailers
were encouraged, without guidance, to secure and/or destroy the Pay By Touch equipment.

The outcry from customers was immediate, including a flood of calls into Jewel stores asking if
individual bank account and credit card information was put at risk by Pay By Touch’s ceasing
operation.®™ Spokesperson for the supermarket chain, however, asserted that Jewel and
SuperValu were pushing Pay By Touch to “make sure customer data is secured.”™" Regardless
of the retailer’s assurances to the concerned public, Pay By Touch announced plans to sell its
assets, including its biometric database full of sensitive customer information, to a third-party.™

Even if Pay By Touch had not filed bankruptcy, customers of the service had limited legal
options should the company have compromised their privacy or otherwise faltered. As a term
and condition of service, Pay By Touch customers in lllinois had to “agree” to an adhesion
contract (1) waiving Pay By Touch'’s liability for damages caused by the service; and (2)
agreeing to resolve any disputes before the federal and state courts of California.

Current State of the Law

Federal law currently does not regulate a merchant’s use of biometrics in financial transactions.
Federal law, however, does regulate government use of biometrics. For example, federal law
encourages the pilot testing of biometric applications to enhance airport security screenings, to
dole out commercial driver’s licenses, to better track the entrance and exit of foreign visitors and
immigrants, and to streamline the flow of criminal justice data between states and the federal
government.

lllinois, in turn, currently only affords minimal biometric protections. For example, last session,
the General Assembly amended the School Code to (1) require, for the first time, parental
permission before biometrics could be used to give out free and reduced priced lunches; and (2)
mandate the destruction of that data after the parent withdraws his or her child or the child
leaves the school district. 105 ILCS 5/10 20.40(b) & 34-18.34(b).

Moreover, it is a crime in lllinois to “phish” (i.e., to pose dishonestly as a business on the
Internet) and trick someone into turning over biometric data, 740 ILCS 7/10, or tamper with
biometric access equipment, 720 ILCS 5/16-22(a).

Finally, the Illinois Department of Financial & Professional Regulation is empowered to collect
biometric information from pharmacists renewing professional licenses. 225 ILCS 85/7.5.

Thus, as biometric-facilitated transactions increase minimal across-the-board collection,
storage, and retention standards are needed in lllinois to secure privacy and to enhance overall
personal and financial security. Senate Bill 2400 attempts to provide such minimum safeguards
as to the private sector.
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Why is SB 2400 Needed?

The unique nature of biometrics and the current trend to couple them with financial accounts
and/or identifying information leaves a growing number of lllinoisans at heightened risk for
financial loss and/or identity theft. Without minimal and enforceable safeguards, more people
are likely to avoid or withdraw from biometric-facilitated transactions.

If adopted, SB 2400 would (1) prospectively standardize the collection and storage practices of
private sector companies providing biometric services in lllinois; (2) prohibit the sale of and profit
on biometrics; (3) give lllinois state and federal courts greater oversight over future biometric
disputes concerning lllinoisans; and (4) establish a study committee with key government
stakeholders to review current State and local government biometric policies and practices and
make recommendations for improvement by January 2009.

Specifically, SB 2400, as amended:

Creates the Biometric Information Privacy Act (BIPA), applicable to all private
entities doing business in lllinois;

Makes consent a prerequisite for biometric collection by a private entity;
Requires private entities collecting biometrics to establish a retention
schedule (with destruction required as late as 3 years from the person’s last
contact with the entity);

Prohibits private entities from selling or trading biometrics;

Exempts hospitals, organ donation efforts, and licensed fingerprint vendors
working with State police;

Sets minimal penalties for negligent mishandling at $1,000 and for intentional
mishandling at $5,000 (comparable to the original fines set under the Genetic
Information Privacy Act of 1998); and

Establishes a study committee with State and local government stakeholders

to review current biometric policies and practices of government and make
recommendations for improvement by January 2009.
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